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U.S. Department of Justice

Criminal Division
Office of International Affairs

MDR:RT:JMO:PLF:pp
DJ No. 95-100-24338

Washington, D.C. 20530

July 2, 2015
Via Email and Federal Fxpress
Yuval Kaplinsky CYOoURT TIWHD
Department of International Affairs APTON MODPI
Ministry of Justice ey
Machal St. 7 (Beit Ma'atz) 210 20
Ma'a lot Dafna, TRINDIZN NPONDD
Jerusalem 97765, Isracl Y1 o

© Attn: Yael Bitton

Re:  Urgent Request 10 Tsrael for the Provisional Arrest with a view toward Extradition of
Joshua Samuel Aaron, a/k/a “Mike Shields.” Gery Shalon, a/k/a Garri Shalelashvili.
a/k/a “Gabi,” a/k/a “Phillipe Mousset.” and a/k/a “Christopher Engeham”, and Ziv
Orenstein a’k/a “Aviv Stein” and a/k/a “John Avery”

Dear Mr. Kaplinsky:

The United States of America, through the Office of International Affairs, Criminal Division,
United States Department of Justice, requests the provisional arrest of the above-named individual,
pending presentation of the extradition request and supporting documentation. Provisional arrest is
covered by Article 11 of the Extradition Treaty between the United States and Israel, which entered
into force on December 5, 1963, as amended by Article 7 of the Protocol to the U.S.-Israel

Extradition Treaty, which entered into force on January 10, 2007 (collectively, the “Treaty”).

The United States Department of Justice requests the provisional arrest for the purpose of
extradition of Joshua Samuel Aaron, a/k/a “Mike Shields (Aaron);” Gery Shalon, a/k/a Garr
Shalelashvili, a/k/a “Gabi,” a/k/a «phillipe Mousset,” and a/k/a “Christopher Engeham (Shalon);”
and Ziv Orenstein a/k/a “Aviv Stein” and a/k/a “John Avery (Orenstein).” Aaron’s last known
residential address is 7 Nissim Aloni Street, Tel Aviv, Israel. Shalon’s last known residential
address is 36 Ha-Gderot Street, Savyon, Israel. Orenstein’s last known residential address is 19
Betzet (or Betset) Street, Bat-Hefer, Isracl. FBI Legal Attache Cary Gleicher, at the U.S. Embassy
in Tel Aviv, is familiar with this case. He can be reached at 972-3-519-7481.

U.S. authorities received information that Aaron presently is out of the country but is
scheduled to return to Israel around mid-July. Shalon and Aaron are known to travel to countries
where the U.S. does not have extradition treaties. In addition, the U.S. authorities have information
that news agencies intend o make public U.S. investigations involving Shalon and Aaron.




Consequently, it is believed that once the U.S. investigations are made public, Shalon, Aaron, and
Orenstein will flea Israel, and possibly to countries with which the U.S. does not have an extradition
treaty. It is requested that all three be provisionally arrested at the same time, specifically when
Aaron returns to Israel. It is also requested that Israeli authorities coordinate the arrests with U.S.
authorities, because of a pending mutual legal assistance request that was recently submitted that is
to be executed at the same time of these provisional arrests.

Aaron, Shalom, and Orenstein (the defendants) are wanted by the United States District
Court for the Southern District of New York to stand trial for, among other violations, securities
fraud conspiracy, identification document fraud conspiracy, identity theft, and money laundering
conspiracy. The defendants were indicted in an indictment issued by a federal grand jury on June 2,
2015, in a criminal case entitled United States of America v. Gery Shalon, Joshua Samuel Aaron,
and Ziv Orenstein (Case No. 15 CRIM 333). Aaron and Shalon were indicted on the following
counts:

Count One (Conspiracy to Commit Securities Fraud): 5 years’ imprisonment, fine of $250,000, in
violation of Title 18 United States Code (U.S.C.) Section 371.

Count Two (Conspiracy to Commit Wire Fraud): 20 years® imprisonment, fine of $250,000, in
violation of Title 18 U.S.C. Section 1349.

Counts Three, Four, Five, Six, and Seven (Securities Fraud): 20 years’ imprisonment, fine of
$5,000,000, in violation of Title 15U.S.C. Sections 78j(b) & 78ff, and Title 18 U.S.C. Section 2.

Count Eight (Wire Fraud): 20 years’ imprisonment, fine of $250,000, in violation of Title 18 U.S.C.
Section 1343.

Count Nine (Identification Document Fraud Conspiracy): 20 years’ imprisonment, fine of
$250,000, in violation of 18 U.S.C. Section 1028(f).

Count Ten (Aggravated Identity Theft): 2 years” mandatory minimum and consecutive term of
imprisonment, in violation of Title 18 U.S.C. 1028A.

Count Eleven (Money Laundering Conspiracy): 20 years’ imprisonment, fine of $500,000, in
violation of Title 18 U.S.C. Section 1956(h).

Orenstein is charged only in Counts 1, 2, 3,7,8,and 9. The accompanying arrest warrants based
upon the indictment was issued on June 2, 2015, by U.S. District Court Magistrate Judge Henry
Pitman of the South District of New York.

From approximately 2011 to May 2015, the defendants participated in multi-million dollar
stock manipulation schemes, commonly referred to as “pump and dump” schemes, designed to
manipulate the price and volume of traded shares of numerous U.S. publicly traded stocks. Inthese
schemes, the defendants and their co- conspirators (1) artificially infiated (or “pumped”) the price of
certain stocks by disseminating millions of deceptive, unsolicited (“spam”) promotional emails that
falsely touted the stocks in order to trick unsuspecting investors into buying them, and then (2) sold
(or “dumped”) their huge holdings in these stocks at the artificially inflated prices, resulting in huge
profits for members of the conspiracy and exposing unsuspecting investors to significant losses.
Shalon and Aaron crafted and transmitted the deceptive and misleading “spam” promotions
regarding these stocks, and also, at certain times, worked with other co-conspirators in advance of
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those promotions to acquire all or nearly all of the free-trading stock of the companies in furtherance
of the scheme.

Shalon caused the massive quantity of spam emails to be transmitted through his and
Aaron’s control of numerous servers, domain names, email accounts, and accounts with third-party
email distribution companies under Shalon’s control.

The defendants also opened and maintained shell company brokerage accounts to hold and
liquidate their shares in the targeted companies, and offshore shell company bank accounts to
receive and launder the proceeds of their fraud. The defendants opened these accounts using aliases
and by providing the brokerage firms with false and fraudulent identification, including false
passports.

The defendants were paid by their co- conspirators in the scheme in two ways: 1) they were
paid in shares of the stock they were falsely promoting, which they proceeded to sell, in coordination
with the co- conspirators, for profit, and 2) they were paid a flat fee, including up to hundreds of
thousands of dollars per day during the days of their false promotional campaigns. The defendants
directed the proceeds of their crimes to be wired to the bank accounts in the names of aliases and
overscas shell companies under their control in an effort to launder the funds and keep them beyond
the reach of U.S. law enforcement. These money transfers were effectuated by the defendants
through the use of email communications to the brokerage firms and banks in question.

Their roles in the schemes are as follows: Shalon--using the aliases “Phillipe Mousset,” and
“Christopher Engeham,” among others, along with fraudulent passports in various names—
supervised Aaron, Orenstein, and others; procured certain infrastructure used in the fraud; controlled
the bank and brokerage accounts used to receive profits in the scheme; and worked with Aaron to
orchestrate the deceptive email promotional campaigns. Aaron—using the alias “Mike Shields” and
false identification and the Social Security Number of another person—acted as the scheme’s “front
man,” communicating with U.S.-based co-conspirators and others at Shalon’s direction, and also
helped create the deceptive email promotional campaigns. Orenstein—using the aliases “Aviv Stein”
and “John Avery” and with false passports and other false identification in those names—opened
and helped maintain the bank and brokerage accounts used in the scheme.

The evidence that proves the offenses against the defendants includes, but is not limited to,
statements by cooperators, email communications, trading and brokerage records.

The charges against the defendants are punishable under the laws of the United States by
deprivation of liberty for one year or by a more severe penalty and are covered under Article 1 of
the Protocol of the Treaty. Provisional arrest is covered by Article 7 of the Protocol of the
Treaty. In addition, the prosecution of the defendants does not violate the applicable U.S. statute
of limitations.

We also request the seizure and surrender of all items, including articles, documents, and
evidence relating to the offenses charged for surrender with the fugitive, if extradition to the
United States is granted. Seizure of articles at the time of arrest is covered by Article 16 of the
Treaty. U.S. authorities also submitted a mutual legal assistance request dated June 29,
2015, requesting the execution of search warrants at the defendants’ residence and
businesses at the same time that the defendants are arrested, for purposes of extradition.




Joshua Samuel Aaron, a/k/a “Mike Shields,” is a citizen of the United States born in the
United States on January 8, 1984. Aaron is described as a Caucasian male with brown hair and
brown eyes. Aaron has a United States passport numbered 470634937. A photo of Aaron is
attached to this request.

Gery Shalon, a/k/a Garri Shalelashvili, a/k/a “Gabi,” a/k/a “Phillipe Mousset,” and a’k/a
“Christopher Engeham, is a citizen of Israel, born in Georgia on February 17, 1984, Shalonis
described as a Caucasian male, with brown hair and brown eyes. He has an Israeli Passport no.
6203904,

Ziv Orenstein, a/k/a “Aviv Stein,” a/k/a “John Avery,” is a citizen of Israel, born on
November 6, 1974. Orenstein is described as a Caucasian male, with brown hair and brown
eyes. He has an Israeli driver’s license no. 032007619,

Please be assured that if the defendants are arrested at the request of the United States,
the Department of Justice will provide the supporting documents required under the Treaty
within the time specified by the Treaty for a formal request for the extradition of the defendants.

If you have any questions, please do not hesitate to contact me at 202-514-3655, or by e-
mail at Patricia.Petty@usdoj.gov, or the paralegal assigned, Christine Chen, at
" Christine.Chen@usdoj.gov or 202-305-1547.

Sincerely,

Mary D. Rodriguez
Actingy Director

By:

Patricia L. Petty
Senior Trial Attorney

Enclosures: Indictment, photos, and arrest warrants

CC: Ron Katwan, Attorney Adviser
United States Department of State
Office of the Legal Adviser
Law Enforcement and Intelligence
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UNITED STATES DISTRICT COURT

~ for the
Southern District of New York

United States of America

v, )
JOSHUA SAMUEL AARON, a/k/a "Mike Shields” } Case N oy
) 1 5 :uiﬁ\ 3 3
‘) . R ot ? :
)
)
Defendant
ARREST WARRANT .
To: Any authorized law enforcement officer

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without unnecessary delay

(name of person to be arrested)  JOSHUA SAMUEL AARON e ?
who is accused of an offense or violation based on the following document filed with the court:

o Indictment O Superseding Indictment O Information O Superseding Information {71 Complaint
O Probation Violation Petition [} Supervised Release Vielation Petition I Violation Notice (3 Order of the Court

This offense is briefly described as follows:

Conspiracy to commit securities fraud (18 U.5.C. 371); Conspiracy to commit wire fraud (18 U.S.C. 1349}, Securities
Fraud (15 U.5.C. 78j(b} & 78ff, 18 U.8.C. 2); ldentification Document Fraud Conspiracy (18 U.S.C. 1028{f)); Aggravated
Identity Theft (18 U.S.C. 1028A), Maney Laundering Conspiracy (18 U.5.C. 1956(h)}.

Date: 06/02/2015 f:%\ \&M \-{) JMW

Ussuing officer’s signature

City and state: New York, New York Hon. Henry B, Pitman, United States Magistrate Judge
Printed name and title

Return

This warrant was received on (dare) , and the person was arrested on (dare)
at ity and state)

Date:

Arresting officer’s signature

Printed name and title
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UNITED STATES DISTRICT COURT

for the
Southern District of New York

United States of America

v, )

GERY SHALON )
allkla "Garvi Shalelashvili,” alk/a "Gabi," alk/a "Phillipe ) £, £ o
Mousset," a/kia "Christopher Engeham,” ) < é Y
; =

)

Defendant
ARREST WARRANT
To: Any authorized law enforcement officer

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without unnecessary delay
(name of persen o be arresied) _GERY SHALON
who is accused of an offense or violation based on the following document filed with the court:

>

@ Indictment O Superseding Indictment (1 Information O Superseding Information O Complaint
71 Probation Violation Petition (3 Supervised Reiease Violation Petition (I Violation Notice (3 Order of the Court

This offense is briefly described as follows:

Conspiracy to commit securities fraud (18 U.S.C. 371); Conspiracy to commit wire fraud (18 U.S.C. 1348}, Securities
Fraud (15 U.S.C. 78j(b) & 78tf, 18 U.S.C. 2); Identification Document Fraud Conspiracy {18 U.S.C. 1028{f)); Aggravated
identity Theft (18 U.S.C. 1028A); Money Laundering Conspiracy (18 U.8.C. 1956(h)}.

Date: 06/02/2015 Q\ uéﬂ”\}—@\, DM

! [ssa)ng officer’s signature

City and state: _ New York, New York Hon, Henry B. Pitman, United States Magistrate Judge

Printed name and title

Return

This warrant was received on (dote) , and the person was arrested on (aare) i
at fcity and state)

Dater

Arresting offfcer’s signature

Printed name and tifle
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UNITED STATES DISTRICT COURT

for the
Southern District of New York

United States of America

v, )
ZIV ORENSTEIN, a/k/a "Aviv Stein," a/k/a "John 3 Case No

Avery," )

)

}

)

Defendant
ARREST WARRANT .
To: Any authorized law enforcement officer

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without unnecessary delay

{name of person lo be arrested)  ZIV QRENSTEIN _ .
who is accused of an offense or violation based on the following document filed with the court:

& Indictment O Superseding Indictment 01 Information [ Superseding Information (3 Complaint
3 Probation Violation Petition O Supervised Release Violation Petition (3 Violation Notice O Order of the Court

This offense is briefly described as follows:

Conspiracy lo commit securities fraud (18 U.8.C. 371); Conspiracy to commit wire fraud (18 U.S.C. 1349); Securities
Fraud (15 U.S.C. 78j(b) & 78ff, 18 U.S.C. 2), Identification Document Fraud Conspiracy (18 U.S.C. 1028(1).

H
H

Vol , Uy
Date:  06/02/2015 %\ i&ﬁﬂw VO A~
Issuing officer's signature.
City and state: New York, New York Hon. Henry B. Pitman, United States Magistrate Judge
Printed name and iitle
Return
This warrant was received on (dare) , and the person was arrested on (date)

at feity aind state)

Date:

Arresting officer s signature

Printed name and title
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COMNTION ON EXTRADITION BETWEEN THE GIOVERNNEENT OF THE
STATE OF ISRAEL AND THE GOVERNMENT OF THE UNITED STATES

OF AMERICA

Tﬁe Government of the State of Israel and
the Government of the United States of Ame.

rica, desiring to make made effective the co-

._operation of the two countries in the Tepres-
“E5ion of crime, agree as follows :

wrt
.

ARTrCLE ]

Each Contracting Party agrees, under the con-
ditions and circumstances established by the
present Convention, reciprocally to deliver
up persons found in its territory who have

‘been charged with or convicted of any of the

offenses mentioned in Article II of the pre-
sent Convention committed within the ter-
ritorial jurisdiction of the other, or outside
thereof under the- conditions specified in Ar-
ticle IIT of the present Convention.
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Articrs II

Persons shall fe delivered up- according to
- the provisions of the present Convention for
prosecution when they have been charged
with, or to undergo sentence when they have
been convicted of, any of the following of-
fences: : :

1. Murder,

La)

2. Manslaughter.

3. Malicious wounding :
grievous bodily harm. '

inflicting

4. <Rape.
5. Abortion.

6. Unlawful carnal knowledsze of a
gizl under the age specified by the laws of
beth the requesting-and requested Parties.
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7. Procuration.

8. Willful non-suppb;t. or willful
abandonment of a minor or other dependent

- person when the life of that minor or that

dependent person is
or endangered.

. Kidnapping; "abduction; false im-
prisonment: .

or is likely to be injured

10. Robbery.
11. " Burglary; housebreaking.
" -12. Larceny.
13. Embezzlement.
14. Obtaining money, - valuable secur-

15. Bribery.
16. Extorton.

17. Receiving. any money, valuable
securities or other property knowing the same
to have been unlawfully obtained, '

18. Fraud by a bailee, banker, agent,
“factor, trustee, executor, administrator or by
a director or officer of any comnpany.

19. Forgery, including forgcry'o-f bank-
notes, or uttering what is forged.

20. The forgery or false making of off-

+

-------- cial-documents ‘or public ‘records of the gov-
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ities or goods by false pretenses or by threats
w2 of foree.
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ernment or public authority or the uttering

.or f;audulent use of the same.

21. The making or the utterance, circu-
lation or fraudulent use of counterfeit money
or counterfeit seals, stamps, dies and marks
of the government or public authority.

92. Knowingly and without lawful au-
thority making or having in possession any

instrument, tool, or machine adapted and
intended for the counterfeiting of money,-

whether coin or paper.

23. Perjury; subornation of perjury. .

24. Arson.

95. Any malicious act done with intent
to’ endanger the safety of any persons travel-
ling upon a railway.

26. Piracy, by the law of nations; mu-
tiny on board a vessel for the purpose of re-
belling against the authority of the Captain
or Commander of such vessel; by fraud or
violence taking possession of such vessel.

97. Malicious injury to property.
- 28. Smuggling. .
29. Talse swearinf;r.
30. Offenses against the bankruptcy
Taws.

31. Ofenses against the laws relating to
dangerous drugs.

Extradition shall be granted for any of
the offenses numbered 27 through 31 oniy if
the offense is punishable under the laws of
both Parties by a term of imprisonment ex-
ceeding three years.

Extradition shall also be granted for at-
tempts to commit or conspiracy to commit
any of the offenses mentioned in this Article
provided such attempts or such conspiracy.
are punishable under the laws of beth Parties

by 2 term of imprisonment exceeding three

yeoars.

Extradition shall also be granted for
participation in any of the offenses mentioned
in his Article, '
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ArTIiCLe III

When the offense has been committed outside
the territorial jurisdiction of the requesting
Party, extradition need not be granted unless
the laws of the requested Party provide for
the punishment of such an offense committed
in similar circumstances, -

The words “territorial jurisdiction” ag
‘used in this Article and ig Article T of the
present Convention mean - territory, includ-
ing territorial waters, and the airspace there-
~over, belonging to or under the control of
one of the Contracting Parties or to a citizen
or corporation thereof when such vessel is
on the high seas or such aircraft is over the
high seas,

ArTICLE IV

A requested Party shall not decline to extra.
dite a person sought because such person is
a nationa] of the requested Party.

ArTICLE V

Extradition shall be granted only if the evi-
dence be found suficient, according to the
laws of the place where the person sought
shall be found, either to justify his committal
for trial if the offense of which he is accused
has been committed in that place or to prove
that he is the identical person convicted by
the courts of the Tequesting Party.

Sl ArTICLE VI

-
- -

“Extradition shall not be granted in any of
the following circumstances :

1. When the person whose surrender is
sought is being proceeded against, or has
been tried and discharged or punished, in the
territory of the requested Party for the of-
fense for which his extradition is requested.

L]

" 2. When the person whose surreader is
sought has been tried and acquitted, or under.

gone his punishment, in a third State for the’

offense for which his extradition is requested.

3. When the prosecution or the enforce-

ment of the penalty for the offense has become |
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barred by lapse of time according to the laws

of the requesting Party or would be barred
by lapse of time according to the laws of the
requested Party had the offense been commit-
ted in its territory. : .

4. When the offense is regarded by the
Tequested Party as one of a political charac.
ter or if the person sought proves that the
request for his extradition has, in fact, been
made with a view to trying or punishing him
for an offense of a political character.

. : -A.arzc:c.z VIL

‘When the offense for which the extradition
is requested is punichable by death under the
‘laws of the requesting Party and the laws of
the requested Party do not permit such pu.
nishment for that offense, extradition may be

refused unless the requesting Party provides’

- such assurance as the requested Party con-
siders sufficient that the death penalty shall
not be imposed, or, if imposed, shall not be
executed. ‘

"ARTICLE VIH '

‘When the person ‘whose extraditon is re-

quested ' is being proceeded against or is serv-

ing a sentence in the territory of the requested

. Party for an offense other than that for which

~ extradition has been requested, his surrender

. may be deferred until the conclusion of the

proceedings- and the full execution of any

punishment he may be or may have heen
awarded.

ArTICLE IX

The determination that extradition based upon
the request therefor should or should not be

granted shall be made in accordance with the-

domestic law of the requested Party and the
person whose extradition is sought shall have
the right to use such remedies and Tecourses

"% as are provided by such law.

ARTICE X

r\\‘I‘he request for extradition shall be made

through the diplomatic channel.
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The request shall be accompariied by a
description of the person sought, a statement
- of the facts of the case, the text of the appli-
cable laws of the requesting Party including

the laiv prescribing the punishment for the |

offense as well as the law relating to the
limitation of the legal proceedings or the
enforcement of the penalty for the offense.

When the request relates to a person wha
has not yet been convicted, it must also be
accompanied by a warrant of arrest issued
by 2 judge or commissioner of the requesting
Party and by such evidence as, according to
the laws of the requested Party, would justify
his arrest if the offense had been committed
there.

_ When the request relates to a person
already convicted, it must be accornpanied
by the judgment of conviction and sentstnce
paszed against him in the territory of the
Tequesting Party and by a statement showing
how much of the sentence has not been served.

The warrant of arrvest and depositions

or other evidence, given under oath, and the .

judicial documents establishing the existence
of the conviction, or certified copies of these
documents, shall be admitted in evidence in
the examination of the request for extradi-
tion, when, in the case of a request emanating
from Israel, they Lear the signature or are
accompanied by the attestation of a judge,
magistrate or other official or are authentic-
ated by the official seal of the Ministry of
Justice and, in any case, are certified by the

<=2 principal diplomatic or comsular officer of
~-+ 4the United States in Isrzel, or when, in the

case of a request emanating from the United
States, they are authenticated by the official
seal of the Department of State.

The documents in support of the request
for extradition shall be accompanied by a
certified translation thereof into the language
of the requested Party.

ArticLE XI

In case of urgency a Contracting Party may
apply for the provisional arrest of the person
sought pending the presentation of the re-

quest for extradition through the diplomatic.
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channel. The application shall contain a de-
scription of the person sought, an indication
of intention to request the extradition of the
person sought and a statement of the existence
of a warrant of arrest or a judgment of con-
viction against that person, and such further

mformatlon if any, as would be necessary to

133 -

justify the issue of a warrant of arrest had

the offense been committed, or the person

sought been convicted, In the territory of the

| requested Pc.rty'

.. On receipt of such an application the
" requested Party shall take the necessary steps
_to secure the arrest of the person claimed.

.A. person arrested upon such an applica-
tion shall be set at liberty upon the expira-
tion of sixty days from the date of his arrest
if- a request for his extradition accompanied
by the documents specified in Article X shall
not have been received. However, this stipula-
tion shall not prevent the institution of pro-
ceedings with a view to extraditing the person
sought if the request is subsequently received.

} " ARTICLE XII

If the quested Pa.rt'y requires adchnonal.

evidence or information to enable it to decide
on the request for extradition, such evidence
or information shall be submitted to it within
"such time as that Party shall require. -

If the person sought is under arrest and
the additional evidence or infomation sub-

- mitted as aforesaid is not sufficient or if sach

: evidence or information is not received with-

in the period specified by the requested Party,

he shall be discharged from custody. How-
ever, such discharge shall not bar the re-

questing Party from submitting another re-

quest in respect of the same offense.

ArtIicLE XITI

A person extradited under the present Con-
vention shall not be detained, tried or pu-
nished in the territory of the requesting Party
for any offense other than that for which ex-
tradition has been granted nor be extradited
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1. He has left the territory of the re-
questing Party after his extradition and has
voluntarily returned to it;

2. He has not left the territory of the
requesting Party within 60 days after being
free to do so; or

3. The requesting Party has consented
to his detention, trial, punishment or extra-

dition to a third State for an offense other
than that for which extradition was granted.

These stipulations shall not apply to
offenses committed after the extradition.

ArticLe XIV

A requested Party, upon receiving two or more

requests for the extradition of the same per-
son either for the same offense, or for dif-
ferent offenses, shall determine to which of
the requesting States it will extradite the per-
son sought, taking into consideration the
circumstances and particularly the possibility
of a later extradition between the requesting
States, the seriousness of each offense, the
place where the offense was committed, the
nationality of the person sought, the dates
upon which the requests were received and
the provisions of any extradition agreements

" between the requested Party and the other

Tequesting State or States.

ArTticre XV

The requested Party shall promptly coramu-
nicate to the requesting Party through the
diplomatic chanrel the decision on the request
for extradition.

If extradidon is granted, the person
sought shall be conveyed by the authorities
of the requested Party to the frontier or port
or embarkation or airport in the territory of
that Party which the diplomatic or consular
agent of the requesting Party shall designate.

~ If a warrant or order for the extradition
of a person sought has been issued by the
competent authority and he is not removed
from the territory of the requested Party
within such time as may be prescribed by the
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laws of that Party, he may be set at libe:rty'

and the requested Party may subsequently
refuse to extradite that person for the same
offense.

JArTicLE XVI

To the extent permitted under the law of the
requested Party and subject to the rights of
third parties, which. shall be duly respected,
all articles acquired as a result of the offense
or which may be required as evidence shall,

" if found, -be surrendered if extradition is

granted.

Articre XVII

The right to transport through the territory
of one of the Contracting Parties a2 person
surrendered to the other Contracting Party
by a third State shall be granted on request
made through the diplomatic channel accom-
panied by the documents referred to in Ar-
ticle X of the present Convention provided
that conditions are present which would war-
rant extradition of such person.by the State
of transit and reasons of public order are
not opposed to the transit,

The Party to which the person has been

extradited shall reimburse the Party through
-whose territory such person is transported

for any expenses incurred by the latter in

"connection with such ‘transportation.

ArTticre XVIIT

Expenses related to the transportation of the
person sought shall be paid by the requesting
Party. The appropriate legal officers of the
country in which the extrididon proceedings
take place shall, by all legal means within
their power, assist the officers of the requesting
Party before the respective judges and magis.
trates. No pecuniary claim, arising out of the
arrest, detention, examination and surrender
of persons sought under the terms of this

‘Convention, shall be made by the requested

Party against the requesting Party other than
as specified in the second paragraph of this
Article and other than for the lodging, main-
tenance and board of the person sought,
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- N
teenth day of Kislev, five thousand seven Lun-

)
s

o’

The legal officers, other officers of the
tequested Party, and court stenographers, if
any, of the requested Party who shall, in the
usual course of Lheir duty, give assistance and
who teceive no salary or compensation other
than specific fees for services performed,
shall be entitled to receive from the requesting
Party the usual payment for such acts or serv-
ices performed by them in the same rmanner
and to the same amount as though such acts or
services had been performed in ordinary cri-
minal proceedings under the laws of the coun-
try of which they are officers.

L .

ArTICLE XIX

This Convention shall be ratified and the ra-
tifications shall be exchanged in Israel as
soon as possible.

This Convention shall enter into force
upon the exchange of ratifications. It may
be terminated by either Contracting Party
giving notice of termination to the other Con-
tracting Party at any time and the termination
shall be effective six months after the date
of receipt of such motice. -

IN wWITNESS WHEREOF the undersigned,
being duly authorized thereto by their re-
spective Governments, have signed this Con-
vention.

DoNE in duplicate at Washington this

.. . tenth day of December, one thousand nine

hundred sixty-two, corresponding to the thir-

dred and twenty-three, in the Hebrew and
English languages, both versions being equal-
1y authentic. '

For the Govermment of the State of Israel :

Avraham Harman

For the Government of the United States
of America:

Dean Rusk
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UNTTED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

-— - - - - - - - - — - - - - — - -— - x

UNITED STATES OF AMERICA

-nv.—
SEALED INDICTMENT

GERY SHALON, :
a/k/a “Garri Shalelashvili,” : 15 Cr.
a/k/a “Gabi,” :
a/k/a “Phillipe Mousset,”
a/k/a “Christopher Engeham, ”

JOSHUA SAMUEL AARON, ﬁf
a/k/a “Mike Shields ” and -g Y CRM 3 33 .
i, B

ZIV ORENSTEIN, . v
a/k/a “Aviv Stein,”
a/k/a “Jchn Avery,”

Defendants.

COUNT ONE
{Conspiracy to Commit Secu?itieS'Fraud}
The Grand Jury charges: | |
Background
1. At all times relevant to this Indictment, GERY SHALON, @
a/k/a “Garri shalelashvili,” a/k/a “Gabi,” a/k/a *Phillipe
Mougset,” a/k/a “Christopher Engeham,” the defendant, was a
citizen and resident of Igrael. At all relevant times, cogether
with JOSHUA SAMUEL AARRON, a/k/a “Mike Shields,” and Z1IV
ORENSTEIN, a/k/a “Aviv Stéin," a/k/a “John Avery,” the

defendants, and others known and unknown, SHALON orchestrated

multi-miliion dollar stock manipulation — or “pump and dump” —




schemes to manipulate the price and volume of traded shares in

numerous publicly traded stocks by means of deceptive and

misleading email campaigns, and manipulative, prearranged stock

trading. At all relevant times, SHALON'directed AARON,

ORENSTEIN, and others in the operations of the conspiracy, and
beneficially owned and controlled certain bank and brokerage

accounts used in furtherance cof the scheme, which he cauéed to

be opened using various aliases, false and fraudulent passports, .
and other false identification information.

2. At all times relevant to this Indictment, JOSHUA
SAMUEL AARON, a/k/a “Mike Shields,” the defendant, was a United
Staﬁes citizen who, at relevant timeg, resided in the United
States and Israel. At all relevant times, using the alias "Mike
Shields,” including false identiﬁication and a Social Security
Number belonging to another person, AARON acted as the scheme’s
“front-man,” communicating with'U.S.wbésed co-conspirators and
others at the direction of GERY SHALON, a/k/a “Garri .
Shalelashvili,” a/k/a “Gabi,” a/k/a “Phillipe Mousset,” a/k/a
sChristopher Engeham,” the defendant. In addition, in
furtherance of the scheme, working with SHALON, AARON
orchestrated deceptivé and miéleading email promotionall

campaigns to manipulate the price and trading volume of numerous

stocks.




3. At all relevant times, 2IV ORENSTEIN,_a/k/a “Aviv
Stein,” a/k/a “John Avery,” the defendant, was a citizen and
resident of Israel. At all relevant times, using the aliases
“Aviv Stein” and “John Avery,” and using false passports and
other false identification information to support those aliases
and others, ORENSTEIN opened and managed bank and brokerage
accounts used in furtherance of the scheme, and directed the
payment of certain expenses of the scheme from overseas bank
accounts under the direction of GERY SHALON, a/k/a “Garri
Shalelashvili,” a/k/a “Gabi,” a/k/a “Phillipe Mousset,” a/k/a
“Christopher Engeham,” the defendant.

4. At all relevant times, Promoter-1, a co—conspirator
not named as a defendant herein, was a United States citizen and
resident of New Jersey. At relevant times, Promoter-1 worked
with GERY SHALON, a/k/a “Garri Shalelashvili,?.a/k/a “Gabi,”
a/k/a “Phillipe Mousset,” a/k/a “Christopher Engeham, * JOSHUA
SAMUEL AARCN, a/k/a “Mike Shields,” and zZIV ORENSTEIN, a/k/a
"Aviv Stein,” a/k/a “John Avery,” the defendants, to manipulate
the price and trading volume of certain publicly traded stocks.

5. At all relevant times, Promoter-2, a co-conspirator
not named as a.defendant herein, was a United States citizen and
resident of Florida. At relevant times, Promote£~2 worked with
GERY SHAILION, a/k/a “Garri Shalelashﬁili," a/k/a “Gabi,” a/k/a

*Phillipe Mousset,” a/k/a “Christopher Engehan,” JOSHUA SAMUEL

3




AARON, a/k/a "Mike Shields,” and ZIV ORENSTEIN, a/k/a “aviv
Stein,” a/k/a “John Avery,” the defendants, to artificially
manipulate the price and trading volume of certain publicly
traded stocks.

5. At all relevant times, Entersa Limited ("“Entersa®) was
a shell company incorporated in the United Kingdom and
beneficially owned and controlled by GERY SHALON, a/k/a “Garri
Shalelashvili,” a/k/a “Gabi,"” a/k/a “Phillipe Mousset,” a/k/a .
“Christopher Engeham,” the defendant. At relevant times, at
SHATON’'s direction, Entersa maintained a bank account in Cyprus
{the “Entersa Cyprus Account”), and brokerage accounts at
certain U.8. securities brokerage firms, including Firm-1 and
Firm-2, in furtherance of the unlawful schemes described herein.

7. At all relevant times, Jemsta Enterprises Limited
(*Jemsta”) was a shell company ihcorporated in tﬁe British
Virgin Islands and beneficially bwned and controlled by GERY
SHALON, a/k/a “Gafri Shalelashvili,” a/k/a “Gabi,” a/k/a "
“Philiipe Mousset,” a/k/a “Christopher Engeham,” the defendant.
At relevant times, at SHALON's direction, Jemsta maintained a
bank account in Cyprus and a brokerage account at Firm-1
(together with the Entersa accounts at Firm-1 and Firm-2, the

“Entersa-Jemsta Brokerage Accounts”), in furtherance of the

uniawful schemes described herein.




8. At all relevant times, Warmkal Trading Limited
(“Warmkal”) was a shell company incorporated in Cyprus and
beneficially owned and controlled by JOSEUA SAMUEL AARON, a/k/a
“Mike Shields,” the defendant. At reievant times, at AARON's
direction, Warmkal maintained a bank account in Cyprus ({the
“Warmkal Account”) which AARON used to launder his criminal

proceeds from the unlawful schemes described herein.

MEANS AND METHODS OF THE CONSPIRACY .
9. At all times relevant to this Indictment, in
furtherance of the congpiracy, GERY SHALON, a/k/a “Garri
Shalelashvili,” a/k/a “Gabi,” a/k/a “Phillipe Mousset,” a/k/a
“Christopher Engeham, ” and JOSHUA SAMUEL AARON, a/k/a “Mike
Shields,” the defendants, identified opportunities tc partner
with “promoters,” including Promoters-1 and -2, of unlawful
gchemes to manipuiate,the pricerand trading volume of particular
stocks to enable members of the conspiracy to sell their
holdings in those stocks at artificially inflated prices. At : "
all relevant times, among other things, the “pfomoters”
identified the companies whose stock would be targeted for
manipulation. In some instances, at the time SHALON aﬁd ARRON
partnered with the promoters, the companies identified by the
promoters were already publicly traded, and in other instances,
when they paftnered with the promoters, SHALON and AARON worked

with the promoters to cause the companies to become publicly
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traded in furtherance of the scheme. 1In either case, upon

partnering with the promoters to manipulate the price and

trading volume of a particular company’s stock, SHALON, AARON

and the promoters agreed upon the compensation SHALON and AARON

would receive for their role in the scheme, which typically

amounted to either hundreds of thousands of dollars, or to

shares in the targeted stock that SHALON and AARON typically

sold for hundreds of thousands or millions of dollars in profits .
in the course of the scheme.

10. Also in furtherance of the conspiracy, the promoters -
along with, at certain tiwes, GERY SHALON, a/k/a “Garri
Shalelashvili," a/k/a “Gabi,” a/k/a “Phillipe Mousset,” a/k/a
"Christopher Engeham,” and JOSHUA.SAMUEL AARON, a/k/a “Mike
Shields,” the_defendants — acquired control over all or
substantially all of the free-trading shares of the targeted
stock, that is, shares that the owner c¢ould trade without
restriction on a naticnal stock exchange or in the over-the- .
counter market. AL certain times, in furtherance of the scheme;
when they acquired such free-ﬁrading shares, SHALON and AARON
held the shares in the Entersa-Jemsta Brokerage Accounts, which
were opened and managed in part at SHALON's direction by ZIV

ORENSTEIN, a/k/a “Aviv Stein,” a/k/a “John Avery," the

defendant, under aliases that ORENSTEIN supported with false and




fraudulent passports and other false personal identification
information.

11. As a further part of the scheme tc defraud, after
menbers of the conspiracy écquired contreol of a substantizal
portion of the free-trading shares of the targeted stock, GERY
SHALON, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,” a/k/a
“Phillipe Mousset,” a/k/a “Chriétopher Engeham, ” and JOSHUA
SAMUEL AARON, a/k/a “Mike Shields,” the defendants, and their
co-conspirators artificially inflated the stock’s price and
trading volume through twe fraudulent and deceptive means.
First, certain members of the conspiracy typically executed pre-
arranged manipulative trades to cause the stock’s price to rise
small amounts on successgive days. Second, in connection with
that trading, SHALON and AARON began disseminating materially
misleading, unsolicited (“spam”) emails - emailing up to
millions of recipients per day - that falsely touted the stock
in order to trick others intc buying it. As orchestrated by
SHALCON and AARCN, these emails contained materially false and
:fraudulent statements including, for example, (i) that the
stbck's recent trading activity reflected legitimate demand for
the stock (when in truth and in fact, and as AARON and SHAILON
well knew, the trading activity was caused in wheole or in part

by the manipulative trading of their co-conspirators) and (ii)

that the emails were being distributed and financed by certain




third parties when, in truth and in fact, and as AARON and
SHALON weli knew, the emails were being distributed and financed
by SHALON, AARON and their ceo-conspirators, who controlled all
or nearly all of the free-trading shares of the stock.

12. Also in furtherance of the conspiracy, after causing
the stock’s price and trading volume to increase artificially
during the days or weeks of the email promotional campaign,
members of the conspiracy (including, when they owned shares,
GERY SHAION, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,” a/k/a
"Phillipe Mousset,” a/k/a “Christopher Engeham, ” and JOSHUA
SAMUEL AARON, a/k/a “Mike Shields,” the defendants) began
dumping, or selling, their shares in a coordinated fashion,
often resulting in huge profits to members of.the conspiracy.
SHALON and AARON alone earned millions of dollars in illicit
profits this way, selling shares of manipulated stocks from the
Entersa-Jemsta Brokerage Accounts in coordination with their
email promotional campaigns and co-conspirators. The co-
conspirators’ massive cocrdinated sales typically placed
downward pressure on the stock’s price and caused its trading
volume to plummet, exposing unsuspecting investors to
significant losses.

13. As a further part of the scheme to defraud, after

selling shares of the manipulated stock at artificially high

prices or otherwise receiving compensation from promoters for




their reole in the scheme, GERY SHALON, a/k/a “Garri
Shalelashvili,” a/k/a “"Gabi," a/k/a “Phillipe Mousset,” a/k/a
“Christopher Engeham,” and JOSHURZ SAMUEL AARON, a/k/a “Mike
Shields,” the defeﬁdants, laundered their criminal proceeds
overseas, directing millions of dollars of their criminal
profits to the Entersa Cyprus Account for further distribution
in part to AARON's Warmkal Account and to other overseas shell
company accounts beneficially owned and controlled by SHALON and
other members of the conspiracy,

Statutory Allegation

i4. From at least in or about 2011, up to and including in
or about May 2015, in the Southern District of New York and
elsewhere, GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a
“Gabi,” a/k/a "Phillipe Mousset,” a/k/a "Christopher Engeham,*
and JOSHUA SAMUEL AARON, a/k/a “Mike Shields,” and ZIv
- ORENSTEIN, a/k/a "Aviv Stein,” a/k/a “John Avery,” the
defendants, and others known and unknown,,willfully and
knowingly did combine, conspire, confederate and agree together
and with each other to commit an offense against the United
States, to wit, securities fraud, in violation of Title 15,
United States Code, Section 78j{b) and 78ff, and Title 17, Code
of Federal Regulations, Sections 240.10b-5 and 240.10b5-2.

15, It was a part and an objecﬁ of the conspiracy that

GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,” a/k/a
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5

"Phillipe Mousset,"‘a/k/a *Christopher Engeham,” JOSHUA SAMUEL
AARON, a/k/a “Mike Shields,” and ZIV ORENSTEIN, a/k/a “Aviv
Stein, " a/k/a “John Avery,” the defendants, and others known and
unknown, willfully and knowing;y, directly and indirectly, by
the use of means and instrumentalities of interstate commerce,
and of the mails, and of facilities of national securities
exchgnges, would and did use and employ, in connection with the
purchase and sale of securities, manipulative and deceptive
devices and contrivances in contravention of Title 17, Code of
Federal Regulations, Sectionsg 240.10b-5 and 240.10k5-2, by {(a)
employing devices, schemes, and artifices to defraud; (b) making
ﬁntrue statements of material fact and omitting to state
material facts nedessary in order to make.the statements made,
in light of the circumstances under which they were made, not
misleading; and (c¢) eéngaging in acts, practices and courses of
business which operated and would operate as a fraud and deceit
upon purchasers and sellers, all in violétion of Title 15,
United States Code, Sections 783 (b) and 78ff, and Titlé 17, Code
of Federal Regulations, Sections 240.10b-5 and 240.10b5-2, to
wit, by email and telephone communications from overseas to New
York, New York and elsewhere, the defendants engaged in a scheme
to artificially manipulate the price and trading volume of

numerous publicly traded stocks in the United States.
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Overt Acts
16. In furtherance of the conspiracy and to effect the
illegal object thereof, the fecllowing overt acts, among others,
ﬁere committed in the Southern District of New York and.
elséwhere: |

a. In or about mid-2011, GERY SHALON, a/k/a “Garri
Shalelashvili,” a/k/a “Gabi,” a/k/a *Phillipe Mousset,” a/k/a
"Christopher Engeham,” the defendant, caused the Firm-1 Jemsta
account to be opened under an alias and using a copy of a false
passpoert sent to Firm-1 in Arizona.

b, On or about June 12, 2011, by email from outside
the United States to Firm-2, located in New York, New York, ZIV
ORENSTEIN, a/k/a “Aviv Stein,” a/k/a “John Avery," the
defendant, opened an account at Firm-2 using an alias and a
false passport.

c. On or about June 26, 2011, in order to obtain
trading authority over the Firm-1 Entefsa account for JOSHUA
SAMUEL AARON, a/k/a “Mike Shields,” the defendant, SHALON
informed Firm-1 by email that “Mike Shields” was an “advisor” to
Entersa.

a. In or about early January 2012, JOSHUA SAMUEL
AARON, a/k/a “Mike Shielde,” the defendant, transferred 2.5
million shares of a particular company {“Stock-1”) into the

Firm-2 Entersa account in New York, New York.
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e. | In or about léte January 2012, SHALON and AARON
caused spam emails touting Stock-1, including false statements
about the cause of the increase in Stock-i's trading volume, to
be widely disseminated to recipients throughout the United
States,

£, From on or about January 30,72012 to on or about
February 13, 2012, Entersa’s Stock-1 holdings at Firm-2, located
in New York, New York, were liquidated and, at the direction of
AARON, Pirm-2 wired over $1.1 million in proceeds to the Entersa
Cyprus Account. |

g. In or about late 2011, AARON discussed with
Promoter-2, by telephone, the manner in which AARON wanted
Promoter-2 to manipulate the price of a rparticular stock
(“Stock-2").

k. In or about February 2012, SHALON and AARON met
with Promoter-1 in person in Xiev, Ukraine, in furtherance of
schemes to manipulate the price and sales the publicly traded
stock of at least two companies (“stock-Bh and “Stock-4") .

i, In.or about October 2012, AARON caused spam
emails touting Stock-3, including false statements that Stock-
3's trading volume was increasing due to investors “becoming
aware of the great story behind [Stock-3],” to be widely
disseminated, including via interstate wire communications to

recipients in New York, New York.
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j. In or about mid-2011, at SHALON's direction,
another individual not charged herein wired over $80,000 of
SHALON and AARON’s compensation For the unlawful manipulation of
the price and trading volume of a particular publicly traded
stock (“Stock 57) from the Entersa Cyprus Account to AARON's
Warmkal Account.

k. In or about June 2011, by email and telephone,
AARON informed a representative of Firm-2 in New York, New York
that email promotional campaigns run by AARCN and others had
resulted in substantial trading volume in ten particular
publicly traded stocks (not including Stocks 1-5) on particular
dates.

(Title 18, United States Code, Section 371.)

CCUNT TWO
(Conspiracy to Commit Wire Fraud)

The Grand Jury further charges:

17. The allegations contained in paragraphs 1-13 and 16 of
this Indictment are repeated_and realleged as if fully set forth
herein.

18. From at least in or about 2011, up to and including in
or about May 2015, in the Southern District of New York and
elsewhere, GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a
“*Gabi,” a/k/a “Phillipe Mousset,” a/k/a “"Christopher Engeham,"

JOSHUA.SAMUEL AARON, a/k/a “Mike Shields,” and ZIV ORENSTEIN,
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a/k/a “*Aviv Stein,” a/k/a “John Avery,” the defendants, and
others known and unknown, willfully ang knowingly, combined,
conspired, confederated and agreed together and with each other
to violate Title 18, United States Code, Section 1343.

12. It was a part and an object of the conspiracy that the
defendants, and others known and unknown, willfully and
knowingly, having devised and intending to devise a scheme and
artifice to defraud and for obtaining money and property by
means of false and fraudulent pretenses, representations, and
promises, would and did transmit and cause to be transmitted by
means of wire, radio, and television communication in interstate
and foreign tommerce, writings, signs, signals, pictures, and
gsounds for the purpose of executing such scheme and artifice, in
violation of Title 18, United States Code, Section 1343, to wit,
SHALON, AARON and ORENSTEIN perpetrated.schemes to manipulate
the price and trading volume of numerous publicly.traded stocks,
and in doing so, exchanged emails with Firm-2 in New York, New
York from overseas and caused Firm-2 to send wire transfers to,
and receive wire transfers from, an overseas bank account,

(Title 18, United States Code, Section 1349.)
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COUNTS THREE THROQUGH SEVEN
| {(Securities Fraud)

The Grand Jury further charges:

20. The allegations contained in paragraphs 1-13 and 16 of
this Indictment are repeated and realleged as if fully set forth
herein.

21. On or about the dates set forth below, in the Southern
District of New York aﬁd elsewhere, GERY SHALON, a/k/a “Garri
Shalelashvili,” a/k/a “Gabi,” a/k/a *Phillipe Mousset,” a/k/a
“Christopher Engeham,” JOSHUA SAMUEL AARON, a/k/a “Mike
Shields,” and ZIV ORENSTEIN, a/k/a "“Aviv Stein,; a/k/a “John
Avery,” the defendants, willfully and knowingly, directly and
indirectly, by the use of means and instrumentalities of
interstate commerce, and the mails and facilities of national
securities exchanges, did use and employ, and cause to be uged
and employed, in connection with the purchase and sale of
securities, manipulative and deceptive devices and contrivances "
in contravention of Title 17, Code of Federal Regulations,

Sections 240.10b-5 and 240.10b5-2, by (a) employing devices,
schemeg, and artifices to defraud; (b) making untrue statements
of material fact and omitting to state material facts necessary
in order to make the statements made, in light of the
circumstances under which they were made, not misleading; and

{c) engaging in acts, practices and courses of business which

15




operated and would operate as a fraud and deceit upon persons,
to wit, in or about the time pericds set forth below, the
defendants set forth below participated in schemes to manipulate

the price and trading volume of the following publicly traded

securities:
COUNT ' DEFENDANTS SECURITY TIME PERIOD
SHALCON, AARON October 2011 to April
t -
THREE and ORENSTEIN Stock-1 2012 ®
FOUR SHALON and AARON | Stock-2 g‘g?ss’: 2011 to March
. December 2011 to
FIVE - -
SHALON and ARRON | Stock-3 October 2012
SIX SHALON and AARON | Stock-4 March to August 2012
SEVEN SHALON, AARON ‘Stock—s | March to September
and ORENSTEIN 2011
(Title 15, United States Code, Sections 78j(b) & 78f£f; Title 17, .

Code of Federal Requlations, Sections 240.10b-5 and 240.10b5-2,
and Title 18, United States Code, Section 2.)
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COQUNT EIGHT

{(Wire Fraud)

The Grand Jury further charges:

22. The allegations contained in paragraphs 1-13 and 16 of
this Indictment are repeated and realleged as if fully set forth
herein.

23.  From at least in or about 2011, up to and including
in or about May 2015, in the Southern District of New York and
eisewhere, GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a
“Gabi,” a/k/a “Phillipe Mousset,” a/k/a “Christopher Engeham,”
JOSHUA SAMUEL AARON, a/k/a “Mike Shields,” and ZIV ORENSTEIN,
a/k/a “Aviv Stein,” a/k/a “John Avery,” the defendants,
wilifully ana knowingly, having devised and intending to devise
a scheme and artifice to defraud, and for obtaining money and
'propefty by means of false and fraudulent Pretenses,
representations, and promises, did t;ansmit and cauge to be
transmitted by means of wire, radio, and television
communication in interstate and foreign commerce, writings,
sigﬁs, signais, pic¢tures, and sounds for the purpose of
executing such scheme and artifice, to wit, SHALON, AARON and
CRENSTEIN perpetrated schemes to manipulate the price and
trading volume of numerous publicly traded stocks, and in doing

g0, exchanged emails from overseas with Firm-2, located in New
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York, New York; aﬁd caused Firm-2 to send wire transfers to, and
receive wire transfers from, an overseas bank account.
(Title 18, United States Code, Section 1343.)
COUNT NINE
(Identification Document Fraud Conspiracy)
The Graﬁd Jury further charges:
24. The allegations contained in paragraphs 1-13 and 16 of
this Indictment are repeated and realleged as if fully set forth

herein,

25. From at least in or about 2011, up to and including in-:

or about May 2015, in the Southern District of New York and
elsewhere, GERY SHALON, é/k/a “Garri Shalélashvili,” a/k/a
“Gabif" a/k/a "Phillipe Mousset,” a/k/a “Christopher Engeham, ”
JOSHUA SAMUEL AARON, a/k/a “Mike Shields,” and zIV CRENSTEIN,
a/k/a “Aviv Stein,” a/k/a “John Avery,” the defendants,
together with others known and unknown, willfully and knowingly
combined, conspired, confederated, and agreed together and with
each other to commit an offense against the United States, to
wit, identification document fraud, in Violation of Title 18,
United States Code, Sections 1028(a) (2), 1028(a) (3), and
1028 (a} (7).

26. "It was a part and an object of the conspiracy that
GERY SHALON, é/k/a “Garri Shalelashvili,” a/k/a “Gabi,"” a/k/a

"Phillipe Mousset,” a/k/a "“Christopher Engeham,” JOSHUA SAMUEL
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AARON, a/k/; "Mike Shields,” and 2IV ORENSTEIN, a/k/a “Aviv
Stein,” a/k/a “John Avery," the defendants, and others known and
unknown, willfully and knowingly would and did transfer an
identification document, authentication feature, and a false
identification document, in and affecting interstate and foreign
commerce, knowing that such document and feature was stolen and
produced without lawful authority, in vielation of Title 18,
United States Code, Section 1028 (a) (2).

27. It was further a part and an object of the conspiracy
that GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,”
a/k/a *Phillipe Mousset,” a/k/a “Christopher Engeham,” JOSHUA
SAMUEL AARON, a/k/a “"Mike Shields,” and ZIV ORENSTEIN, a/k/a
“Aviv Stein,” a/k/a “John Avery,” the defendanté, and others
known and unknown, willfully and knowingly would and did possess
with intent to use unlawfull? and transfer unlawfully five and
more identification documents, authentication features, and
false identification documents, in and affecting interstate and
foreign commerce, in violation of Title 18, United States Céde,
Section 1028(a) (2).

28. It was further a part and an object of the conspiracy
that GERY'SHALON, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,”
a/k/a “Phillipe'Mousset,”'a/k/a *Christopher Engeham,” JOSHUA
SAMUEL AARRON, a/k/a “Mike Shields,” and zZIV ORENSTEIN, a/k/a

“"Aviv Stein,” a/k/a “John Avery,” the defendants, and others
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known and unknown, willfully and knowingly would and did
transfer, possess, and use, without lawful authority, a means of
identification of another person with the intent to commit, and
to aid and abet, and in connection with, unlawful activity that
constitutes a violation of federal law, in violation of Title
18, United States Code, Section 1028({a) (7).
Qvert Acts

29. 1In furtherance of the conspiracy and to effect the
illegal objects thereof, the following overt acts, among others,
were committed in the Southern District of New York and
elséwhere:

a. On or about March 29, 2011, to open the Firm-1
Entersa account using an alias, ZIV ORENSTEIN, a/k/a “Aviv
Stein,” a/k/a “John Avery,” the defendant, emailed to Firm-1 a
copy of a purported passport of the United Kingdom (“False Name-
1 UK Passport”).

b. In or about June 2011, to obtain trading .
authority for JOSHUA SAMUEL AARON, a/k/a “Mike Shields,” the
defendant, over the Firm-1 Entersa account, GERY SHALON, a/k/a
“Garri Shalelashvili,” a/k/a “Gabi,” a/k/a “Phillipe Mousget,”
a/k/a “Christopher Engeham,” and AARON caused Firm-1 to receive
false personal identification information, including a fake
Florida driver’s license and a Social Security Number belonging

to another person.
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c. In or about June 2011, to open the Firm-1I Jemsta
account, SHALON caused Firm-1l to receive a false purported
passport of France.

d. On cr about June 12, 2011, to open the Firm-2
Entersa accéunt, ORENSTEIN sent an email from outside the United
States to Firm-2, located in New York, New York, containing a
false purported passport of the United Kingdom, which bore a
different name than that of the False Name-1 UK Pasaport (the
“"False Name-2 UK Passport”).

e. On or about August 4, 2011, by email, AARON
provided the False Name-2 UK Passport to Firm-1.

£. On or about March 1, 2011, working with SHALON,
ORENSTEIN provided a copy of a fake United States passport tc a
financial institution in Azerbaijan.

(Title 18, United States Code, Section 1028(f).)

COUNT TEN
(Aggravated Identity Theft) .

The Grand Jury further charges:

30. The allegations contained in paragraphs 1-132, 16 and
29 of this Indictment are repeated and realleged as if fully set
forth herein.

31, In or about mid-2011, in the Southern Digtrict of New
York and elsewhere, GERY SHALCN, a/k/a “Garri Shalelashvili,”

a/k/a “Gabi," a/k/a “Phillipe Mousset,” a/k/a “Christopher
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Engeham,” and JOSHUA SAMUEL AARON, a/k/a “Mike Shields,” the
defendants, willfully and knowiﬁgly did transfer, possess, and
use, without lawful authority, a means of identification of
another person, during and in relation to a felony violation
enumerated in Section 1028A(c), to wit, SHALON and AARON used
the Social Security Number of another person te commit the fraud
conspiracies charged in Counts One, Two and Nine of this
Indictment, and wire fraud as charged in Count Eight of this
Indictment.

(Title 18, United States Code, Sections 10282 and 2.)

COUNT ELEVEN

(Money Laundering Conspirgcy)

The Grand Jury furthexr chargeé:

32. The allegations contained in paragraphs 1-13, 16 and
29 of this Indictment are repeated and realleged as if fully set
forth herein.

33. From at least 2011, up to and including in or about
May 2015, in the Southern District of New York and elsewhere,
GERY SHALON, a/k/a “Garri Shalélashvili,” a/k/a “Gabi,” a/k/a
*Phillipe Mousset,” a/k/a “Christopher Engeham,” and JOSHUA
SAMﬁEL AARON, a/k/a “Mike Shields,” the defendants, and others
known and unknown, willfully and knowingly did combine,

conspire, confederate, and agree together and with each other to
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violate Title 18, United States Code, Section 1856 (a) (1Y {B) (1)
and 1957(a).

34, It was a part and an object of the conspiracy that
GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,"” a/k/a
"Phillipe Mousset,” a/k/a “Christopher Engeham,” and JOSHUA
SAMUEL AARON, a/k/a “"Mike Shields,” the defendants, and others
known and unknown, in an offense involving and affecting
interstate and foreign commerce, knowing that the property
involved in certain financial transactions represented the
proceeds of some form of unlawful activity, willfully and
knowingly would and did conduct and attempt to conduct such
financial transactions which in fact involved the proceeds of
specified unlawful activity, to wit, the proceeds of (i) the
wire fraud and securities fraud conspiracies charged in Counts
One and Two of this Indictment) (i1} the securities fraud
offenses charged in Counts Three through Seven of this
Indictment, and {iii) the wire fraud scheme charged in Count
Eight of this Indictment, knowing that the transaction.was
designed in whole or in part to conceal and disguise the nature,
the location, the source, the ownership and the control or the
proceeds of specified unlawful activity, in violaticn of Title
18, United States Code, Section 1856 (a) (1) (B) (i} .

35. It was a further part and an object of the conspiracy

that GERY SHALON, a/k/a “Garri Shalelashvili,” a/k/a “Gabi,”
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a/k/a “*Phillipe Mousset,” a/k/a “Christopher Engeham,” and
JOSHUR SAMUEL AARON, a/k/a “Mike Shields,” the defendants, and
others known and unknown, within the United States and involving
United States persons, in an offense involving and affecting
intergtate and foreign comﬁerce, willfully and knowingly would
and did engage and attempt tc engage in monetary transactionsg in
criminally derived property of a value greater than $10,000 that
was derived from specified unlawful activity, to wit, the
proceeds of (i) the wire fraud and securities fraud conspiracies
changed in Counts One and Two of this Indictment, (ii) the
securities fraud offenses charged in Counts Three through Seven
of this Indictment, and (iii) the wire fraud scheme charged in
Count Eight of this Indictment, in viclation of Title 18, United
States Code, Section 1957.
Overt Acts
35. In furtherance of the conspiracy and to effect the

illegal obiects thereof, the following overt acts, among cothers, .
were committed in the Southern District of New York and
elsewhere:

a. On or about February 5, 2012, JOSHUA SAMUEL
AARON, a/k/a “"Mike Shields,” the defendant, by email instructed
Firm-2, located in New York, New York, to wire $241,000 from the

Entersa Firm-2 account to the Entersa Cyprus Account.
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b. Oon or about February 8, 2012, JOSHUA SAMUEL
ARRON, a/k/a “Mike Shields,” the defendant, by email instructed
Firm-2, located in New York, New York, to wire $191,000 from the
Entersa Firm-2 account to the Entersa Cyprus Account.
c. on or about February 13, 2012, JOSHUA SAMUEL
AARON, a/k/a “Mike shields,” the defendant, by email instructed
Firm-2, located in New York, New York, to wire $542,000 from the

Entersa Firm-2 account to the Entersa Cyprus Account.

a. on or about August 1, 2011, GERY SHALON, a/k/a
“Garri Shalelashvili,” a/k/a “Gabi," a/k/a “Phillipe Moussget, ”
a/k/a “Christopher Engeham,” instructed another individual not
charged herein to rransfer $27,560 from the Entersa Cyprus
Account to Aaron's Warmkal Account. |

(Title 18, United states Code, Sectién 1956 (h) .)

FORFEITURE ALLEGATIONS

37. As a result of committing the securities and wire

fraud offenses charged in Counts Oone through Eight of this

Tndictment, GERY SHALON, a/k/a “Garri chalelashvili,” a/k/a
vgabi,” a/k/a *Phillipe Mousset,” a/k/a “Christopher Engeham, ”
JOSHUA SAMUEL AARON, a/k/a sMike Shields,” and ZIV ORENSTEIN,
a/k/a “Aviv Stein,” a/k/a “John Avery,” the defendants, shall
forfeit to the United States, pursuant to Title 18, United
States Code, Section 981(a) (1) (C) and Title 28, Urited Stactes

Code, Section 2461, any and all property, real and personal,
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which constitutes or is derived from proceeds traceable to the
commission of the said offenses.

1g. As a result of committing the identification document
fraud conspiracy offense charged in Count Nine of this
Tndictment, GERY SHALON, a/k/a “Garri ghalelashvili,” a/k/a
v@abi,” a/k/a “phillipe Mousset,”‘a/k/a “Christopher Engeham,”
JOSHUA SAMUEL AARON, a/k/a “Mike shields,” and ZIV ORENSTEIN,
a/k/a “Aviv Stein,” a/k/a “John Avery,” the defendants, shall
forfeit to the United States, pursuant to 18 U.s.Cc. §
982 (a) (2) {B), any and all property constituring or derived from
proceeds obtained directly or indirectly as a result of said
offense, and, pursuant to 18 U.S.C. § 1028(b), any personal.
property used or intended to be used to commit gaid cffense.

39. As a result of committing the money laundering
conspiracy offense charged in Count Fleven of this Indictment,
GERY SHALON, a/k/a wcarri Shalelashvili,” a/k/a “Gabi,” a/k/a
wphillipe Mousset,” a/k/a “Christopher Engeham,” and JOSHUA
SAMUEL AARON, a/k/a sMike Shields,” the defendants, shall
sorfeit to the United States pursuant to Title 18, United States
Code, Section 982 {a) (1), any property, real or personal,
involved in such offense, or any property traceable to such

property.
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Substitute Assets Provision

40, If any of the above-described forfeitable property, as
a result of any act or omission of the defendant:
a. cannot ke located upon the exercise of due
diligence;
b. has been traﬁsferred or sold to, or deposited
with, a third person;
c. has been placed beyond the jurisdiction of the

Court;

d. has been substantially diminished in value; or
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e. has been commingled with other property which
cannot be subdivided without difficulty;
it is the intent of the United States, pursuant té Title 21,
United States Code, Section 853 (p), to seek forfeiture of any
other property of the defendant up to the value of the above
forfeitable property.
(Title 18, United States Code, Sections 981, 982 and 1028;

Title 21, United States Code, Section 853; and
Title 28, United States Code, Section 2461.)

S T Cee ) Bhorodon

FOREPERSON PREET BHARARA
United States Attorney
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