
Affidavit of Darren Hafier 
Date Sworn: 

IN THE COURT OF QUEEN'S BENCH OF ALBERTA 
JUDICIAL DISTRICT OF CALGARY 

w THE MATTER OF AN APPLICATION PURSUANT TO SECTION 13 OF THE 
.EXTRADITION ACT' FOR A WARRANT FOR THE ARREST OF EHUD 
TENENBAUM 

BETWEEN: 

THE UNITED STATES OF AMERICA 
Extradl,ti,on, Partner 

- and - 

Person Sought 

1, Darrm Hafner, Pcace Oficcr, of the City of C C p y ,  Province of Alberta, 

MAKE OATH AM] SAY AS FOLLOWS: 

1. I am a mamber of the Cdgary Police Service currently assigned to the 

Commercial Crime unit. As such, I have personal howJedge o f  the matters 
deposed to in hi.$ Affidavi,t, e x q t  w h m  stated to be based on information and 

belief and w;herr so stated I vt:k;ly bdieve them to be true. 

L. Pursuant to a Provisional Arrest Request (the "Request") made by the . ,. 
I 

Government of the Unitod States of America (LLUSA") to the Govemrnent: of 

Cavda, I swear this Afidavit in suppost of an applicntion for a warrant for the 

provisional west o f  Ehud Tenanbaum pursuant to the provisions of tl* . 



Extradition Act and the Treaw on .Exf~ndi t i~n  between B e  Governmesf of Canada 

and of the United States ofA,merica. 

3. PursuanZ to section 13 of the &tradition Act, the Mni,stm of Justice, tbr;ough his 

authorized official has authoxiad the Attorney Genaal of Canada to apply fir a 

warrant for the provisional arrest of Ehud Tenenbarn. A true copy of the 

Minislw's Authorization date3 September 22, 2008 i s  attached as Exhibit "h" to 

this Affidavit. 

4. Based on my reading of the facts set out in tho Request, 1 have rea,sonable grounds 
to believe and do believr: the following to bc true: 

(a) Tne particulars of the person who is sought to be provisio~~lly arrested are 
as follows: 

Name: 

Date nf Bi,rth: 

Place of Birth: 

Citizenship: 

Height: 

Wei,gt: 

Eye Colour: 

Hair Colour: 

Ethnici,ty/Raw: 

Ehud Tenenbarn 

August 29,1979 

Israel. 

Israel. 

6'0 

21,5 1bs 

Brown 

Brown 

.wi, 

@) On August 20, 2008, United. States Magistrate J&E Ramon E. Reyes of '4 

the United States District Court, Eastm District of  New York iswed a - 
, ., Warrant for the amst of Ehud Tanenbarn to stand trial on a &mge o f  
1 I 

Frauddent use of unauthorized access devices, in violation of Title 18, 

United Statcs Code, Section 1029@)(2). A hue copy of the W~arrant is 
paclied as Bxhibit ' B '  to this Affidavit. 



(c) Tne '(PIN" Cashout Gonupiracy: 

Since approximately October 2007, tho United Statw Secret Semiat 

(LVSSS") has been investigatiqg an intmational conspiracy to hack ifit0 

the computer systems of financial institutions and ofhm businesses in the 
United States for the purpose of stealing confidential financial account 

information, which the hackem in tum sell to hdi,viduals i,n k c  United 

States and other c o u n ~ e s  over the In~mn,et. The hackcrs and their 

associates generally transmit this information via instant messenger 

services, such as Microsoft Instant Messenger, or via electconio na i l .  The 

pwchasers of the stolen financial infomation use the account numbers to 

m o d e  plastic credit cards, which they thm USE to withdraw w m c y  

fiom automated teller machines ("ATMs") locatsd at banks in the Unltcd 

States and elsewhare in a scheme known as a 'TIN cashout." AS detailed 

bdow, F.bn~1 Tanenbaum's participation, in this conspiracy began at ].east 

in. January 2008. The most receni evidr?nce of his partioipati~n in the 

conspiracy i s  from May 2008, although his participatio~~ is li,kely 

continuing to the present date. 

In January md Feb,nlny 2008, the USSS investigated the nstwork 

intrusion of two financial institutions, OmnlArneziem Credit Union, based 

in Fort Worth, Texas, and Global. Cash Card based in Irvine, Cdifomia. 
.An a result of these network intrusions, credit catd and debit card tlumbers 

were stolen and subsequmtly uzed, woddwidc to withdraw money. The 

victim banka datmin~d that their card numbers had becm obtained 
_,... 

through a breach of t h ~ i ~  computer network initiated via "SQL injection." Sd.5: 

SQL is a database software code similar to Oracle, anri SQL injection is a t '  

. . 
form of attack on a database-driven wcb$ite, in which Lb.e attack= ;' 
exeoutcs unauthorized SQL commands by taking advantage of insecwo , : 
code on a YysrEm connected to the Internet, bypassing the firmall. 7 % ~  

approximate actual loss due to these two breaches is o v a  $ 1  mill , io~ 



however, the putefial loss could have exceeded $10 million to $15 

million. In AM1 and May 2008, th~ USSS became aware o f  two other 

large-scale financial institutions network int~sioas, at $ m m e ~ ,  a 

financial emsaction prowsor based in Florida, and at 1'' Sorvce Bank in 

Indiana. These mstitudons and eheir associated banks (MetaBank, a 

Unitad States bark based in Iowa and South Dakota, hold the funds 

backing Symmetrex7s debit cards) suffaed a loss o f  over $3 million, and 

each victim indicated that their networks hd been cornpromired via SQ,L 

injection. 

The USSS detmined that the suspected hackers were using several 

smers in Virginia, located at HopOne Intlernct Corp. I''Hop0ne") in 

McLean, Virginia. Based on data obtained purswt to court-odered pen 

registers and trap and trace devices, it became apparent that much of the 

tmmc going tbrcllleh the HopOna servers was originating fi01,n the Dutch 

company Leaseweb. 

As a rerult of the involvement of the Leaseweb swets, cm April 7,2008, 

the United States requested the assistance of law enforcement autbmi+des 

in the Neth~lwas in an,cking dl campurer 'traffic p4taining to three 

servers hosted by Leaseweb, and intercepting tbe content o f  tbat traffic. 

The Netherlands acceded to this request and au"horized j,nterception of the 
LaasWQ servers for a 30-day period, which was renewed on May 9, 

2008. Tbrougl~ the investigation, the proseoutat has determined that 

EHUD Tenenbaum, using the online nickname And-ptrnaikm 
.*#I, 
,,q:, 

(see Seetien E below for identification of Tenenbarn as %.. 

-), has discussed with orher h o l m  hackers and 
, '. 

PIN Cashcrs infomation about hacking mb the above-refermd ,%four ; 
banks, as well as many other U.S. and foreign financial, institutions. 

(d) The Role of EHUD Tenahbarn in the PIPf Cashout Conviracy: 



In an MSN 1,nstant Messeqer ("W') conversation, or: "chflt'' on Apdl 18, 

2008, Tencnbaum revealed that he was responsible for hacking into t h ~  

n e w , &  o f  Global Cash Card; the compromise of this network resulted in 

a February 2008 PIN cash,out ppetation. In the same chat, Tenmbaum 

said he was attmpting to hack into the same system again. In his IM, 

Tenenbalm wrote, "yesterday I recheoked [Global. Cash Card] they arc 

still blocking everything. so we cant back them again." 

On April 18, 2008, Tmenbaum further discussed the intrusion of 

Symmetrex and exchanged syntax (computer commands) used to carry out 

this attack with a co-conspirator. 'He also exch,anged over 150 

cornpmmised creditldebjt card numbers obtained ~a this intrusion. 

Tenenbaum furtZler discussed his access into servers used to attack a large 

numba of U.S. financial institutions. 

In an April 20,2005 chat, Tmenbaum provided account informadon, t a k a  

from Symmetrex'a network to be shared with cashing crews. Tmrlenbaum 

said ha expected to reccive 10 to 20 perccnt of the p c r e d s  from Chis PIN 

cashout. Throughout the night of April 20, 208, Tenmbaum received 

updates on, tho global operation, noting that the cards were functioning 

succcssfi1ly in Russia and, for a time, in Turkey, but wme not wnrkiag in 

Pakistan or Italy. ' l%i~his P,tN cashout operation continued into April 21, 

2008, with Tenenbaum reporting thcy had success in the United States, 

Canada, Sweden, Bulgaria and Gemany. By 3:00 p.m. on April 21,2008, 

Tenenbarn stated that after paying his casbm, he m e d  approximately 
,,$' 

"350 - 400," which, based on this hrestigation, most likdy r e f s  to 

350,000 to 400,000 dollars or euros. Tenmbam's co-conspirator 

estJ,mated tbst he bad ~arned 150,000 to 200,000 dollars or ems  and I /_ 

1 

askcd Tenenbarn how much he wanted for his share, &tin& "i think 150 

like possible if poser finish all, will be @0k rnayeb total haw much u 

me to send YOU?" 



In a chat on Aptil 20, 2008, Tmenbaum instructed his GO-oompirato~. to 

prepare a team for anatha A m  cashout scheme. Tenenbarn said that he 
had 25 account numbers, each with a balam of $1,500.00, writin& "i 

making a small operation, u have cashier? i bem .tryiw to get a hold o f  u i 
saved for u 25 cards cacb one 1500$ limit, get cashjsr as soon as possible, 
ok, i wjll load them.!? 

In another chat on April 28, 2008, Tenenbarn commented on the size of 

the network of 1"' Source BankI statim that he had already hacked into the 

hank's system, obtained administer privileges, and had f o u ~ d  mmy credit 

card numbers and ATM output. Tenenbaurn wmte, "is HUGE i saw, atm 

outputs, tons of cads, i am admj,p there, and i already cracked some o f  the 

domain." Tmmbaum's w-conspirator replied that she alread,y had 

pmple inside ft~c network, and asked Tenenham to stop accessing that 

particular network. Tentabam. responded, Vude like i told yil its 

windows network i am happy i could hclp u to get shell thm now iii? wr 

guys job." 

h a chat on May 29, 2008, Tenenban told his co-conspirator that ha 

hacked Into the largest bank network in GTwcc, and that hc has fieads 

working at this bark. In his IM, Tenenbaum wrote, "i. hacked this huge 

bank network really huge. what u think? good hack? BSvv linked sewer 

AXEBB iu even better. alphas js the biggest bank in Qreece." 

Identification of Eh,ud Tmenbam as Analvj:er22rijhotmai1.~m: . ',. 
Subscriber information obtained from Hotmail identified the regifitwed 

-.& 

first and last name for "~halm&2@,kohn~i1~coq~~ as "Elud .', 
. j. 

Tenenbaum." In addition, the registered birth date for I I 

" A n a l n e * 2 2 ~ h o ~ d 1 . ~ ~ i ~ "  is listed as August 29, 1979, the birth date of 

Ehud Tenenbaum. 
!. 



Addition,ally, Hotmail's login records &ow that 

L % n a l v z m 2 2 ~ h o ~ a i l . ~ ~ ~ ' '  connected to the Microsoft hl service on at 

least one occasion from the Intmet Protocol ("'IP") address 69.70.122.98. 

USSS agents conducted an RWhois search of Videotron, the Wane 

s w i c c  prwader in Montreal, Quebec, Canada that owns and Opmtes the 

IF address 69.70.1.22.98. @Whois i s  an extmsion of the Whois protocol, 

which is a tool used to look up information about domain names and P 
addresses.) T,he results of ibis search showed that this l? address 

rcgisrered to a business customer called "internet Lab Zccure,'"ocated at 

Montreal, QC, H2R 1W7, 

Canada. 

On July 30, 2008, Cana.&an law enforcment authorities obtained a 

wanant to search for Ule subscriber information of the IP address 

69.70.122.98, which established that the subscribm for IP address 

Montreal. QC, H2R IW1, Canada L .*@ion, Ca0adi.n law 

enforcement authorities have determined that Tenenbarn is listad as a 

director of Internee Labs Secure hc .  On July 25, 2008, tho Service de 

polic~ dv %a ville de kfonlr~al c o n h e d  hat Tenenbaum resides d this 

a,ddrcse. 

Fuaamore, forensic analysis of fie network of Global Cash Card 

indicated that his same p address, 69.70.122.98, was used to check 

balances of compmwj,$ed accomts and attempted to incraase balancc 
.,<, 

limits on these m p , m t n i ~ d  accounts. This 1P address also was used to '.*i 
, . 

obtain compromised usernames and passwords in his al lmpt. System .T- 

logs &om Global Cash Cad Indicate that between February Id', 2008, and 
, .. 
j 

1 

February 18, 2008, a u s a  connected to the compromised bank network . 

from this JP address, and on February 1.5, 2008, mother IP addres~ 



associated with Tenenbarn wa$ usd to d,ownl,aad a file ant-ng all of 

that comprom,ised omputer's data 

To date, the investigation has atkibuted at least $10 million in loss@ 

associated with these network intrusions and PIN cashout activiti,es. 

'Shc USSS is aware of a curcent investigation being conducted by mult$la 

Canadian law enforcemmt agencies, in which Tenmbaum i s  accused of 

cor~mitting similar crimes, including introducing into the n,dwork of a 

Canadian financial institution for the purposes of withdrawing b d s  wi,m 
compromised aocamt numbers. 

5. On August 28,2008, I was p r e s d  at the time of Ehud Tenmbaum's mest on a 

Cmada-wide warrant in Mmbeal, Quebec. Mr. Tcnenbaw's arrest was based 

on fraud charges instituted by the Calgary Police Service. f believe that he has 
been .in custody at the Calgary Remand Centre since his return to Cdgary 

following bi,s arrost in M o n a .  A bail be&@ rdative to his ouFstandi,ng 

Cdgary Police Service o h e r e  is scheduled to tske place at 2:00 p.m, on 

Monday, Septmber 22,2008 In the Provincial C o d  of Alberta (Courtroom 306). 

6.  At the time of his arrest, Tmenbaum was in possmsion of an Israeli passport. 
This passport is now in my custody. I have r w i w e d  the photogcap'b of 

Tenmbaum that was induded in the Provisional h e s t  R q u ~ s t  submitted by the 

U,nited States of .k~nerica with the photograph in the passpoxt seized from. 

Tenenbaum, as well as my own personal observations, aad believe 2h8t the 

jndivid~d, cmmtly in custody at the Calgary Rmnnd Centre and the persons ,$!';; 

depi,cted in the passport photograph and the phobpph contained in the 

Provisional Anest Request is the same person, Ehud Tmenbaurn. A true copy o f  i' 
L 

the photograph included in file Provision Amst Raquest submitted by the United . 

Statcs o f  America i,s attached ss "Exhibit C" to tb,is my affidavit. 
! 



7. T am advised by Craig Bell of the Canadian Bard*. Service Agmcy (CRSA) and 

do verily beIievc that Tm,&aum was admitted to Cauada on March 11, 2008 at 

Toronto, Ontario. AS a citizen of Israel, Tenenbarn would not have required a 

Visa but, rather, would have enjoyed dsitrr* $talus for a period of 6 months from 

the date of entry into Canada, As such, Tmeabaum's lawful stams in Canada as a 

visilor expired on Septnnber 11,2008. 

8. Having reviewed the contents of the Provision Arrest Rquest prqared by 

authorities in ihc United States of Amdca, I believe that the Government of the 

Unitd. States of Aperica has evidence available to lead at &id which is capable 

of ,proving the above allegations and that this evidence derives from reliable and 
cmcliblc SOLWCS. 

6.  1 believe b a t  it i s  neccsvary in the publie interest that the Court ordcr the mest o f  

Ehud Tm~nbaum on a provisional mest warrant to ~ S W E  that he remains within 

this jurisdiction and to prevcnt him from committing fu&a mkninal offences. T 

believe ttr,at thcre i s  a risk that if Ehud Tm,enbaum i s  not arrested on a provisional 

arrmt wamanr but merely summonsed, he would not attend his extradition 

proceedings. X base my beliefs on the foIJowing: 

(a) Ehud Tenenbarn is a resident of brael and, EIS such, has no known links to the 

City of Calgary or the RoYinc~ of Alberta. 

@) Ef directed to attend h,is extradition. prooeebngs by inems of  a summons only 

the Court would have no ability ta s p c i f y  any wnditions that would govern his 

behaviour while at large awaiting the conclusion of proceedings under the 

Extradition Act. 



7. I betieve the facts set out in this Affidavit ara .hue and request that a WwWt for 

the Provi,sional Arrest vf Ehud Tenenbaum be issued pursuant to the Extradition 

A& 

Sworn befbre me in the City of Calgary, ) 
in the Province of Alberta this d a ) 
day of Sqtptembq, 2008. 

- 
i4xLU.L ,{Y+cl 
A Commissioner for oaths in and for the 
Province of Albcrta j 
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