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AFFIDAVIT

I. INTRODUCTION

|, Janmes E. Gaylord, being duly sworn, hereby depose and
state the follow ng:

1. | ama Special Agent ("SA") for the Federal Bureau of
| nvestigation ("FBI") in Santa Ana, California, and have been so
enpl oyed for twenty years. | received training at the FB
Acadeny in Quantico, Virginia. For the last fifteen years,
have primarily worked on counterintelligence investigations,
i ncl udi ng those involving the People’s Republic of China (“PRC).
| have attended training on various aspects of counter-
intelligence investigations, including those relating to the PRC,
with the FBI both in Quantico and other |ocations. Based on ny
experience and training, | amfamliar with efforts used to
col | ect governnent inforantion. Prior to my enploynent with the
FBI, | was a law clerk for three years. | graduated from Loyol a
Law School in 1984 with a juris doctorate.

II. THE PURPOSE OF THE AFFIDAVIT

2. This affidavit is made in support of a conplaint and
arrest warrants charging the follow ng individuals with
violations of 18 U.S.C. 8 641 (theft of governnent property),

18 U.S.C. 8 371 (conspiracy), 18 U.S.C. § 2314 (transportation of
stolen goods) and 18 U.S.C. §8 2 (aiding and abetting):

a. CH MAK, aka Jack Mk, aka Tai chi Mk, aka Daich



Mak, aka Dazhi Mai (“CH");

b. TAI WANG MAK, aka Tai hong Mak, aka Dai hong Mk,
aka Dahong Mai (“TAI");

C. REBECCA LAIWAH CHI U, aka Rebecca Mak, aka Laiwa
Chu, aka Lihua Zhao, aka Mei hua Zhao (" REBECCA’); and

d. FUK HEUNG LI, aka Fuk Heung Li Mk, aka Flora Mk
aka Flora Li (“FUK").

III. PREMISES TO BE SEARCHED

3. This affidavit is further made in support of
applications for search warrants for the foll ow ng prem ses:

a. The residence of CH and REBECCA | ocated at 8261
Bl andwood Road, Downey, California (“Subject Premi ses 1"). The
prem ses are further described in Attachnent A-1, which is
i ncorporated by reference herein;

b. The residence of TAl and FUK | ocated at 1629 South
Frenmont Avenue, Al hanbra, California (“Subject Prem ses 2"). The
prem ses are further described in Attachnent A-2, which is
i ncorporated by reference herein;

C. The wor kspace of CH |ocated at L-3/SPD Technol ogi es/
Power Systenms Group, 901 East Ball Road, Anaheim California
(“Subject Premses 3"). The prem ses are further described in
Attachnment A-3, which is incorporated by reference herein;

d. A silver 2002 Toyota Celica, VIN JTDDY32T720054305,

registered to TAI (“Subject Prem ses 4"). The prem ses are



further described in Attachment A-4, which is incorporated by
ref erence herein;

e. A bl ack 2001 Audi A6, VIN WAUZL64B21N105038, regi stered
to TAl ("“Subject Premises 5"). The prem ses are further
described in Attachnment A-5, which is incorporated by reference
her ei n;

f. A bl ue 1998 Plynouth Voyager, VIN 2PAFP25B2WR774840,
registered to CH (“Subject Premises 6"). The prem ses are
further described in Attachment A-6, which is incorporated by
ref erence herein;

g. A brown 1988 d dsnobile Cutlass, VIN 2G3AJ513XJ9387607,
registered to CH (“Subject Premses 7"). The prem ses are
further described in Attachment A-7, which is incorporated by
ref erence herein;

h. A dark blue 2004 Mercedes two-door, VIN
WDBTJ65J84F120127, registered to DCFS Trust LSR, and used by TAI.
(“Subject Premises 8'). Wth respect to Subject Prem ses 8, |
know from surveillance reports that TAl MAK recently bought the
car and that TAI MAK and FUK LI have been seen driving the
Mercedes. | believe that the registration just has not been
changed to reflect the new ownership. The premi ses are further
described in Attachnment A-8, which is incorporated by reference
her ei n;

. Any and all luggage and hand carried itens in the



possession of, or baggage checked by, TAlI MAK, at Los Angel es
International Airport, on or about Cctober 28-29, 2005 (“Subject
Prem ses 9"). The prenises are further described in Attachnent
A-9, which is incorporated by reference herein; and

J. Any and all luggage and hand carried itens in the
possessi on of, or baggage checked by, FUK, at Los Angel es
I nternational Airport, on or about OCctober 28-29, 2005 (“Subject
Prem ses 10"). The prem ses are further described in Attachnent
A- 10, which is incorporated by reference herein.

4. It is requested that the authorization to search the
Subj ect Prem ses include: all roons, attics, basenents, and all
parts within, and surroundi ng grounds, trash contai ners, garages,
storage roons or outbuildings of any kind, attached or
unattached, | ocated on the prem ses that are under the control of
t he occupants of these |ocations, as well as any other vehicles
found to be within the curtilage of the Subject Prem ses.

5. As further described below, there is probable cause to
believe that CH, TAlI, REBECCA, and FUK have engaged in the theft
of government property, in violation of 18 U . S.C. 88 641 and 2,
and have conspired to transport stolen goods, in violation of 18
US C 8371 and 18 U.S.C. 8§ 2314. Furthernore, there is
probabl e cause to believe that evidence relating to those crines
will be found at the Subject Prem ses.

6. Choicepoint records indicate that CH and his wfe,



REBECCA, own 8261 Bl andwood Road, Downey, California, Subject
Premises 1. | received a roster of enployees and a schematic of
their workstations from L-3/SPD Technol ogi es/ Power Systens G oup
and verified that CH is enployed as a Principal Support Engineer
by Power Paragon, a subsidiary of L-3/SPD Technol ogi es/ Power
Systens Group, |ocated at Subject Premises 3. In addition
confirmed CHI s enpl oynent at Power Paragon by checki ng payr ol
tax records of the California Enploynent Devel opnent Departnent.
| reviewed ICE files for CH and | earned that he was born in the
Peopl e’ s Republic of China (“PRC’) and was naturalized as a
United States Citizen in Los Angel es on June 21, 1985.
reviewed a report of a nonitored tel ephone conversation between
CH and his older sister that indicated that she had just
returned fromthe PRC and had taken care of matters for TAl and
CH and had both of their deeds. M understanding of the call is
that CHI and TAI own property in the PRC. | reviewed a report of
anot her nonitored phone call between CH and a person in Hong
Kong in which CH asked about housing prices in Hong Kong and
said that he wanted to purchase a house or condom niumin Hong
Kong to live in. | reviewed reports of other electronic
surveillance which indicate that CH is planning to retire in
March 2006.

7. Choicepoint records indicate that TAl and his wfe, FUK

own 1629 South Frenmont Avenue, Al hanbra, California, Subject



Prem ses 2. Based on a trash search of Subject Prem ses 2, |

| earned that TAl is the Broadcast and Engi neering Director for
Phoeni x North American Chi nese Channel (“Phoenix”). | have

tal ked with other agents involved in the investigation who have
conduct ed surveillance on TAl and have followed himfromhis
resi dence at Subject Premises 2 to Phoenix. | reviewed

imm gration files for TAl and | earned that he is a Chi nese
citizen who entered the United States in Los Angel es on May 22,
2001, and is a Lawful Pernmanent Resident of the United States.

8. REBECCA is the wife of CHI. | reviewed the inmgration
file for REBECCA, fornerly a Chinese citizen, who was naturalized
I n Los Angel es on June 20, 1985. |In her naturalization
application, REBECCA wote that she had worked as an el ectrical
engi neer. Based on ny discussions wth agents who have conducted
surveillance on Subject Prem ses 1, REBECCA currently appears to
be unenpl oyed, spending the majority of her tine at Subject
Prem ses 1.

9. FUKis the wife of TAI. | reviewed the immigration file
for FUK and | earned that she is a citizen of the PRC who entered
the United States in Los Angeles on May 22, 2001. FUK is
currently a Lawful Permanent Resident of the United States.

10. | make this affidavit based on ny experience and
training and based on personal know edge and information that |

have received frommy participation in this investigation. This



affidavit is offered for the sole purpose of establishing
probabl e cause for a warrant to arrest CH, TAl, REBECCA, and
FUK, and to execute search warrants at the Subject Prem ses, and
does not set forth all of the facts of this investigation.

IV. SCHEDULE OF EVIDENCE TO BE SEIZED

11. A list of the specific itens to be seized fromthe
Subj ect Premses is set forth in Attachnment B and is incorporated
herein by reference. Based on ny training and experience, as
detai |l ed above, there is probable cause to believe that itens
listed in Attachnent B will be found at Subject Prem ses A-1
t hrough A-10 .

V. APPLICABLE STATUTES

12. Section 641 of Title 18 provides, in pertinent part, as
fol |l ows:

Whoever enbezzles, steals, purloins, or know ngly converts

to his use or the use of another, or w thout authority,

sells, conveys or disposes of any record, voucher, noney, or

thing of value of the United States or of any departnent or

agency thereof, or any property made or being made under

contract for the United States or any departnent or agency

t her eof

* ok ok *
Shall be fined under this title or inprisoned not nore than

ten years, or both.



13. Section 2 of Title 18 provides that whoever aids,
abets, counsel, and induces the conm ssion of an offense is
puni shabl e as a princi pal .

14. Section 371 provides crimnal penalties for those who
conspire to conmt an offense against the United States provided
that one or nore of such persons acted to effect the object of
t he conspiracy.

15. Section 2314 provides in pertinent part:

Whoever transports, transmts, or transfers in interstate or

forei gn commerce any goods, wares, nerchandi se, securities

or noney, of the value of $5,000 or nore, know ng the same
to have been stolen, converted or taken by fraud [shall be
fined or inprisoned or both.]

VI. PROBABLE CAUSE

A. Overview

16. Based on ny participation in this investigation | know
the following information. As set forth below, CH is enployed
as a Principal Support Engineer by Power Paragon, a subsidiary of
L- 3/ SPD Technol ogi es/ Power Systens G oup (“Power Paragon”). In
1996, CH was granted a secret clearance thereby providing him
access to classified Navy technol ogy through his enpl oynent at
Power Paragon. As part of his enploynment, CH is the |ead
proj ect engi neer on a research project involving Quiet Electric

Drive (“QED’) propulsion for use on United States Navy warshi ps.



(ED is an extrenely sensitive project. According to the Ofice
of Naval Research, Departnent of the Navy, the technol ogy

devel oped in the QED programis considered by the Navy to be
Significant MIlitary Equi pment and therefore banned from export
to countries specifically denied by the U S. State Departnent,
including the PRC. | have been inforned that the technology is
covered by security caveat “NOFORN, Distribution Schedule D' and
that designation restricts dissemnation of the material to
foreign entities, agents or interests, and the material can be
rel eased only to Departnent of Defense contractors and its

enpl oyees. (QED technol ogy is being devel oped by Power Paragon
under a contract wth the U S. Navy, which owns the technol ogy.
By virtue of his enploynent, CH also has access to other

val uabl e material belonging to the governnent such as techni cal
records, schematics and ot her docunents bearing a stanp or
notation restricting dissenm nation. The sensitive technical
material, including research and devel opnent information, and the
QED technol ogy referenced herein is valued far in excess of

$5, 000.

17. As further set forth below, investigation has shown
that CH transferred information concerning QED and ot her
projects belonging to the government fromhis workplace to his
hone. Once there, CH copied such informati on onto CDs and

delivered themto his brother, TAI. TAl encrypted the



information with the assistance of another. TAl has nmade
arrangenents to travel with the encrypted CDs to the PRC. TAl
and FUK are scheduled to | eave the United States with the
i nformation on encrypted CDs on Cctober 28, 2005, for Hong Kong
continuing on to Guangzhou in the PRC. In a nonitored phone cal
bet ween TAlI and a person he plans to neet in the PRC
(“Recipient”), TAl and the Recipient used what appear to be code
wor ds when speaking. REBECCA, the wife of CH, assisted CH in
copying the information onto CDs and delivering themto TAI.
FUK, the wife of TAl, has discussed with TAl the encrypting of
the CDs and will be traveling with himto China to deliver the
CDs to the Recipient in the PRC

B. Background of the Investigation

18. Recently the FBI began collecting information that CH
MAK, TAI MAK and REBECCA CHI U were possibly stealing sensitive
gover nment - owned i nformati on from Power Paragon. Based on that
information the FBI opened an investigation of the three
i ndi vidual s and their associates. As part of that investigation,
nunmer ous surveillance techni ques have been enpl oyed, including
court-authorized electronic surveillance. As a result of these
surveillance and other investigative techniques, the FBI |earned
of CH MAK s theft of governnent property and the plans to
deliver the material to the Recipient in the PRC, as set forth

bel ow.

10



C. Theft of Government Property
19. | have reviewed reports and tal ked with FBI
surveillance personnel. The follow ng information was obtai ned
t hrough observati ons using surveillance techni ques. Wen
referenci ng a conversation, | have summari zed the essence of the
di scussion and indicated in parentheses ny understandi ng of the
conversation based on ny experience and training and ny
participation in this investigation:
a. On or about February 7, 2005, two lists were recovered
fromthe trash of CH s residence (Subject Prem ses 1).
The docunents were torn up into small pieces. The
docunents were reassenbled and translated. | reviewed
the translations, and saw the follow ng: (1) one
docunent was nachine-printed in Chinese, and contai ned
I nstructions to join nore associations and participate
in nore semnars wth special subject matters. The
docunent contained a directive to conpile the special
conference material on a disk, which would | ater
produce neani ngful research. The docunent then lists a
nunber of mlitary technol ogi es that were sought,
i ncl udi ng: space-based el ectromagnetic intercept
system space-|aunched nagnetic levitational platform
el ectromagnetic artillery system submarine torpedoes,

el ectromagnetic launch system and aircraft carrier

11



el ectronic systens, anong others. (2) The second
docurment was hand printed in Chinese and contained the
following nine related technol ogi es: water jet
propul si on; ship submarine propul sion technol ogy, non-
air reliant; power system configuration technol ogy,
weapons standardi zation, nodul ari zation; early warning
t echnol ogi es, command and control systens technol ogy,
def ense agai nst nucl ear attack technol ogy; pernmanent

el ectromagnetic notor, overall solution for shipboard
power system shipboard internal and external

communi cations systens; establishment of high
frequency, self-linking, satellite conmmunications;
submarine: HF transient |aunch technol ogy; and DDX

[ next generation destroyer]. | have reports of
surreptitious searches of CH ’'s residence (Subject
Prem ses 1) and know that docunments pertaining to a
nunber of the technologies |isted on both docunents
were found in the residence.

On or about October 18, 2005, FUK told TAI that she had
made travel arrangenents and that they both woul d be

| eavi ng on Cctober 28th and returning on Novenmber 12th.
Thereafter, on or about the sanme date, FUK told TAI

t hat she had booked airline tickets and that the return

date woul d be Novenber 9'". TAlI then called a person

12



inthe PRCto tell himof TAI's arrival date in the
PRC. In that phone call, TAl advised that he would be
traveling with his wife and an “assistant.” Based on
the fact that only two tickets appear to have been
purchased, | believe the reference to an “assistant” is
a code word that nmeans that TAl woul d be bringing
desired information to the Recipient in the PRC

On or about OCctober 25, 2005, the FBlI recovered a
docunent di scarded from Subject Prem ses 2, the

Al hanbra residence of TAl and FUK. The docunent
contained a flight nunber for Cathay Pacific Airlines
departing Los Angeles International at 11:59 p.m on
Oct ober 28, 2005. The ultimate destination for the
travel er was |listed as Guangzhou. (Guangzhou is in the
PRC) .

Further investigation has revealed that TAl will be net
in Guangzhou at the airport by the Recipient.

On or about Cctober 20, 2005, TAl told FUK that CH is
definitely nervous about “it.” FUK instructed TAl not
to “carry theni because “those are kind of heavy.” TAI
replied that he knew and that “it” was “only disks.”
FUK asked “doesn't he know how to do it?". TAl

expl ained, "He has to give it to me to do it, it's on

nmy not ebook, he definitely has to give it to nme, he

13



can't do it". FUK rem nded that “he has to give us the

papers.” TAl corrected, "No, he has to give ne a di sk,
but | still have to take his disk and then have it
encrypted on . . . [my conputer notebook]. . . They
don’t have . . . over there . . . . Only the IBM.

which | took fromthe second floor can do it. But he
nmust give nme the disk.” TAl di scussed how in the past
CH woul d separate reporting by tearing off a couple of
pages at a time. FUK observed that the pages were non-
consecutive and that he “can’t just give one half of it
and not giving [sic] the other half.” FUK then
commented “Don’t bother with him[CH ], he s just
doing/reporting his job.” During the conversation, TAI
repeated several tinmes that CH and REBECCA were “very
nervous.”

On or about Cctober 21, 2005, while at work at Power
Par agon, Subject Prem ses 3, CH placed nunerous itens,
i ncl udi ng what appeared to be conputer disks, into his
bri efcase. Thereafter, CH departed Subject Prem ses
3.

On or about OCctober 21, 2005, CH told TAl that he had
been busy and that his project at work was noving
snoothly. TAI told CH that he (TAl) is going back to

Hong Kong next week. CHI asked what date he would be

14



| eaving. TAl indicated next Friday (neaning October
28). TAl also advised that he (TAI) will "sw ng by"
mai nl and China. Upon hearing this, CH said, "Good.

It will be beneficial to nmeet,” (nmeaning he woul d neet
with TAI). 1In discussing the reason for the trip, TAl
spoke in a hesitant manner, stating that it was for

busi ness and ot her reasons. TAl reiterated that he had
earlier tried to reach CH. Both CH and TAl agreed to
meet at 11:30 or 12: 00 on Sunday (Cctober 23). At the
end of the conversation, CH said he will be there, and
"perhaps I will bring you sonething."

On or about Cctober 22, 2005, CH worked on his |aptop
at hone (Subject Premses 1).

On or about OCctober 23, 2005, CH said “the stuff is
from 2005.” REBECCA replied “it’ll take a long tine to
read it . . . W haven't read it yet.” CH advised
REBECCA that “The original is in ny office [Subject
Premises 3]. | can take it home and then take it
back.” CH then nmentioned to REBECCA "three CD s" and
"make copies of them" CH indicated that he will take
“themto himher.” REBECCA renmi nded CH that the
“things” that CH is asking him (TAl) to take "are
certainly against the law " Based on ny experience and

training, and my participation in this investigation,

15



believe that “the stuff from 2005" refers to the nost
current QED research information in CH ' s possession.

| believe that REBECCA expressed concern that they wll
be unable to read the information before giving it to
TAI. | believe that CH's reference to taking “it”
home and “back” refers to his ability to retrieve the
QED and ot her sensitive information fromwork (Subject
Premises 3) at any tinme. Later in the conversation,

CH nmentioned that the first presenter was fromthe
Navy Acadeny. | believe this refers to materi al
presented by a Naval officer at a conference CH
attended in 2005.

On or about Cctober 23, 2005, CH told REBECCA t hat
"Everything is init.” CH stated, “Pis a protection
docurent” and CHI expl ai ned that ot her people cannot
open a PDF

On or about Cctober 23, 2005, while | oadi ng computer
files, CH told REBECCA that he and a fell ow engi neer
from Power Paragon had given a presentation to the
Anerican Soci ety of Naval Engineers in Philadel phia in
July 2005. REBECCA said that the recipients of the CDs
could read the entire paper. CH advised that it takes
alot of witing and tine to prepare these “three

pi eces” (referring to the three CDs). REBECCA replied

16



“Of course. Do you think it’s easy? Those who receive
t hem woul d have to spend a ot of tine. Qherw se they
can’t handle them” | believe that REBECCA was
referring to the |large amount of information on the CDs
that they were preparing to send to China.

On Cctober 23, 2005, FBI surveillance personnel
observed CHI MAK at Subject Prem ses 1 insert conpact

di sks into his |laptop conputer, download information
fromthe CDs, renove the original CDs, insert new CDs
and copy information onto the new CDs. This activity

t ook place between approxinmately 9:00 a.m and 11:00
a.m REBECCA asked CHI about the disks he was copyi ng.
As she asked the question, the closed circuit

t el evi si on showed REBECCA st andi ng behind CH and
pointing to the laptop. CH told REBECCA that "these
CD s are all about prograns.” (I know from ny
experience investigating national security cases, that
in the defense contracting industry, the term “progrant
refers to a Departnent of Defense project.) |In further
conversation, CHN indicated that one of the CDs
contained material witten by Paragon staff and
concerns progranms. CH advised that a particular CD
probably is a P (protected) disk which contains QED. A

reference was al so made to “the nbst recent one .

17



the carrier program?”

On or about Cctober 23, 2005, at approxinmately 11:13
a.m, CH and REBECCA arrived at TAl's Al hanbra

resi dence, Subject Prem ses 2. At approximately 11:39
a.m, CH and REBECCA, along with TAl and his famly
(FUK, his son and daughter) departed TAI's residence.
On or about Cctober 24, 2005, TAI asked sonmeone to buy
three or four CD's that can be recorded. TAl stated “
need to do sonmething when | get hone tonight.” That
day, CH asked TAl if everything was ready to go. TAI
replied, "Not quite.”

On Cctober 25, 2005, soneone indicated to TAl that he
was hel ping him (TAI) work on the disks, but needed the
small disk to do it. The person asked where TAl put
the small disk. TAlI replied that it was in a white
envel ope, which was inside the first drawer of his

ni ght stand, the night stand near where he sleeps. The
person said he didn't see the envel ope, but saw a disk
whi ch wasn't inside an envel ope. TAl advised that was
the disk. (The “small disk” referred to above is likely
a device used to unlock the conputer or encrypt the
data. Both are used as security features.)

On or about October 25, 2005, TAl asked the person

where he was, and the person indicated he was on his

18



way back (possibly to the hone). TAlI said “l saw that
your computer up there kept on spinning.” | believe
TAl is referring to the | BM not ebook he told FUK was on
the second floor and is the only one which nmay be used
to encrypt his CDs. (I interpret the statenent to nmean
that the conputer was either still copying information
or experiencing a witing error.) The person said it
was because he was burning a disk for TAI. TAl said he
knew, that he needed to click "OK" or sonething. The
person said he would come back and take care of it.

20. Based on the foregoing, | believe there is probable
cause to believe that CH , TAl, REBECCA, and FUK, have commtted
violations of 18 U S.C. 8§ 641 (theft of governnent property), 18
US. C 8§82 (aiding and abetting); 18 U S.C. 8 371 (conspiracy),
and 18 U.S.C. 8§ 2314 (transportation of stolen goods in
interstate and foreign conmerce).

21. Based on the discussions between TAI and FUK i n which
FUK told TAI that she had nade pl ane reservations to depart on
Oct ober 28 for China, TAl's phone call to a PRC contact informng
himof TAI's arrival date in Guangzhao, PRC, on October 30, TAI's
di scussion with CH telling himthat they had nade the travel
arrangenents, and the discovery of the travel itinerary to China
found in the trash search of TAlI's residence (Subject Prem ses

2), | believe that TAl and FUK are planning to | eave the United

19



States with the encrypted CDs on the night of October 28, 2005.

VII. PROBABLE CAUSE BY SEARCH LOCATION

A. Subject Premises 1

22. As set forth above, there is probable cause to believe
that Subject Premses 1, the residence of CH and REBECCA
contai ns evidence of the theft of government property. In
particul ar, surveillance has shown CH taking conmputer disks from
Power Paragon when he was | eaving work. |n addition,
surveillance of CH's e-mail traffic shows that he e-mailed
docunents from his conputer at Power Paragon to his conputer at
Subject Premises 1. Sone of the e-mails intercepted contained
phot ographs of the QED system and reports concerning the QED
system In addition, surreptitious searches of Subject Prem ses
1 reveal ed stacks of docunents pertaining to defense prograns and
docunents bearing notations restricting dissem nation stored in
t he residence.

B. Subject Premises 2

23. As set forth above, there is probable cause to believe
t hat Subj ect Prem ses 2, the residence of TAl and FUK, contains
evi dence of the theft of government property. |In particular,
surveillance has shown that TAI encrypted the CDs at Subj ect
Prem ses 2. Surveillance reports indicate that FUK questioned
TAI why CH could not encrypt the CDs hinself. TAl explained to

FUK, in essence, that he nust use his | BM conputer notebook to

20



encrypt the disks that CH wll give to TAI. Conversations
further indicate that the actual encryption occurred at Subject
Prem ses 2. Based on these statenents, there is probabl e cause
to believe that evidence pertaining to the theft of government
property will be found at Subject Prem ses 2.

C. Subject Premises 3

24. As set forth above, Subject Premises 3 is the work
space of CHI at Power Paragon. Investigation, as described
herein, has reveal ed that CH wuses his enploynent to obtain QED
t echnol ogy and ot her sensitive national security information.
CHI uses his workstation at Power Paragon to collect the
i nformati on he has been tasked to provide to the PRC. In an
i ntercepted conversation, CH advised REBECCA that he woul d take
certain material fromhis office to his home and return the
material to his workplace. Furthernore, CH uses his work
conputer to transmt sensitive information by e-mail to his hone.
In addition, based on ny review of recorded tel ephone
conversations, | know that CH places “recruitnment calls” from
his work tel ephone at Power Paragon. In these “recruitnent
calls” CH attenpts to gather information fromcontacts in fields
related to his tasking. CH's workstation contains stacks of
techni cal docunments, including reports, schematics, and

conf erence papers.
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D. Subject Premises 4 through 8

25. Each of the Subject Prem ses 4 through 8 are either
owned by or used by CH , REBECCA, TAl, and FUK. Based on ny
experience and training and ny participation in this
investigation, | know that people engaged in intelligence
gat hering such as described herein utilize their vehicles to
transport and gather sensitive information. For instance, on or
about Cctober 23, 2005, CH used Subject Prem ses 7 to transport
the CDs to TAl at TAI’s residence. G ven that suspects believe
that they enjoy a nmeasure of privacy in their personally owned or
operated vehicles, it is ny experience that evidence of crimnal
conduct is likely to be found in such vehicles.

VIII. REQUEST FOR AUTHORIZATION FOR NIGHTTIME SEARCH

__26. Pursuant to Rule 41(e)(2)(B) of the Federal Rules of
Crim nal Procedure, good cause exists for execution of the arrest
and search warrants at night. Based on ny experience and
training, | believe the targets are foreign intelligence
operatives. | know that foreign intelligence officers receive
training in avoiding arrest and establishing pre-planned escape
routes in the event their operations are discovered. In ny
experience, such plans can be put in place by a signal, such as a
sinmple word or tel ephone call, or can be an agreenment nade in
advance that if one nenber, such as a courier, is discovered,

ot her operatives will inmedi ately execute their escape plans. In
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this case, the arrest of one or nore of the targets could alert
the others, leading to their flight. D scussions anong CH , TAI,
and their wi ves show both the know edge of the illegality of
their plan, as well as the fact that they are extrenely nervous
about bei ng caught.

27. In addition, if word of the arrest of one of the
targets becane known to the others, that could lead to the swft
destruction of evidence. In this case, that evidence wll
include electronically stored data on CDs and conputers, as well
as encryption devices. That type of evidence could be destroyed
or made otherw se irretrievable w thout detection by agents
posted outside the Subject Prem ses awaiting daylight.

28. The arrests of TAl and FUK nust take place at LAX
before the targets’ departure (currently scheduled for 11:59
p.m) on Friday, Cctober 28, to ensure that the disks containing
t he governnent property are retrieved before they can | eave the
country. Because the arrests of TAl and FUK nust take place at
ni ght, an unreasonable risk exists that word will reach the other
targets, who may then flee or destroy evidence, before search
warrants coul d be executed on Saturday norning. Rule 41(e)(2)(B)
provi des that warrants shall be served during the daytime (6:00
a.m to 10:00 p.m), unless good cause exists to execute the
warrants at night. |In this case, because | believe the targets

are foreign intelligence agents who |ikely have escape plans in
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pl ace, and who are already worried about being caught, | believe
good cause exists to authorize nighttine execution to avoid the
destruction of evidence and the escape of the targets.

IX. COMPUTER DATA

29. Based upon ny training, experience and information
related to nme by agents and others involved in the forensic
exam nation of conputers, | know that conputer data can be stored
on a variety of systens and storage devices including hard disk
drives, floppy disks, conpact disks, nagnetic tapes, thunb
drives, and nenory chips. | also know that during the search of
the premises it is not always possible to search conputer
equi pnent and storage devices for data for a nunber of reasons,
i ncludi ng the follow ng:
a. Sear chi ng conputer systens is a highly technica
process which requires specific expertise and specialized
equi pnent. There are so nany types of conputer hardware and
software in use today that it is inpossible to bring to the
search site all of the necessary technical manual s and
speci al i zed equi pnent necessary to conduct a thorough
search. In addition, it may al so be necessary to consult
wi th conputer personnel who have specific expertise in the
type of conputer, software application or operating system
that is being searched.

b. Searching conputer systens requires the use of precise,
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scientific procedures which are designed to nmaintain the
integrity of the evidence and to recover “hidden,” erased,
conpressed, encrypted or password-protected data. Conputer
har dwar e and storage devices may contain “booby traps” that
destroy or alter data if certain procedures are not

scrupul ously followed. Since conputer data is particularly
vul nerable to inadvertent or intentional nodification or
destruction, a controlled environnment, such as a |l aw
enforcenent |aboratory, is essential to conducting a

conpl ete and accurate anal ysis of the equi pnent and storage
devices fromwhich the data will be extracted.

C. The volune of data stored on many conputer systens and
storage devices wll typically be so large that it wll be
highly inpractical to search for data during the execution
of the physical search of the premi ses. A single negabyte
of storage space is the equival ent of 500 doubl e-spaced
pages of text. A single gigabyte of storage space, or 1,000
megabytes, is the equival ent of 500,000 doubl e-spaced pages
of text. Storage devices capable of storing fifteen

gi gabytes of data are now commonpl ace in desktop conputers.
Consequent |y, each non-networked, desktop conmputer found
during a search can easily contain the equivalent of 7.5
mllion pages of data, which, if printed out, would

conpletely fill a 10" x 12' x 10' roomto the ceiling.
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d. Conmputer users can attenpt to conceal data within
conmput er equi pnent and storage devices through a nunber of
nmet hods, including the use of innocuous or m sl eading
filenanmes and extensions. For exanple, files with the

extension “.jpg” often are image files; however, a user can
easily change the extension to “.txt” to conceal the inmge
and make it appear that the file contains text. Conputer
users can al so attenpt to conceal data by using encryption
whi ch neans that a password or device, such as a “dongle” or
“keycard,” is necessary to decrypt the data into readabl e
form In addition, conmputer users can conceal data within
anot her seem ngly unrel ated and i nnocuous file in a process
cal l ed “steganography.” For exanple, by using steganography
a conputer user can conceal text in an image file which
cannot be viewed when the inage file is opened. Therefore,
a substantial armount of time is necessary to extract and
sort through data that is conceal ed or encrypted to

determ ne whether it is evidence, contraband or

instrunentalities of a crine.

26



X. CONCLUSION

30. Based upon the above-stated facts, there is probable
cause to support a conplaint and arrest warrants for CH MAK, TAI
MAK, REBECCA CHI U, and FUK LI for violations of 18 U S.C. 88 641,
2, 371, and 2314 and to believe that the Subject Prem ses contain

evi dence of such crimnal violations.

James E. Gayl ord
Speci al Agent, FBI

Subscri bed and sworn to
before ne this day
of October, 2005.

UNI TED STATES MAG STRATE JUDGE
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ATTACHMENT A-1

Subject Premises 1

The prem ses | ocated at 8261 Bl andwood Road, Downey,
California, is further described as being a tan-col ored, single-
story, wood frame house with an attached single-car garage, with
an asphalt shingle roof. The nunbers 8261 appear on curb and
mai | box in front of the house. The house is |ocated on the
nort heast side of Bl andwood Road.



ATTACHMENT A-2

Subject Premises 2

The prem ses | ocated at 1629 South Frenont Avenue, Al hanbra,
California, is further described as bl ue-colored, two-story house
with a detached two-car garage with a bonus room above the
garage. The nunbers 1629 appear on the curb and on the front of
the house to the right of the front door. The house is |ocated
on the west side of Frenont Avenue.
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ATTACHMENT A-3
Subject Premises 3

The prem ses descri bed as the workspace of CH MAK, | ocated
at L-3/SPD Technol ogi es/ Power Systens G oup, 901 East Ball Road,
Anaheim California, is further described as a |ight gray, stand-
al one, two-story, industrial building set off of the north side
of Ball Road. There is a green stripe across the top of the
buil ding. The southern wall of the building has a red painted
ball with “L-3" printed inside it, and the nunbers “901" on the
wal | . The workplace of CH MAK is a cubicle |ocated inside the
building. It is accessed by entering the nmain entrance of the
buil ding, and turning left into the engi neering section. CH
MAK' s wor kspace is |located to the right. CH MAK s cubicle has
his nane attached to the outer wall of the cubicle.
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ATTACHMENT A-4
Subject Premises 4
The prem ses is described as a silver 2002 Toyota Celica,

VI N JTDDY32T720054305, registered to TAl MAK, California |icense
nunber 4VNDOG60.
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ATTACHMENT A-5

Subject Premises 5
The prem ses is described as a black 2001 Audi A6, VIN

WAUZL64B21N105038, California |icense nunmber TWWAK, registered to
TAI  MAK.
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ATTACHMENT A-6
Subject Premises 6
The prem ses is described as a blue 1998 Pl ynout h Voyager,

VI N 2P4FP25B2WR774840, California License nunber 4CMC081,
regi stered to CH MAK

33



ATTACHMENT A-7
Subject Premises 7
The prem ses is described as a brown 1988 O dsnobil e

Cutl ass, VIN 2G3AJ513XJ9387607, California |icense nunber
3BUR288, registered to CH MAK.
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ATTACHMENT A-8
Subject Premises 8
The prem ses is described as a dark blue 2004 Mercedes two-

door, VI N WDBTJ65J84F120127, California |license nunber 5HZL926,
regi stered to DCFS Trust LSR and driven by TAl MAK
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ATTACHMENT A-9
Subject Premises 9
The prem ses are described as any and all |uggage and hand
carried itens in the possession of, or baggage checked by, TAI

MAK, at Los Angeles International Airport, on COctober 28-29,
2005.
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ATTACHMENT A-10
Subject Premises 10
The prem ses are described as any and all |uggage and hand

carried itenms in the possession of, or baggage checked by, FUK
LI, at Los Angeles International Airport, on Cctober 28-29, 2005.
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ATTACHMENT B

Items to be Seized

A. Al docunents relating to any research or devel opnent
prograns bei ng conducted for the United States governnent, and
any of its departnents, agencies, or mlitary branches.

B. Al docunents relating to the collection, delivery, and
transm ssion of any research or devel opnment information having a
potential mlitary application, including technical reports,
schematics, handwitten notes, nenoranda, and conference reports.

C. Al docunents bearing a stanp or notation that restricts
t he di ssem nation of such docunents.

D. Al docunents, including photographs, related to the
identity of any other persons connected to the obtaining or
recei pt of any information described in Item A and/or Item B.

E. Al cellular tel ephones, pagers, and tel ephone bills for
all tel ephones and pagers belonging to, or used by, CH MAK, TAI
MAK, REBECCA CH U, and FUK LI.

F. Al calendars, diaries, address books, phone books,
appoi nt mrent books, day planners, and rol odexes bel onging to CHI
MAK, TAI MAK, REBECCA CH U, and FUK LI.

G Al docunents relating to travel by CH MAK, TAI NMNAK,
REBECCA CHI U, and FUK LI, including credit card statenents,
accomodati on receipts, tickets, air travel receipts, and
itineraries.

H.  Any equi pnent used in the encrypting or duplicating
el ectronically stored information.

|. Safe deposit box keys or records;

J. Safes (a safe may be seized if it cannot be opened on
the search prem ses to determ ne whether its contents may be
seized as an itemor itens |isted herein, but nust be returned
within 30 days unl ess otherw se ordered by the court);

K. As used above, the terns records, docunents, prograns,
applications or materials includes records, docunents, prograns,
applications or materials, in any |anguage, created, nodified or



stored in any form

L. In searching for data capabl e of being read, stored or
interpreted by a conputer, |aw enforcenent personnel executing
this search warrant will enploy the follow ng procedure:

1. Upon securing the prem ses, |aw enforcenent
personnel trained in searching and sei zing conputer data (the
“conputer personnel”) wll make an initial review of any conputer
equi pnent and storage devices to determ ne whether these itens
can be searched on-site in a reasonable anount of tinme and
wi t hout jeopardizing the ability to preserve the data.

2. If the conputer personnel determne it is not
practical to performan on-site search of the data within a
reasonabl e amount of tine, then the conputer equi pnment and
storage devices will be seized and transported to an appropriate
| aw enforcenent | aboratory for review The conputer equi pnent
and storage devices will be reviewed by appropriately trained
personnel in order to extract and seize any data that falls
within the list of itens to be seized set forth herein.

3. In searching the data, the conputer personnel may
exam ne all of the data contained in the conputer equipnent and
storage devices to view their precise contents and determ ne
whether the data falls within the itens to be seized as set forth
herein. In addition, the conputer personnel may search for and
attenpt to recover “deleted,” “hidden” or encrypted data to
determ ne whether the data falls within the list of itens to be
sei zed as set forth herein.

4. |If the conputer personnel determ ne that the data
does not fall within any of the itens to be seized pursuant to
this warrant or is not otherw se |legally seized, the governnent
will return these itens within a reasonable period of time not to
exceed 60 days fromthe date of execution of the warrant. |[If the
government needs additional tine to determ ne whether the data
falls within any of the itens to be seized pursuant to this
warrant, it nust obtain an extension of the tinme period fromthe
Court within the original sixty day period.

5. In order to search for data that is capabl e of
being read or interpreted by a conputer, |aw enforcenent
personnel will need to seize and search the follow ng itens,

subject to the procedures set forth above:



a. Any conputer equi pnent and storage device
capabl e of being used to commt, further or store evidence of the
of fense |isted above;

b. Any conputer equipnent used to facilitate the
transm ssion, creation, display, encoding or storage of data,
i ncl udi ng word processing equi pnent, nodens, docking stations,
nmonitors, printers, plotters, encryption devices, and opti cal
scanners;

c. Any magnetic, electronic or optical storage
devi ce capabl e of storing data, such as floppy disks, hard disks,
tapes, thunb drives, CD-ROVs, CD-R, CD RWs, DVDs, optical disks,
printer or nenory buffers, smart cards, PC cards, nenory
calcul ators, electronic dialers, electronic notebooks, and
personal digital assistants;

d. Any docunentation, operating |ogs and
reference manual s regardi ng the operation of the conputer
equi pnent, storage devices or software.

e. Any applications, utility prograns, conpilers,
interpreters, and other software used to facilitate direct or
i ndirect communi cation with the conputer hardware, storage
devices or data to be searched;

f. Any physical keys, encryption devices, dongles
and simlar physical itens that are necessary to gain access to
t he conputer equi pnment, storage devices or data; and

g. Any passwords, password files, test keys,
encryption codes or other information necessary to access the
conput er equi pnent, storage devices or data.
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