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alklia “B’
a/ k/a “Ranpon Garci a”
al k/a “Ji mBaker”
alk/a “G Robertson”
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AFFI DAVI T I N SUPPORT OF
CRI M NAL COWVPLAI NT, ARREST WARRANT AND SEARCH WARRANTS

|, Stefan A. Pluta, being duly sworn, depose and state as
fol |l ows:

1. | ampresently enployed as a Special Agent of the
Federal Bureau of Investigation (FBI) and am assigned to the
Washington Field Ofice in the District of Colunbia. | have been
enpl oyed as an FBlI Special Agent for approximately 13 years. |
have conpleted FBI training in foreign counterintelligence
matters. As a result of ny training and experience, | am
famliar with the tactics, nmethods, and techni ques of foreign
intelligence services and their agents.

2. This affidavit is in support of applications for the
fol | ow ng:

A A warrant for the arrest of ROBERT PHI LI P HANSSEN
(DOB 4/18/44) for violations of Title 18 United



States Code, Sections 794(a) (Transmtting
Nat i onal Defense Information) and 794(c)
(Conspiracy to Commt Espionage); and

B) Search warrants for:

1) The residence of ROBERT PHI LI P HANSSEN, such
prem ses known and described as a single
famly residence | ocated at:

9414 Talisman Drive
Vi enna, Virginia 22182

as nore fully described in Attachnent B, and
which is within the Eastern District of
Virginia;

2) One silver 1997 Ford Taurus, bearing VIN
1FALP52WV&11742 and Virginia |license plate
nunber ZCWB538, which is owned by ROBERT
PHI LI P HANSSEN and anticipated to be within
the Eastern District of Virginia;

3) One 1993 Vol kswagen van, bearing VIN
W/2KC0706PHO80424 and Virginia license plate
nunber ZCWB537, which is owned by ROBERT
PHI LI P HANSSEN and anticipated to be within
the Eastern District of Virginia;

4) One 1992 |suzu Trooper, bearing VIN
JACDH58W/N7903937 and Virginia license plate
YRP3849, which is owned by ROBERT PHI LIP
HANSSEN and anticipated to be within the
Eastern District of Virginia.

3. In ny capacity as case agent assigned to this matter, |
have exam ned docunents and other records pertinent to this
i nvestigation from nunmerous sources. Searches and various forns
of surveill ance have al so been conducted pursuant to the Foreign
Intelligence Surveillance Act (FISA) and orders of the Foreign

Intelligence Surveillance Court (FISC)



SUMVARY OF | NVESTI GATI ON

4. The results of this investigation to date indicate that
there is probable cause to believe that, beginning in 1985 and
continuing to the present, ROBERT PHI LI P HANSSEN ( herei nafter
“HANSSEN’'), a United States citizen, has conspired with officers
and agents of the Union of Soviet Socialist Republics
(hereinafter “USSR’ or “Soviet Union”) and with its principal
successor state, the Russian Federation (hereinafter “Russia”) to
commt espionage against the United States on behalf of a foreign
government, specifically the Soviet Union or Russia, and has in
fact engaged in such espionage.

5. The evidence establishes that between 1985 and the
present, HANSSEN — who the KGB/ SVR referred to as “B” — has
engaged in the follow ng conduct in violation of 18 U S. C
§8794(a) and (c):

(a) He conprom sed nunerous human sources of the United
States Intelligence Coormunity. Three of these sources were
conprom sed by both HANSSEN and fornmer Cl A officer A drich Anes,
resulting in their arrest, inprisonment and, as to two
i ndi vidual s, execution. HANSSEN conprom sed these three
i ndi vidual s expressly in order to enhance his own security and
enable himto continue spying against the United States.

(b) He conprom sed dozens of United States Governnment
cl assified docunents, including docunents concerning the National
MASI NT (Measurenent and Signature Intelligence) Program

3



(classified TOP SECRET/ SCI), the United States Doubl e Agent
Program (cl assified SECRET), the FBI Doubl e Agent Program
(classified TOP SECRET), the United States Intelligence
Communi ty’ s Conprehensi ve Conpendi um of Future Intelligence
Requi rements (classified TOP SECRET), a study concerni ng KGB
recruitment operations against the CIA (classified SECRET), an
assessnment of the K&’ s effort to gather information concerning
certain United States nuclear progranms (classified TOP SECRET), a
Cl A analysis of the K&B' s First Chief Directorate (classified
SECRET), a highly classified and tightly restricted anal ysis of
the foreign threat to a specific naned highly conpartnented
classified United States Governnent program (classified TOP
SECRET/ SCl), and other classified docunents of exceptional
sensitivity.

(c) He conpromsed United States Intelligence Comunity
techni cal operations of extraordinary inportance and value. This
i ncl uded specific electronic surveillance and nonitoring
techni ques and precise targets of the United States Intelligence
Community. |In one case, he conprom sed an entire technica
program of enornous val ue, expense and inportance to the United
States Governnent. In several other cases, he conprom sed the
United States Intelligence Community’s specific conmunications
intelligence capabilities, as well as several specific targets.

(d) He conprom sed nunerous FBI counterintelligence
i nvestigative techni ques, sources, nethods and operations, and
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FBI operational practices and activities targeted agai nst the
K&/ SVR. He al so advised the K&/ SVR as to specific nmethods of
operation that were secure from FBI surveillance and warned the
K&B/ SVR as to certain nethods of operation which were subject to
FBI surveill ance.

(e) He disclosed to the K@ the FBI's secret investigation
of Felix Bloch, a Foreign Service Oficer, for espionage, which
led the K@ to warn Bl och that he was under investigation, and
conpletely conprom sed the investigation

(f) HANSSEN s conspiratorial activities continue to the
present. HANSSEN continues to nonitor a particular SVR signa
site, doing so on numerous occasions in Decenber 2000, January
2001 and February 2001. A recent search of HANSSEN s personal
vehi cl e, pursuant to court authorization, disclosed a nunber of
cl assified SECRET docunents, entries in a personal journal
concerning matters related to the instant investigation, and
items typically used to mark signal sites. It has al so been
determ ned that HANSSEN continues to attenpt to ascertai n whet her
he has becone the subject of FBI investigative interest,

i ncl udi ng checking FBI records to determ ne whether there have
been recent entries as to his own nane, his hone address, or the
signal site.

(g) Over the course of HANSSEN s espi onage activities, he
communi cat ed on numerous occasions wth KGB/ SVR personnel. This
Affidavit cites 27 letters he sent to the KGB/SVR, and it
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descri bes 33 packages the KGB/ SVR | eft for HANSSEN at secr et

| ocations, and 22 packages HANSSEN | eft for the KGB/ SVR at secret
| ocations. The Affidavit al so describes two tel ephone
conversati ons HANSSEN had with KGB personnel. The Affidavit
descri bes 26 conputer diskettes that HANSSEN passed to the

K@&B/ SVR, contai ning additional disclosures of information, and 12
di skettes that the KGB/ SVR passed to “B”. HANSSEN provi ded the
K&B/ SVR nore than 6,000 pages of docunentary material .

(h) For his services to the KGB/ SVR, HANSSEN was paid over
$600, 000 in cash and dianonds. In addition, the K@/ SVR pl aced
funds in escrow in a Mdscow bank on HANSSEN s behal f. Sone tine
in the last two years, the KGB/ SVR i nf ornmed HANSSEN t hat the
escrowed funds are now worth at |east $800, 000.

1. KEY TERMS AND ENTI TI ES

6. The termcounterintelligence neans information gathered

and activities conducted to protect against espionage, other
intelligence activities, sabotage, or assassination conducted for
or on behalf of foreign powers, organizations or persons.

7. The K& (Kom tet CGosudarstvenoy Bezopasnosti, or
Commttee for State Security) was the intelligence service of the

former Soviet Union. The K& s First Chief Directorate (FCD) was

responsi ble for foreign intelligence, active neasures, and
counterintelligence. KGB FCD intelligence officers assigned to

Sovi et diplomatic m ssions could be assigned to Line KR (Foreign



Counterintelligence), Line N (lIllegals Operations), Line PR
(Political), or Line X (Science and Technol ogy), anong ot hers.

The K@ s Second Chief Directorate (SCD) was responsi bl e, anong

other things, for donmestic counterintelligence, that is,
counterintelligence activities wwthin the Soviet Union. The
K&’ s Moscow headquarters was referred to as the Moscow Center

8. Since Decenber 1991, the SVR (Sl uzhba Vneshney Razvedk
Rossii, or Russian Foreign Intelligence Service) has been the
Russi an Federation’s successor agency to the K&’ s foreign
intelligence arm

9. The GRU (d avnoye Razvedyvat el noye Upravl enie, or Chief
Intelligence Directorate of the General Staff) was the mlitary
intelligence agency of the fornmer Soviet Union, and continues to
serve that function for the Russian Federation.

10. The Sovi et/ Russi an Enbassy in Washington, D.C., is

| ocated at 1125 16'" Street, N.W: the Soviet/Russian Di plomatic

Conmpound is | ocated at 2650 W sconsin Avenue, NW The KGB/ SVR
presence in a Soviet/Russian diplomatic mssion is called the

Rezi dentura, headed by the KGB/ SVR Rezi dent.

11. An agent-in-place is a person who renmains in a position

whil e acting under the direction of a hostile intelligence
service, so as to obtain current intelligence information. It is

also called a recruitnent-in-place.




12. An illegal is anintelligence officer or a recruited
agent who operates in a foreign country in the guise of a private
person, and is often present under false identity.

13. A double agent is an agent engaged in clandestine

activity for two or nore intelligence services who provides
i nformati on about one service to another.

14. A dead drop is a prearranged hidden | ocation used for
t he cl andesti ne exchange of packages, nessages, and paynents,
whi ch avoids the necessity of an intelligence officer and an
agent being present at the sane tine.

15. A signal site is a prearranged fixed |ocation, usually

in a public place, on which an agent or intelligence officer can
pl ace a predetermned mark in order to alert the other to
operational activity. Such a mark may be made by, for exanple,
chal k or a piece of tape. The operational activity signal ed may
be the fact that a dead drop has been “loaded” and is ready to be
“cleared.” A call-out signal may be used to trigger a contact
bet ween an agent and an intelligence officer.

16. An acconmmpdation address is a “safe” address, not

overtly associated with intelligence activity, used by an agent

to communicate with the intelligence service for whom he worki ng.
17. The FBI has docunented the use by the KGB/ SVR of

agents-in-place, illegals, double agents, dead drops, signal

sites, call-out signals, and accommobdati on addresses, including



their use in the Northern Virginia area, in the Eastern D strict
of Virginia.

18. The United States Intelligence Conmmunity is the

aggregation of those Executive Branch entities and prograns that,
in accordance with applicable United States | aw and the

provi sions of Executive Oder 12333, conduct intelligence
activities that are necessary for the conduct of foreign
relations and the protection of the national security of the
United States, and that nake up the total national intelligence
effort. It includes the FBI's National Security D vision, the
Central Intelligence Agency (ClA), the National Security Agency
(NSA), the National Reconnai ssance Organi zation (NRO, the

Def ense Intelligence Agency (DI A), the Bureau of Intelligence and
Research of the Departnment of State (DOS/INR), and the
intelligence elenents of the mlitary service branches, anobng
other entities.

19. The Foreign Intelligence Surveillance Act (FISA), Title

50, United States Code, Sections 1801-1811 and 1821-1829,

provi des for electronic surveillance and searches within the
United States directed at persons for whomthere is probable
cause to believe they are know ngly engaged in cl andesti ne
intelligence gathering activities for or on behalf of a foreign
power, which activities involve or may involve a violation of the
crimnal statutes of the United States, as authorized by the

Foreign Intelligence Surveillance Court (FISC)
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20. Aldrich Hazen Anes is a forner ClA officer who in 1994

was arrested and subsequently pled guilty to having conmtted

espi onage as an agent of the KGB and SVR.  Anes volunteered to
the K@ in April 1985, and provided information to the KG and
the SVR until the date of his arrest in February 1994.

21. dassified information is defined by Executive O der
12958 and its predecessor orders (including E.O 12356), as
follows: information in any formthat (1) is owned by, produced
by or for, or under the control of the United States Governnent;
(2) falls within one or nore of the categories set forth in
Section 1.5 of the Order (including intelligence sources or
met hods, cryptology, mlitary plans, and vulnerabilities or
capabilities of systens, installations, projects, or plans
relating to the national security), and (3) is classified by an
original classification authority who determnes that its
unaut hori zed di scl osure reasonably could be expected to result in
damage to the national security. Were such unauthorized rel ease
coul d reasonably result in “serious” damage, the information may
be classified as SECRET. Were such damage is “exceptionally

grave,” the information may be cl assified TOP SECRET. Access to

classified information at any |level may be further restricted

t hrough conpartnentation in SENSI TI VE COMPARTMENTED | NFORVATI ON

(SCl) categories. Dissemnation of classified information at any
|l evel may al so be restricted through caveats such as: NOFORN ( Not

Rel easabl e to Foreign Nationals), NOCONTRACT (Not Rel easable to
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Contractors or Contractor/Consultants), WN NTEL (Warning Noti ce:
Intelligence Sources and Met hods | nvol ved), and ORCON

(Di ssem nation and Extraction of Information Controlled by
Originator).

[11. BACKGROUND OF ROBERT PHI LI P HANSSEN

22. ROBERT PHI LI P HANSSEN was born on April 18, 1944, in
Chicago, Illinois, where he was raised. He is a United States
citizen.

23. HANSSEN received an AB degree in Chem stry from Knox
College, in lIllinois, in 1966. He studied dentistry at
Nort hwestern University, in Chicago, Illinois, from 1966 to 1968,
and recei ved an MBA degree in Accounting and Information Systens
from Northwestern University in 1971. He becane a Certified
Publ i c Accountant in 1973.

24. From 1971 to 1972, HANSSEN was enpl oyed as a juni or
accountant at an accounting firmin Chicago, Illinois. In 1972,
HANSSEN j oi ned the Chicago Police Departnent as an investigator
in the Financial Section of the Inspection Services Division.

25. HANSSEN studi ed the Russian | anguage during coll ege.

A.  FEDERAL BUREAU OF | NVESTI GATI ON EMPLOYMENT AND DUTI ES

26. On January 12, 1976, HANSSEN entered on duty as a
Speci al Agent of the Federal Bureau of Investigation. He has
served as an FBI Special Agent continuously since that date.

27. After initial training, HANSSEN was assigned to the FB
Field OOfice in Indianapolis, Indiana, and served on a Wite
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Collar Crinme squad at the Resident Agency in Gary, Indiana, until
August 1, 1978.

28. From August 2, 1978 to January 10, 1981, HANSSEN was
assigned to the FBI Field Ofice in New York, New York, initially
wor ki ng on accounting matters in the Field Ofice’ s crim nal
di vi si on.

29. In March 1979, HANSSEN was detailed to the New York
Field OOfice’'s intelligence division to help establish the FBI’'s
automated counterintelligence data base in that office. At that
time, this was a new aut omat ed database of information about
foreign officials, including intelligence officers, assigned to
the United States. |Its contents were classified up to the SECRET
| evel .

30. FromJanuary 12, 1981, to Septenber 22, 1985, HANSSEN
was assigned to FBI Headquarters in Washington, D.C., as a
Supervi sory Special Agent in the Intelligence D vision. From
January 1981 to August 1983, HANSSEN was assigned to the Budget
Unit, which managed the FBI's portion of the United States
Intelligence Comunity’s National Foreign Intelligence Program
and prepared budget justifications to Congress. This office had
access to the full range of information concerning intelligence
and counterintelligence activities involving FBI resources. From
August 1983 until Septenber 1985, HANSSEN was assignhed to the
Sovi et Analytical Unit, which supported FBI FCl operations and
i nvestigations involving Soviet intelligence services, and

12



provi ded anal ytical support to senior FBI managenent and the
Intelligence Comunity.

Wil e at FBI Headquarters, HANSSEN was assigned to the
intelligence conponent of a particular highly-conpartnented
classified United States Governnent program He al so served on
the FBI's FCl Technical Conmttee, which was responsible for
coordinating technical projects relating to FCl operations.

31. From Septenber 23, 1985, to August 2, 1987, HANSSEN was
assigned to the intelligence division of the FBI Field Ofice in
New Yor k, New York, as supervisor of an FCl squad.

32. From August 3, 1987, to June 24, 1990, HANSSEN was
reassigned to FBI Headquarters in Washington, D.C., where he
again served as a Supervisory Special Agent in the Intelligence
Division’s Soviet Analytical Unit.

33. FromJune 25, 1990, to June 30, 1991, HANSSEN was
assigned to the FBI Headquarter’s Inspections Staff as an
| nspector’s Aide. In this assignment he traveled to FBI Field
O fices, Resident Agencies, and FBI Legal Attaché offices in
United States Enbassi es abroad.

34. On July 1, 1991, HANSSEN returned to the Intelligence
Division at FBI Headquarters, where he served for six nonths in
the Sovi et Operations Section as a program manager in the unit
responsi ble for countering efforts by the Soviets (and
particularly the KG's Line X) to acquire United States
scientific and technical intelligence.

13



35. From January 6, 1992, to April 11, 1994, HANSSEN served
as Chief of the National Security Threat List (NSTL) Unit in the
Intelligence Division (renamed the National Security Division, or
NSD, in 1993) at FBlI Headquarters. There he focused the Unit’s
efforts on econom c espi onage.

36. In April 1994, HANSSEN was tenporarily assigned to the
FBI's Washington Metropolitan Field Ofice (now called Washi ngton
Field Ofice).

37. In Decenber 1994, HANSSEN was reassigned to FB
Headquarters, in the Ofice of the Assistant Director for NSD

38. From February 12, 1995, to January 12, 2001, HANSSEN
was detailed to serve as the FBI's senior representative to the
Ofice of Foreign Mssions of the United States Departnent of
State (DOS/OFM. In that position he functioned as the head of
an i nteragency counterintelligence group within DOS/OFM and as
FBI's liaison to the State Departnent’s Bureau of Intelligence
and Research (DOS/INR). His office was in an area desi gnated
Suites 106, 107 and 108 of Room 2510C of the State Departnent
buil ding at 2201 C Street, N. W, Wshington, D.C

39. Effective January 13, 2001, HANSSEN was assigned to a
new y-created position in the Informati on Resources Division, at
FBI Headquarters, in order that the FBI could nore effectively
monitor his daily activities without alerting himto the ongoi ng

investigation of his activities. H's current office is Room 9930
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of FBlI Headquarters, 935 Pennsylvania Avenue, N W, Wshi ngton,
D. C.

40. At no tinme during his enploynment with the FBI was
HANSSEN ever authorized, directly or indirectly, to deliver,
conmuni cate, or transmt the classified information and docunents
described in this Affidavit to agents, officers, or enpl oyees of
the K@, SVR, or any other hostile foreign intelligence service.

B. OATHS OF CFFICE

41. On January 12, 1976, upon entering service with the
FBI, HANSSEN signed an Cath of O fice in which he swore that:

| will support and defend the Constitution of the
United States against all enemes, foreign and
donmestic; that I will bear true faith and all egiance to
the sane; that | take this obligation freely, wthout
any nental reservation or purpose of evasion; and that
Il will well and faithfully discharge the duties of the
office on which | am about to enter. So help ne God.

42. On January 12, 1976, HANSSEN al so signed the FBI Pl edge
for Law Enforcement O ficers, in which he pledged, in part, as
fol | ows:

Hunbly recogni zing the responsibilities entrusted to
me, . . . . | accept the obligation in connection with
my assignnments to . . . consider the information,
comng into ny know edge by virtue of ny position as a
sacred trust, to be used solely for official purposes.
. In the performance of ny duties and assignnents,
| shall not engage in unlawful and unethical practices
: Wi |l e occupying the status of a | aw enforcenent
offlcer or at any other time subsequent thereto,
shal |l not seek to benefit personally because of ny
know edge of any confidential matter which has cone to

my attention. | amaware of the serious
responsibilities of ny office and in the perfornmance of
my duties . . . | shall wage vigorous warfare against

the enemes of ny country, of its laws, and of its

15



principles; . . . | shall always be loyal to ny duty,
nmy organi zation, and ny country.

43. On January 12, 1976, HANSSEN al so signed an Enpl oynent
Agreenent in which he stated, in part:

| hereby declare that | intend to be governed by and |
will conply with the follow ng provisions:

(1) That I am hereby advised and | understand that
Federal |aw such as Title 18, United States Code,
Sections 793, 794, and 798; Order of the President of
the United States (Executive Order 11652); and
regul ations issued by the Attorney Ceneral of the
United States (28 Code of Federal Regul ations, Sections
16. 21 through 16.26) prohibit |oss, msuse, or
unaut hori zed di scl osure or production of national
security information, other classified information and
ot her nonclassified information in the files of the
FBI ;

(2) | understand that unauthorized discl osure of
information in the files of the FBI or information |
may acquire as an enployee of the FBI could result in
i npai rment of national security, place human life in
j eopardy, or result in the denial of due process to a
person or persons who are subjects of an FB
i nvestigation, or prevent the FBI fromeffectively
di scharging its responsibilities. | understand the
need for this secrecy agreenent; therefore, as
consideration for enploynent | agree that I wll never
di vul ge, publish, or reveal either by word or conduct,
or by other neans disclose to any unauthori zed
reci pient without official witten authorization by the
Director of the FBI or his delegate, any information
fromthe investigatory files of the FBlI or any
information relating to material contained in the
files, or disclose any information or produce any
material acquired as part of the performance of ny
official duties or because of ny official status.

(4) That | wunderstand unauthorized di scl osure may
be a violation of Federal |aw and prosecuted as a
crimnal offense and in addition to this agreenent my
be enforced by nmeans of an injunction or other civil
remedy.
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C. SECURITY CLEARANCES AND ACKNOW EDGVENTS

44, HANSSEN received his initial TOP SECRET security
cl earance on January 12, 1976, and has held various SCI accesses
since his initial SCI indoctrination on June 23, 1980.

45. On June 23, 1980, HANSSEN si gned a Nondi scl osure
Agreenment for Sensitive Conpartnented Information, in which he
acknow edged receiving a security indoctrination for a particular
SCl program and further acknow edged, anong ot her things:

3. | have been advised that direct or indirect
unaut hori zed di scl osure, unauthorized retention, or
negl i gent handling of the designated Sensitive
Conpartnented Information by nme could cause irreparable
injury to the United States, and be used to advantage
by a foreign nation

4. In consideration of being granted access to
t he designated Sensitive Conpartnented | nformation, |
pl edge that I will never divulge such information, in
any formor any manner, to anyone who is not authorized
to receive it, without prior witten authorization from
an appropriate official of the United States
Gover nnent .

5. | have been advised that any unauthori zed
di scl osure of the designated Sensitive Conpartnented
I nformation by ne may be a substantial violation of
this agreenent, and may result in the term nation of ny
enploynment. In addition, | have been advi sed that any
such unaut hori zed di scl osure by ne may constitute
violations of United States civil or crimnal |aws,
including, as to the latter, the provisions of Sections
793, 794, and 798, Title 18, United States Code, and of
Section 783, Title 50, United States Code. . . . |
acknow edge that the briefing officer has nade
avai l abl e Sections 793, 794, 798, and 1001 of Title 18,
United States Code, Section 783 of Title 50, United
States Code, Executive Order 12065, as anmended and the
I nformation Security Oversight O fice Directive of 2
Cct ober 1978, as anmended, which inplenents this
Executive Order, so that | nmay read them at any tine,
if I so choose.
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| make this agreenent w thout any nental
reservation or purpose of evasion.

HANSSEN si gned further iterations of this SCI Nondi scl osure
Agreenent, in order to have access to additional SCI program
information, on the follow ng dates: October 1, 1981; March 1
1982; Septenber 9, 1983; April 10, 1985; and May 31, 1991.

46. On Cctober 15, 1984, HANSSEN signed a Cl assified
| nf ormati on Nondi scl osure Agreenent in which he stated, in part:

1. Intending to be legally bound, | hereby accept
the obligations contained in this Agreenent in
consideration of ny being granted access to classified
i nformati on.

2. | hereby acknow edge that | have received a
security indoctrination concerning the nature and
protection of classified information .

3. | have been advised and am aware that direct
or indirect unauthorized disclosure, unauthorized
retention, or negligent handling of classified
information by nme could cause irreparable injury to the
United States or could be used to advantage by a
foreign nation. | hereby agree that I wll never
di vul ge such information unless |I have officially
verified that the recipient has been properly
aut hori zed by the United States Governnent to receive
it or I have been given prior witten notice of
aut horization fromthe United States CGovernnent
Department or Agency . . . last granting nme a security
cl earance that such disclosure is permtted. | further
understand that | amobligated to conply wwth [ aws and
regul ations that prohibit the unauthorized disclosure
of classified information.

4. . . . | have been advised and am aware t hat
any unaut hori zed di sclosure of classified information
by me may constitute a violation or violations of
United States crimnal |aws, including the provisions
of Sections 641, 793, 794, 798, and 952, Title 18,
United States Code, the provisions of Section 783(b),
Title 50, United States Code, and the provisions of the
Intelligence Identities Protection Act of 1982.
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recogni ze that nothing in this Agreenent constitutes a
wai ver by the United States of the right to prosecute
me for any statutory violation.

10. | have read this Agreenent carefully and ny
questions, if any, have been answered to ny
satisfaction. | acknow edge that the briefing officer

has nade available to ne Sections 641, 793, 794, 798,
and 952 of Title 18, United States Code, Section 783(b)
of Title 50, United States Code, the Intelligence
ldentities Protection Act of 1982, and Executive O der
12356, so that | may read themat this time, if | so
choose.

D. RESI DENCES

47. From 1981 until 1985, HANSSEN owned a house and resided
with his famly on Witecedar Court in Vienna, Virginia.

48. I n approxi mately August 1987, after returning fromhis
tour of duty in New York Cty, HANSSEN purchased a residence at
9414 Talisman Drive in Vienna, Virginia, where he and his famly
have lived continuously since.

V. BASIS FOR THE | NFORVATION IN THI S AFFI DAVI T

49. This Affidavit is based on nunerous different types and
sources of information, including the follow ng:

A. Letters and other fornms of communications from“B” to
the K@/ SVR, and fromthe K&GB/SVRto “B’;

B. A recording of a telephone conversation between “B” and
a KGB/ SVR officer;

C. Conmputer nedia, including hard drives and storage
devi ces;

D. The actual plastic material that constituted the inner
wr appi ng of a package that “B” passed to the KGB/ SVR,
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E. Information provided by fornmer KGB/ SVR personnel;

F. Records of the FBI, the CIA and other agencies of the
United States Intelligence Comunity;

G The contents of an actual package that the KGB/ SVR
passed to “B’;

H Forensic testing and exam nati on;

. Interviews;

J. Physical searches and el ectronic surveillance conducted
by the FBI pursuant to FISC authority;

K. Public records;

L. Oher law enforcenent and intelligence techniques,
sources and net hods; and

M  KGB/ SVR operational and production files.

V. THE KGB's “B” OPERATI ON

50. The sources of information described in the foregoing
section have established the follow ng regarding “B’

51. On or about Cctober 4, 1985, a K@ Line PR officer in
Washi ngton, D.C., nanmed Viktor M Degtyar, received an envel ope
by mail, at his residence in Alexandria, Virginia, in the Eastern
District of Virginia. The envel ope was postmarked “Prince
Ceorge’s Co, MD' on Cctober 1, 1985. Inside was an inner
envel ope, marked: “DO NOT OPEN. TAKE TH S ENVELOPE UNOPENED TO
VICTOR |. CHERKASHIN.” At that time, Viktor Ivanovich Cherkashin
was the Line KR Chief at the Soviet Enbassy in Washington, D.C
I nsi de the inner envel ope was an unsigned typed letter fromthe
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person whom the KGB cane to call “B.” The letter read in part as
fol |l ows:

DEAR MR CHERKASHI N:

SOON, | WLL SEND A BOX OF DOCUMENTS TO MR
DEGTYAR. THEY ARE FROM CERTAI N OF THE MOST SENSI TI VE
AND HI GHLY COVPARTMENTED PRQJECTS OF THE U. S.
| NTELLI GENCE COMMUNI TY. ALL ARE ORI G NALS TO AID IN
VERI FYI NG THEI R AUTHENTI CI TY. PLEASE RECOGNI ZE FOR OUR
LONG- TERM | NTERESTS THAT THERE ARE A LI M TED NUMBER OF
PERSONS W TH THI S ARRAY OF CLEARANCES. AS A COLLECTI ON
THEY PO NT TO ME. | TRUST THAT AN OFFI CER OF YOUR
EXPERI ENCE W LL HANDLE THEM APPROPRI ATELY. | BELI EVE
THEY ARE SUFFI Cl ENT TO JUSTI FY A $100, 000 PAYMENT TO
VE.

| MJUST WARN OF CERTAIN RI SKS TO MY SECURI TY OF
WH CH YOU MAY NOT BE AWARE. YOUR SERVI CE HAS RECENTLY
SUFFERED SOME SETBACKS. | WARN THAT MR BORI'S YUZHI N
(LINE PR, SF), MR SERGEY MOTORIN, (LINE PR WASH.) AND
MR. VALERI Y MARTYNOV (LINE X, WASH.) HAVE BEEN
RECRU TED BY OUR “ SPECI AL SERVI CES. ”

“B’” proceeded to describe in detail a particular highly sensitive
and classified information collection technique. In addition,
“TO FURTHER SUPPORT MY BONA FI DES” he provided specific closely-
held itenms of information regarding then-recent Soviet defectors.
“B” added:
DETAI LS REGARDI NG PAYMENT AND FUTURE CONTACT W LL

BE SENT TO YOU PERSONALLY. . . . M IDENTITY AND ACTUAL

PCSI TION I N THE COWUNI TY MUST BE LEFT UNSTATED TO

ENSURE MY SECURITY. | AM OPEN TO COMMD SUGGESTI ONS BUT

WANT NO SPECI ALI ZED TRADECRAFT. | WLL ADD 6, (YQU

SUBTRACT 6) FROM STATED MONTHS, DAYS AND Tl MES | N BOTH

DI RECTI ONS OF OUR FUTURE COVMUNI CATI ONS.

The information concerning the FBI's recruitnment of Yuzhin,
Mot orin, and Martynov was classified at |east at the SECRET

|l evel, as was the defector information. The sensitive
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information collection techni que descri bed above was cl assified
at the TOP SECRET | evel .

52. Valeriy Fedorovich Martynov was a KGB Line X officer
assigned to the Soviet Enbassy in Washington, D.C., from Cctober
1980 to Novenber 1985. In April 1982, the FBlI recruited Martynov
to serve as an agent-in-place, and he was debriefed jointly by
the FBI and the CIA. Martynov was conproni sed to the KGB by Anes
in June 1985 and by “B” in October 1985, as described above.
Based in part on the information provided by “B’, the KGB
directed Martynov to return to Moscow i n Novenber 1985,
ostensi bly to acconpany KGB officer Vitaliy Yurchenko, who was
returning to the Soviet Union after his August 1985 defection to
the United States. Upon arriving in Mbscow on or about Novenber
7, 1985, Martynov was arrested, and he was subsequently tried on
espi onage charges. Martynov was convi cted and execut ed.

53. Sergey M khailovich Mdtorin was a K@ Line PR officer
assigned to the Soviet Enbassy in Washington D.C., from June 1980
to January 1985. In January 1983, the FBI recruited Mdtorin to
serve as an agent-in-place, and he was debriefed by the FBI
Motorin returned to Moscow at the end of his tour of duty in
January 1985. Mdtorin, |like Martynov, was conprom sed to the KGB
by Anes in June 1985 and by “B” in October 1985, as described
above. Based in part on the information “B’" gave the KGB

Motorin was arrested in Novenber or Decenber 1985, tried and
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convi cted on espi onage charges during the period of Cctober-
Novenber 1986, and executed in February 1987.

54. Boris N kolayevich Yuzhin was a K@ Line PR officer
assigned to San Franci sco under cover as a student from 1975 to
1976, and then as a TASS correspondent from 1978 to 1982. The
FBI recruited himto serve as an agent-in-place, and debriefed
him After returning to the Soviet Union, Yuzhin becane the
subj ect of an internal KGB investigation. Yuzhin was conprom sed
to the K@ by Anes in June 1985 and by “B’ in Cctober 1985.

Based in part on the information “B’ gave the KGB, Yuzhin was
arrested in Decenber 1986, convicted of espionage, and sentenced
to serve 15 years in prison. In 1992, he was rel eased under a
general grant of ammesty to political prisoners, and subsequently
emgrated to the United States.

55. On or about Cctober 15, 1985, Degtyar received by nmail,
at his residence in Alexandria, Virginia, in the Eastern District
of Virginia, a package from*®“B’ containing a |arge nunber of
classified docunents, including sone original docunents, of the
United States Intelligence Community.

56. At 8:35 amon COctober 16, 1985, FBI surveillance
personnel observed Degtyar arriving at the Sovi et Enbassy
carrying a | arge black canvas bag which he did not typically
carry.

57. Thereafter, Degtyar received by nail, at his residence
in Alexandria, Virginia, in the Eastern District of Virginia, a
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typed nessage from*“B,” in an envel ope bearing a handwitten

address and postnmarked “New York, NY” on Cctober 24, 1985.

nmessage i ncluded the follow ng text:

The nessage established a date and tines for the signals and

DROP LOCATI ON

Pl ease | eave your package for ne under the corner
(nearest the street) of the wooden foot bridge

| ocated just west of the entrance to Nottoway
Park. (ADC Northern Virginia Street Map, #14, D3)

PACKAGE PREPARATI ON

Use a green or brown plastic trash bag and trash
to cover a waterproofed package.

SI GNAL LOCATI ON

Signal site will be the pictorial “pedestrian-
crossing” signpost just west of the main Nottoway
Park entrance on O d Courthouse Road. (The sign
is the one nearest the bridge just nmentioned.)

SI GNALS

My signal to you: One vertical mark of white
adhesive tape neaning | amready to receive your
package.

Your signal to ne: One horizontal nmark of white
adhesive tape neaning drop filled.

My signal to you: One vertical mark of white
adhesi ve tape neaning | have received your
package.

(Renove ol d tape before | eaving signal.)

The

drops, and concluded: “I will acknow edge anmobunt with ny next

package.”
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The KGB designated this dead drop site by the codenane
“PARK’. It is located in Fairfax County, Virginia, in the
Eastern District of Virginia.

58. On Saturday, Novenber 2, 1985, the KGB | oaded the
“PARK’ dead drop site with $50,000 in cash and a nessage
proposi ng procedures for future contacts with “B’

59. On or about Novenber 8, 1985, Degtyar and Cherkashin

received a typed letter from“B”, which read in part as foll ows:
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Thank you for the 50, 000.

| al so appreciate your courage and perseverance in
the face of generically reported bureaucratic
obstacles. | would not have contacted you if it were
not reported that you were held in esteemw thin your
organi zation, an organi zation | have studied for years.
| did expect sone communi cation plan in your response.
| viewed the postal delivery as a necessary risk and do
not wish to trust again that channel w th val uabl e
material. | did this only because | had to so you
woul d take ny offer seriously, that there be no
m sunderstanding as to ny long-termvalue, and to
obtain appropriate security for our relationship from
the start.

“B” then rejected the contact plans proposed by the K&, and
suggested a particul ar communi cati ons schene based on “a
m croconputer ‘bulletin board ” at a designated |ocation, with
“appropriate encryption.” Meanwhile, he wote: “Let us use the
sane site again. Same timng. Sane signals.” “B’ proposed that
t he next dead drop occur on “Septenber 9" which, according to the
“6" coefficient that he established with the K@ in his first
letter, actually nmeant that the dead drop operation would take
pl ace on March 3, 1986.

“B” also wote:

As far as the funds are concerned, | have little

need or utility for nore than the 100,000. It nerely

provides a difficulty since | can not spend it, store

it or invest it easily without triping [sic] “drug

noney” warning bells. Perhaps sone di anonds as

security to ny children and sone good will so that when

the time cones, you will accept by [sic] senior

services as a guest lecturer. Eventually, | would
appreci ate an escape plan. (Nothing |asts forever.)
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Referring to Yuzhin, Mtorin, and Martynov, whom he had
identified in his first letter as United States intelligence
recruitnents, “B’ wote:

| can not provide docunentary substantiating
evi dence w thout arousing suspicion at this tine.
Never-the-less, it is fromny own know edge as a nenber
of the community effort to capitalize on the
information fromwhich | speak. | have seen video
tapes of debriefings and physically saw the |ast,
t hough we were not introduced. The names were provided
to me as part of ny duties as one of the few who needed
to know. You have sone avenues of inquiry.
Substantial funds were provided in excess of what could
have been skimmed fromtheir agents. The active one

has always (in the past) used a conceal nent device -- a
bag with bank notes sewn in the base during honme
| eaves.

In conclusion, “B” warned of a “new techni que” used by NSA, which
he descri bed.

60. On March 3, 1986, the KGB | oaded dead drop site “PARK’
but “B” did not appear and the KGB renoved its package fromthe
dead drop site the sane day.

61. On or about June 30, 1986, Degtyar received a typed
letter from*“B” at his residence in Alexandria, Virginia, in the

Eastern District of Virginia. The letter read in part as

fol |l ows:
| apol ogi ze for the delay since our break in
communi cations. | wanted to determine if there was any
cause for concern over security. | have only seen one

item whi ch has given nme pause. When the FBI was first

gi ven access to Victor Petrovich Gundarev, they asked
i f @undarev knew Vi ktor Cherkashin. | thought

this unusual. | had seen no report indicating that

Vi kt or Cher kashin was handling an inportant agent, and

here-to-fore he was | ooked at with the usual |ethargy

awar ded Line Chiefs. The question cane to mnd, are
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t hey sonehow able to nmonitor funds, ie., to know that
Vi kt or Cherkashin received a | arge anmount of noney for
an agent? | amunaware of any such ability, but |

m ght not know that type of source reporting.

“B” then described a United States Intelligence Conmunity
techni cal surveillance technique. He concl uded:

| f you wish to continue our discussions, please
have soneone run an advertisenent in the WAshi ngton
Times during the week of 1/12/87 or 1/19/87, for sale,
“Dodge Diplomat, 1971, needs engine work, $1000.” Gve
a phone nunber and tine-of-day in the adverti senent

where | can call. | will call and | eave a phone nunber
where a recorded nessage can be left for nme in one
hour. | wll say, “Hello, ny nanme is Ranobn. | am
calling about the car you offered for sale in the
Times.” You will respond, “I’msorry, but the man with
the car is not here, can | get your nunber.” The
nunber will be in Area Code 212. | wll not specify

t hat Area Code on the |ine.
“B” signed the letter: *“Ranon”.

According to the established “6" coefficient, the weeks the
advertisenent was actually to run were July 6, 1986, or July 13,
1986.

62. Viktor GQundarev was a KGB Line KR officer who defected
to the United States on February 14, 1986. A classified FB
debriefing report, dated March 4, 1986, reports that FB
debriefers showed Gundarev a photo of Cherkashin and asked if he
knew Cher kashi n.

63. The follow ng adverti senent appeared in the Washi ngton

Tinmes fromJuly 14, 1986, to July 18, 1986:

DODGE - ‘71, DI PLOVAT, NEEDS ENG NE WORK, $1000. Phone
(703) 451-9780 (CALL NEXT Mon., Wed., Fri. 1 p.m)
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64. The nunber 703/451-9780 at that tinme belonged to a
public tel ephone located in the vicinity of the Od Keene MI|
Shopping Center, in Fairfax County, Virginia, in the Eastern
District of Virginia. On Mnday, July 21, 1986, “B’ called that
nunber and gave the nunmber 628-8047. The call was taken by
Al eksandr Kirillovich Fefelov, a K@ officer assigned to the
Sovi et Enbassy in Washi ngton, D.C

65. One hour later, Fefelov tel ephoned 212/ 628-8047 and
told “B” that the K@ had | oaded the “PARK’ dead drop site. The
K& m stakenly placed the package under the wong corner of the
wooden footbridge at the “PARK’ site.

66. On or about August 7, 1986, Degtyar received a letter
from*®“B” stating that he had not found the package at the dead
drop site, and indicating that he would phone 703/ 451-9780 on
August 18, 20, or 22. The KGB then retrieved its package from
the “PARK’ dead drop site.

67. On Monday, August 18, 1986, “B” tel ephoned 703/451-
9780, and spoke with Fefelov. The latter portion of the

conversation was recorded as follows: ([U] = unintelligible)

“B": Tonor r ow nor ni ng?

FEFELOvV: Uh, yeah, and the car is still available for you
and as we have agreed last time, | prepared al
the papers and | left themon the sane table. You

didn’t find them because | put themin another
corner of the table.

“B”: | see.
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FEFELOV:

143 Bn :

FEFELOV:

143 Bn :

FEFELOV:

143 Bn :

FEFELOV:

143 Bn :

FEFELOV:

143 Bn :

FEFELOV:

143 Bn :

143 Bn :

FEFELOV:

143 Bn :

You shouldn’t worry, everything is okay. The
papers are with ne now.

Good.
| believe under these circunstances, mmm it’s

not necessary to nmake any changes concerning the
pl ace and the tine. Qur conpany is reliable, and

we are ready to give you a substantial discount
which will be enclosed in the papers. Now, about
the date of our nmeeting. | suggest that our
nmeeting will be, wll take place w thout delay on
February thirteenth, one three, one p.m Ckay?
February thirteenth.

[U] February second?

Thirteenth. One three.

One three.

Yes. Thirteenth. One p.m

Let me see if | can do that. Hold on

Ckay. Yeah.

[ pause]

[ whi spering] [Ul]

Hel | 0? Okay.

[ pause]

[ whispering] Six . . . . Six .

[ pause]

That shoul d be fine.

kay. We will confirmyou, that the papers are
waiting for you with the sane horizontal tape in
the sanme place as we did it at the first tine.

Very good.
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FEFELOV: You see. After you receive the papers, you wll
send the letter confirmng it and signing it, as

usual . Ckay?

“B: Excel | ent.

FEFELOV: | hope you renenber the address. Is . . . if
everything i s okay?

“B": | believe it should be fine and thank you very
much.

FEFELOV: Heh-heh. Not at all. Not at all. N ce job. For

both of us. Unh, have a nice evening, sir.

“B": Do svi dani ya.

FEFELOV: Bye- bye.

According to the established “6" coefficient, the operation
di scussed in this conversation was actually schedul ed to occur on
August 19, 1986, at 7:00 am

The KGB then | oaded the “PARK’ dead drop site with $10, 000
in cash, as well as: proposals for two additional dead drop sites
to be used by “B” and the KG; a new acconmobdati on address
codenaned “NANCY”; and energency comruni cations plans for “B” to
personal |y contact KGB personnel in Vienna, Austria. The “NANCY”
address was the residence of K& Line PR officer Boris M
Mal akhov in Al exandria, Virginia, in the Eastern District of

Virginia, who was to becone Degtyar’s replacenment as the Soviet

Enbassy press secretary. “B’ was instructed to m s-spel
Mal akhov’ s nanme as “Mal kow.” “B’ subsequently cleared the dead
dr op.
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68. Thereafter, Degtyar received an envelope at his
residence in Alexandria, Virginia, in the Eastern District of
Virginia. The envel ope bore a handwitten address and return
address: “Ranon Garcia, 125 Main St, Falls Church VA" It was
post mar ked from “NO VA MsC 22081" on August 19, 1986. MsC
designates the Merrifield Service Center, located in the Eastern
District of Virginia. Inside the envel ope was a handwitten
not e: “RECElI VED $10, 000. RAMON.”

69. On or about Septenber 11, 1987, Mal akhov received an
envel ope at his residence in the Eastern District of Virginia.
The envel ope bore a handwitten address to “B.N. MALKOW at the
“NANCY” address, and a handwitten return address of “R GARCl A,
125 MAIN ST, ALEXANDRI A, VA’, and was postnarked Septenber 8,
1987. Inside was the followi ng typed letter:

Dear Friends:
No, | have decided. It nmust be on ny

original ternms or not at all. | wll not
nmeet abroad or here. | will not maintain
lists of sites or nodified equipnent. | wll

help you when | can, and in time we wl|l
devel op net hods of efficient communicati on.
Unl ess a [sic] see an abort signal on our
post fromyou by 3/16, | will mail ny contact
a val uabl e package tined to arrive on 3/18.

| will await your signal and package to be in
pl ace before 1:00 pmon 3/22 or alternately
the follow ng three weeks, same day and tine.
If ny terns are unacceptable then place no
signals and withdraw ny contact. Excellent
wor k by himhas ensured this channel is
secure for now M regards to himand to the
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pr of essi onal way you have handled this
matter.

si ncerely,

Ranon

According to the established “6” coefficient, the dates
referred to inthis letter were actually Septenber 10, 12, and
16.

70. On Monday, Septenber 14, 1987, the KGB received in the
mai | a package of docunents including TOP SECRET Nati onal
Security Council docunents.

71. On Tuesday, Septenber 15, 1987, the KGB | oaded the
“PARK” dead drop site with $10,000 cash. The KGB al so proposed
two additional dead drop sites, one codenaned “AN’ |ocated in
El l anor C. Lawence Park in Western Fairfax County, in the
Eastern District of Virginia, and another codenanmed “DEN' at a
different location farther away. The KGB proposed that “B’ | oad
the dead drop at “PARK" or “AN’ on Septenber 26, 1987, and that
the K@ respond by | oadi ng “DEN’.

72. On Wednesday, Septenber 16, 1987, the KGB determ ned
that “B” had cleared the “PARK’ dead drop and renoved the signal.
73. On Septenber 26, 1987, the KGEB recovered fromthe
“PARK” dead drop site a package from*®“B”. The package contai ned

a handwitten letter reading as foll ows:
My Friends:
Thank you for the $10, 000.
| am not a young man, and the comm tnents on ny

time prevent using distant drops such as you suggest.
| know in this |I am noving you out of your set nodes of
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doi ng busi ness, but ny experience tells ne the [sic] we
can be actually nore secure in easier nodes.

“B” then suggested an exchange procedure involving a parked car
instead of a dead drop site, and a rel ated comuni cati ons
procedure, but stated: “If you cannot do this | will clear this
once ‘AN on your schedul ed date (rather than the other).” He
then asked the KG to “Find a confortable Vienna VA signal site
to call ne to an exchange any followi ng Monday.” He closed the
letter, “Good luck wth your work”, and signed it “Ranon.”

The package al so contai ned a docunent which the KGB
described as having the title which roughly translates into
English as: “National Intelligence Programfor 87"

74. Thereafter, the K@ proposed to “B” a signal site in
Vienna, Virginia, in the Eastern District of Virginia, on the
post of a stop sign on the shoul der of Courthouse Road near its
junction with Locust Street. This signal site was referred to as
“V',

75. On Septenber 29, 1987, the KGB deposited $100,000 into
an escrow account established for “B” in a Soviet bank in Mdscow.

76. On Novenber 10, 1987, Ml akhov received a letter from
“B” at his residence in the Eastern District of Virginia. The
envel ope bore a return address of “J. Baker” in “Chicago” and was
post mar ked on Novenber 7, 1987. 1In the letter, “B’ advised that
Saturday for “AN’ was not suitable, and he postponed the

operation for two days, until Monday, Novenber 16. He advised
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that he had an urgent package for the KGB, and asked the KGB to
pl ace a signal confirmng receipt of the letter. That sanme day,
the KGB placed a signal at the “PARK’ signal site.

Thereafter, whenever “B’ used the word “Chicago” in a return
address, it was to signal that he intended for a dead drop
exchange to occur the foll ow ng Monday.

77. On Sunday, Novenber 15, 1987, the KGB | oaded the “AN
dead drop site with a package. It was not cleared by “B’” and, on
Novenber 17, the KGB renoved the package.

78. On Thursday, Novenber 19, 1987, the KGB received a
handwitten letter from*“B”. The envel ope bore a return address
of “G Robertson” in “Houston” and was postnmarked on Novenber 17
1987. The letter read as foll ows:

Unable to | ocate AN based on your description at night.
Recogni ze that | amdressed in business suit and can

not slog around in inch deep nmud. | suggest we use
once again original site. | wll place my urgent
material there at next ANtinmes. Replace it with your
package. | wll select sonme few sites good for nme and

pass themto you. Please give new constant conditions

of recontact as address to wite. WII| not put

substantive material through it. Only instructions as

usual format.

Ranon

79. On Monday, Novenber 23, 1987, “B” and the KGB carried
out an exchange operation at the “PARK’ dead drop site.

The package from*“B’ to the KGB contained: a cable-type
report about a neeting in October 1987 wth a val uabl e source,

whomthe KGB referred to as “M; a survey of information provided
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by Vitaliy Yurchenko; and an official technical docunent
describing CONS-11.

In 1987, CONS-11 was the then-current version of the United
States Intelligence Cormunity’s “Community On-Line Intelligence
System ” which constituted a classified Coomunity-w de intranet.

The package fromthe K@&B to “B” contai ned $20,000 cash and a
| etter conveying “regards” fromthe K@ Director and advising
t hat $100, 000 had been deposited in a bank at 6-7% interest. The
letter also asked “B” for a variety of specific classified
information. The KGB gave “B’ two new accommobdati on addresses
and asked “B” to propose new dead drop sites.

80. On February 4, 1988, the KGB received a note from*®“pB’
at one of the new accommobdati on addresses it had given to “B’ in
t he Novenber 23, 1987, dead drop. The address was the residence
of a Soviet diplomatic official knowm to the FBI as a KGB co-
optee, located in the Eastern of Virginia. The note read sinply:
“OK’. It was in an envel ope bearing a return address of “Jim
Baker” in “Langley” and postmarked in Washington, D.C., on
February 3, 1988.

81. On Monday, February 8, 1988, “B’ and the KGB carried
out an exchange operation at the “PARK’ dead drop site in
Not t oway Park, which the KG had now renanmed “PRI ME’

The package from*“B” to the K@ contained a typed, unsigned
letter. In the letter, “B” acknow edged recei pt of $20,000 and
identified two additional drop sites. He then went on to provide
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detailed information concerning a Soviet defector, and advised
the K@ that he had arranged tinme to review the defector’s file.
“Afull report will follow as soon as possible.” He then

di sclosed to the KGB certain specific informati on concerning the
United States Intelligence Community’ s communi cation intelligence
capabilities.

Encl osed with the letter was the first conputer diskette “B’
passed to the K@G. Also in the package from*®“B” were classified
docunents.

The package fromthe K@&B to “B” contai ned $25, 000 cash, and
a letter conveying thanks of the K@ Chairman, Vladimr
Kryuchkov, for the information about the valuable source “M
The KGB al so asked “B” for nore information about “M and the
“agent network” in New York City, and about a particul ar KGB
of ficer.

On the next day, February 9, 1988, the KGB observed that the
signal at “PARK/ PRIME’ had been renoved, indicating that “B” had
cl eared the dead drop.

82. On March 16, 1988, the KGB received a second conputer
di skette from “B” at an accommpdati on address in the Eastern
District of Virginia. The envel ope bore a return address of “Jim
Baker” in “Chicago” and was postmarked in Washington, D.C., on
March 15, 1988.

83. On March 17, 1988, the KGB received a letter from?*®“B’
at an accommodation address in the Eastern District of Virginia.
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The envel ope bore a return address of “Jim Baker” in “Chicago”
and was postmarked in Northern Virginia on March 16, 1988. |In
the letter, “B” instructed the KG to use the “PARK/ PRI ME' dead
drop site until the KGB approved the other sites.

84. On Monday, March 21, 1988, the KGB observed a signa
from*“B” at the “PARK/ PRI ME" site, but was unable to check the
dead drop site because strangers were present in the park.

85. On March 26, 1988, the KGB received a third conputer
di skette from “B” at an accommpdati on address in the Eastern
District of Virginia. The envelope bore a return address of “Jim
Baker” in “Chicago” and was postmarked in Washington, D.C., on
March 24, 1988. The KGB found no text on the diskette, which it
referred to as “D- 3".

86. On Monday, March 28, 1988, “B’ and the KGB carried out
an exchange operation at the “PARK/ PRI VE' dead drop site.

The package from*“B” to the K@ included his fourth conputer
di skette (“D-4"), a TOP SECRET docunent entitled “The FBI’'s
Doubl e Agent Progranif and a docunent that the KGB described as a
Director of Central Intelligence (DCl) docunent entitled “Stealth
Oientation.”

The package fromthe K@ to “B” included $25,000 cash and a
| etter explaining why the K& had not been able to check the
“PARK/ PRI ME” dead drop site on March 21. In the letter, the K&
al so advised it had been unable to read the diskettes “B” had
passed to the K@B. The K& asked “B” for information about codes
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and cryptograns, intelligence support for the Strategic Defense
Initiative, submarines, and other classified material.

The next day, the KGB observed that “B’ had renoved the
signal fromthe “PARK/ PRIME" site, indicating he had renoved the
package.

87. On April 4, 1988, the KGB received an envel ope from*“B”
at an accommodation address in the Eastern District of Virginia.
The envel ope bore a return address of “Jim Baker” in “Al exandria”
and was postmarked in Northern Virginia, on March 31, 1988. The

envel ope contained a note from*“B” reading: “use 40 TRACK MODE

this letter is not a signal.”

The term “use 40-track node” refers to a technical process
for re-formatting a conputer diskette in order to conceal data by
putting the data onto specific tracks on the diskette. Unless a
person uses the correct codes to decrypt such a diskette, the
di skette woul d appear to be bl ank.

88. On April 6, 1988, the KGB received a package from*®“B”
at an accommodation address in the Eastern District of Virginia.
The envel ope bore a return address of “Jim Baker” in “Fairfax”
and a postmark of “MSC NO VA” (Merrifield Service Center,
Northern Virginia, in the Eastern District of Virginia) on Apri
5. The package contained a fifth diskette (“D-5"). On the
di skette, “B’" provided what the KGB characterized as “everything”
about a particular K& officer, additional information about a
K@B def ector naned Victor Sheynov, and information about two
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specific Soviet FBI recruitnments. “B” also explained why the KGB
had been unable to read his diskettes. “B” also asked the KGB
for dianonds. The KGB subsequently purchased several dianonds
for use in the “B” operation.

89. On May 24, 1988, the KGB received a letter from“B’ at
an accommodation address in the District of Colunbia. The
envel ope bore a return address of “Jim Baker” in “Chicago” and
was postmarked in “MSC NO VA” on May 17, 1988. Wth the letter
was “B’’s sixth diskette (“D-6"), which contained information
about a nunber of matters. The diskette al so contained
i nformati on about a specific recent FBI Soviet recruitnent
oper ati on.

90. On Monday, May 30, 1988, a KGB officer arrived at the
“PARK/ PRI ME” dead drop site at 9:03 pm three mnutes after the
end of the prearranged dead drop exchange period. The KGB
of ficer saw a man who apparently renoved the signal, got into his
car, and drove away.

91. On July 15, 1988, the KG received a letter from*“B’ at
an accommodati on address in the Eastern District of Virginia.

The envel ope bore a return address “Chi cago” and was post mar ked
“WDC 200" on July 13, 1988. The zip codes for Washi ngton, D.C.
begin “200". The typed letter read as foll ows:

| found the site enpty. Possibly |I had the tine

wong. | work fromnmenory. M recollection was for

you to fill before 1:00 a.m | believe Viktor Degtyar

was in the church driveway off Rt. 123, but | did not

know how he woul d react to an approach. M schedul e
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was tight to nake this at all. Because of nmy work, |
had to synchroni ze expl anations and flights while not
| eaving a pattern of absence or travel that could |l ater
be correlated with comunication tinmes. This is
difficult and expensive.

| will call the nunber you gave nme on 2/24, 2/26
or 2/28 at 1:00 a.m, EDST. Please plan filled
signals. Enpty sites bother nme. | |ike to know before
| conmmt nyself as |I'’msure you do also. Let’'s not use
the original site so early at |least until the seasons
change. Sone type of call-out signal to you when
have a package or when | can receive one would be
useful. Al so, please be specific about dates, e.g.,
2/ 24. Scheduling is not sinple for nme because of
frequent travel and wfe. Any anbiguity nultiplies the
pr obl ens.

My security concerns nay seem excessive.
bel i eve experience has shown themto be necessary. |
am nmuch safer if you know little about nme. Neither of

us are children about these things. Over tinme, | can
cut your | osses rather than becone one.
Ranon

P.S. Your “thank you” was deeply appreciated.

92. On Monday, July 18, 1988, “B” and the K@ carried out
an exchange operation at the “PARK/ PRI VE' dead drop site.

The package from “B’ contai ned over 530 pages of material,
i ncl udi ng:

(A) A CI A docunent concerning certain nuclear prograns,
dat ed approxi mately Novenber 1987, classified TOP SECRET and
with the caveats NOFORN NOCONTRACT ORCON

(B) A DCl docunent entitled “Conpendi um of Future
Intelligence Requirenents: Volunme 11”7, dated Septenber 1987,
prepared by the Staff of the Intelligence Producers Counci
and classified TOP SECRET/SCI with the caveat NOFORN.

(C© A CIA Counterintelligence Staff Study entitled “The
Soviet Counterintelligence Ofensive: KGB Recruitnent
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Operations Against CIA " dated March 1988 and cl assified
SECRET with the caveats NOFORN NOCONTRACT ORCON. This

docunent contains the follow ng preface:

War ni ng Noti ce Intelligence Sources
or Methods | nvol ved
( WNI NTEL)

Nat i onal Security Unaut hori zed Di scl osure
| nf or mati on Subject to Crimnal Sanctions

and al so specifically defining “NOFORN’ as “Not Rel easabl e
to Foreign Nationals.”

(D) A TOP SECRET conprehensive historical FBI review of
all egations fromrecruitnments and defectors over a period of
years that the Soviet intelligence services had penetrated
the United States Intelligence Comunity. It identified
Soviet recruitnments and defectors with specificity, and
describes particular information they provided. It
cont ai ned the foll ow ng warning:

IN VIEWOF THE EXTREME SENSITIVITY OF TH S DOCUMENT,
THE UTMOST CAUTI ON MUST BE EXERCI SED IN I TS HANDLI NG THE
CONTENTS | NCLUDE A COVPREHENSI VE REVI EW OF SENSI TI VE SOURCE
ALLEGATI ONS AND | NVESTI GATI ONS OF PENETRATI ON OF THE FBI BY
THE SOVI ET I NTELLI GENCE SERVI CES, THE DI SCLOSURE OF WHI CH
WOULD COVPROM SE HI GHLY SENSI Tl VE COUNTERI NTELLI GENCE

OPERATI ONS AND METHODS.  ACCESS SHOULD BE LIM TED TO A
STRI CT_NEED- TO- KNOW BASI S

The package fromthe K@&B to “B” contai ned $25,000 cash and a
letter asking for information about surveillance systens, the
agent network in New York Cty, illegal intelligence, and severa
specific FBlI recruitment operations. The KGB proposed two new
dead drop and related signal sites. One, naned “BOB’, was under
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a footbridge in Idylwod Park, between Vienna and Falls Church,
in the Eastern District of Virginia. The other, naned “CHARLIFE
was under a footbridge in Eakin Community Park, south of Vienna,
in the Eastern District of Virginia. For these dead drop sites,
the K@ instructed “B” to | oad the dead drops by 9:00 pmon the
designated day; the K@ would clear it by 10:00 pmand load it
w th a package which “B” was to clear after 10: 00 pm

93. On July 31, 1988, the KGB received an envel ope from“B”
at an accommodation address in the Eastern District of Virginia.
The envel ope bore a return address of Al exandria and contained a
letter dated July 29 and “B"’s seventh diskette (“D-7"), which
contained informati on on technical surveillance systens, a new
recruitment in New York City, illegal intelligence, and severa
ot her specific Soviet recruitment targets.

94. On August 22, 1988, the KGB deposited $50,000 in an
escrow account for “B” at a Mboscow bank.

95. On Septenber 21, 1988, the KGB received an envel ope
from*“B” at an accommodati on address in the Eastern District of
Virginia. The envel ope bore a return address of “Chicago” and
was postmarked “WDC' on Septenber 20. The envel ope contai ned
“B”’s eighth diskette (“D-8") and a note that read: “At BOB”

The di skette contained informati on about particul ar Sovi et
recruitnment targets of the FBI

96. On Monday, Septenber 26, 1988, “B’ and the KGB carried
out an exchange operation at the “BOB” dead drop site.
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The package from “B” contai ned approxi nately 300 pages of
mat eri al, including an FBI neno about a particul ar individual
believed at the tine to be a KGB Line KR officer in New York
Cty, information on technical neans of Soviet intelligence, a
transcript of a Counterintelligence G oup neeting, and
informati on on several other matters.

The package fromthe KGB contained a di anond val ued at
$24,720, and a letter advising “B” that $50,000 had been
deposited in his account. The letter also expressed gratitude to
“B” fromthe K@ Chairman (Madimr A Kryuchov). The letter
al so di scussed conmmuni cations procedures, security neasures, a
personal neeting, and passports. It also asked “B” to provide
i nformati on about classified technical operations in the Sovi et
Uni on, agent network details, allies’ sources, FBI prograns, past
cases, and a certain mssile technol ogy.

97. On Decenber 1, 1988, the KGB received a package from
“B” at an acconmodation address in the Eastern District of
Virginia. It bore a return address of “G Robertson, Baker’s
Phot 0” and was postmarked “WDC’ on Novenber 30, 1988. The
package contained a letter and his ninth diskette (“D-97), which
cont ai ned information about a nunber of classified matters.

98. On Monday, Decenber 26, 1988, “B’ and the KGB carried
out an exchange operation at the “CHARLIE’ dead drop site in the

Eastern District of Virginia.
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The package from “B’ contained his tenth diskette (“D 10")
and approximately 356 pages of material. On the diskette, “B
provi ded additional classified information. He also provided six
recent National HUM NT Col |l ection Plan (NHCP) docunents, and a
docunent whose title the KG noted as “Soviet Arned Forces and
Capabilities for Conducting Strategic Nuclear War Until the End
of the 1990s.”

The package fromthe K@ to “B” contai ned $10, 000 cash, a
second di anond, valued at $17,748, and a nessage in which the KGB
asked “B” for additional specific information about a w de
variety of classified technical and recruitnment matters.

The next day, the KGB observed that the signal at the
“CHARLI E’ site had been renoved, indicating “B” had renoved the
K&B' s package.

99. On Tuesday, January 31, 1989, the KGB observed an
energency call-out signal at a signal site that it had issued to
“B’, located at the intersection of Q Street and Connecti cut
Avenue, N.W, Washington, D.C. By prearrangenent, the KGB
i mredi atel y unl oaded a package from“B” at the “BOB” dead drop
site. The package contained a cable, with a note reading: “Send
to the Center right away. This m ght be useful.” Also in the
package was “B"’s el eventh diskette (“D-11"), which contai ned
comments on the cable, as well as information on several specific

i ndi vi dual s about whom t he K@ had asked for information.
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100. On Thursday, March 16, 1989, “B” narked a call -out
signal site that the KGB has issued to him |ocated at the Taft
Bridge in Northwest Washi ngton, D.C.

101. On Monday, March 20, 1989, “B’ and the KGB carried out
an exchange operation at the “CHARLIE’ dead drop site in the
Eastern District of Virginia.

“B’” passed two packages to the K@. One contained a TOP
SECRET SCI docunent entitled “DCl Guidance for the National
MASI NT Intelligence Program (FY 1991-FY 2000),” prepared by the
Measurenment and Signature Intelligence (MASINT) Conmttee and
dat ed Novenber 1988. The docunment bears the caveats NOFORN and

NOCONTRACT, and contains the foll ow ng preface:
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War ni ng Noti ce
Intelligence Sources or Methods Involved
( VNI NTEL)
NATI ONAL SECURI TY | NFORMATI ON
Unaut hori zed Di scl osure Subject to Crimnal Sanctions
According to its Introduction, this docunent contains the MASI NT
Comm ttee’'s recomendations to the DCl for the collection,
processi ng, and reporting of MASINT, and represents the
Intelligence Community’ s consensus on specific MASINT objectives
and studies |eading to needed capabilities. |Its contents are
hi ghly specific and technical. |In passing this docunent to the
KGB, “B’ requested that it be returned.

The second package from“B’” to the K@ contained his twelfth
conputer diskette (“D-12") and approxi mately 539 pages of
materials including classified information on a variety of
matters.

The KGB package to “B” contained $18,000 cash and a third
di anrond, valued at $11,700. It also contained a letter that
confirmed the KGB had received “B"’s packages on Decenber 26 and
January 31, discussed a personal neeting, requested new dead drop
sites, and asked how to increase operational security. The KGB
al so asked “B’ about his security precautions for the di anonds.
(“B” told the K@ that he would say the di anonds cane fromhis

grandnother.) The KGB al so asked for information about a w de

vari ety of technical and operational subjects. The KGB thanked
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“B” for the information he provided on January 31, and asked him
“for everything else that's possible.”

On Tuesday, March 21, 1989, the KGB observed that the signa
at “CHARLI E” had been renoved, indicating that “B” had renoved
the K@ s package.

102. On March 24, 1989, the KG narked the “V’' signal site
on Courthouse Road in Vienna, in the Eastern District of
Virginia, indicating that “B” should pick up a package at the
“PARK/ PRI ME” dead drop site the followi ng Monday. On Monday,
March 27, 1989, the KGB | oaded the dead drop wth the MASI NT
docunent, for return to “B", but “B” did not clear the drop.

103. In April 1989, the KGB presented several awards to
KGB officers involved in the “B’” operation, including the highly-
coveted Order of the Red Banner, the Order of the Red Star, and
t he Medal for Excellent Service.

104. On Monday, May 22, 1989, after a call-out signal from
“B”, he and the KGB carried out an exchange operation at the
“BOB” dead drop site, in the Eastern District of Virginia.

The package “B’ passed to the K@ contained the first and
third di anonds the KGB had given to himand which “B’ returned
for cash, and his thirteenth diskette (“D-13") in which he
suggested an account in Switzerland and bonds to be transferred
toit. The package al so contained approxi mately 80 pages of
mat eri al, including a docunent whose title the KGB noted as
“National Intelligence Program90-91." The di skette contai ned
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classified informati on about a variety of technical and
operational matters.

“B” also provided information about United States Foreign
Oficer Felix Bloch and an illegal in Vienna, Austria. This
di scl osure conprom sed the FBI’s then-ongoi ng espi onage
i nvestigation of Bloch, as described bel ow.

The package that the KGB passed to “B” on May 22, 1989, did
not contain a paynent, but in a letter the KG prom sed to do so
the next time. The KGB also returned the MASINT Committee
docunent, and described its two prior failed efforts to return
it.

The next day, the KGB observed that the signal associated
with the “BOB” dead drop site had been renoved, indicating that
“B” had retrieved the K@@' s package.

105. Felix Bloch had been identified as an associ ate of
Austri a- based known Soviet illegal Reino G kman on the basis of a
t el ephone call between themon April 27, 1989. One day |ater,
the FBI opened a classified investigation of Bloch, who at the
time was assigned to the State Departnent in Washington, D.C
Meeti ngs between Bl och and G kman were observed in Paris on My
14, 1989, and Brussels on May 28, 1989. 1In early June 1989,
after “B” had conprom sed the Bl och investigation, G knman
suddenly left for Moscow. Early on the norning of June 22, 1989,
Bl och received a tel ephone call at his home in Washington, D.C
froma man identifying hinself as “Ferdinand Paul”. According to
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a recording of that call, “Ferdinand Paul” told Bloch that he was
calling “in behalf of Pierre” who “cannot see you in the near

future” because “he is sick”, and that “a contagi ous di sease is

suspected.” (Bloch knew G knman as “Pierre”.) “Paul” then told
Bl och: “1I amworried about you. You have to take care of
yoursel f.” Having concluded that this call alerted Bl och that

his association with G kman had been conprom sed, the FB
interviewed Bloch on June 22 and 23, 1989. Bl och denied he had
engaged in espionage and ultimately declined to answer any
further questions. The FBI was unable further to develop its

i nvestigation of Bloch.

106. On Monday, August 7, 1989, after two call-out signals
from*®“B’, he and the K@ carried out an exchange operation at the
“CHARLI E’ dead drop site in the Eastern District of Virginia.

In the package from“B” were five rolls of filmcontaining a
hi ghly-restricted TOP SECRET/ SCI anal ysis of the foreign threat
to a specific and naned highly-conpartnented United States
Gover nnment program dated May 1987

Also in the package from“B” was his fourteenth diskette
(“D-14"), which contained information fromthe Bl och-G kman file,
and several FBI recruitnent attenpts. “B’ approved a new dead
drop site the KGB had proposed, codenaned “DORI S’, |ocated under
a footbridge in Canterbury Park in Springfield, Virginia, in the

Eastern District of Virginia.
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The K@ s package to “B” contai ned $30,000 cash and a letter
prom sing to conpensate himfor the returned dianonds. The KGB
rejected his suggestions for an account in Switzerland. The KGB
di scussed communi cations plans, and proposed a new dead drop
site, codenaned “ELLIS", under a footbridge over Wl ftrap Creek
near Creek Crossing Road at Foxstone Park, near Vienna, Virginia,
in the Eastern District of Virginia, with a signal site on the
“Foxst one Park” sign.

The next day, the KGB observed that the signal associated
with the “CHARLIE’ dead drop site had been renpved, indicating
that “B” had retrieved the KGB s package.

107. On August 17, 1989, the KGB deposited $50,000 into an
escrow account established for “B” in a Soviet bank in Mscow.

108. On Monday, Septenber 25, 1989, “B’ and the K@ carried
out an exchange operation at the “DORIS” dead drop site in the
Eastern District of Virginia.

The package from*“B” to the KG contai ned approxi mately 80
pages of material including part of a docunment concerning a
hi ghl y-sensitive United States technical operation classified at
the TOP SECRET/SCI |evel. In passing this docunent, “B”
conprom sed a program of enornous val ue, expense, and i nportance
to the United States. Also in the package was his fifteenth

di skette (“D-15"), containing additional classified information.
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The package fromthe K@ to “B” contai ned $30, 000 cash, a
letter, and, for the first time fromthe KGB, a conputer
di skette.

The next day, the KGB observed that the signal associated
with the “CHARLI E” dead drop site had been renoved, indicating
that “B” had retrieved the K& s package.

109. On Cctober 2, 1989, the KGB received a letter from*“B
at an accommodation address in the Eastern District of Virginia.
It bore a return address of “G Robertson, 1408 |Ingeborg Ct.,
McLean VA’ and was postmarked “NO VA’ on COctober 28, 1989. The
letter reported that: “The disk is clean. | tried all methods —
conpl etely demagneti zed.”

110. On Cctober 17, 1989, the KGB received an envel ope from
“B” at an accommpdati on address, in the Eastern District of
Virginia. It bore a return address of “G Robertson, 1101
Ki ngston Ct., Houston, TX' and was postmarked “NO VA M5C 220" on
Cctober 16, 1989. The envel ope contained “B’"’ s sixteenth
di skette (“D-16").

111. On Monday, October 23, 1989, “B’ and the KGB carried
out an exchange operation at the “ELLIS” dead drop site in the
Eastern District of Virginia.

The package from*“B” to the KG contai ned an exact duplicate
of the sixteenth diskette (“D-16"), which “B” had sent by mail
t he week before. The diskette contained additional classified
i nformati on about technical and recruitnent matters. “B’
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requested the K@ to load the “ELLIS” dead drop site at any tine,
and advi sed that he woul d check the signal site periodically
about the | oading.

The package fromthe K& to “B” contai ned $55, 000 cash and a
letter advising “B” that $50,000 had been deposited into his
escrow account in Mdscow. “B’ never signaled that he had cl eared
this dead drop, and on COctober 26 the K@ retrieved its package.

112. On Tuesday, Cctober 31, 1989, the KGB | oaded the
“ELLIS" dead drop site with a package containing the $55,000 cash
and a second KGB diskette. The diskette provided a new
accommodat i on address, and instructions to “B” on how to inform
the KGB which materials should be opened by the K@ in
Washi ngton, D.C., and which should go to the Center. 1t conveyed
regards fromthe KG Chairnman and made extensive requests for
additional information concerning particular United States
intelligence activities targeting the Soviet Union. On Novenber
11, 1989, the KGB observed that the “ELLIS" signal site was
renmoved, indicating that “B” had renoved the K& s package.

113. On Monday, Decenber 25, 1989, after a call-out signal
from*®“B’, he and the K@ carried out an exchange operation at the
“BOB” dead drop site in the Eastern District of Virginia.

The package from*“B’ to the KGB contained his seventeenth
di skette (“D-17") and several docunents including a DCl Nati onal
Intelligence Estimate entitled “The Soviet Systemin Crisis:
Prospects for the Next Two Years” and dated Novenmber 1989. This
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docunent was cl assified SECRET, bore the caveats NOFORN
NOCONTRACT WNI NTEL, and contai ned the notice: “Unauthorized

Di scl osure Subject to Crimnal Sanctions.” He also provided
addi ti onal docunents on the highly sensitive technical operation
referred to above.

The di skette contained a nessage in which “B” conplinented
the K@ s efficient actions, and provided current information
about: several ongoing FBI recruitnent operations against Sovi et
intelligence officers; three new tightly-protected FBI sources
within the KGB and other Soviet entities; and four defectors. He
al so provi ded updated informati on on the Bl och-G knman matter.

The package fromthe KGB to “B” contai ned $38,000 cash as
paynment for the Cctober 16-23 period plus conpensation for the
two returned dianonds, and two KGB di skettes. The diskettes
contained Christnmas greetings fromthe KGB, discussed
communi cations plans, and asked “B’” for specific information
about a variety of classified technical operations.

114. On Monday, March 5, 1990, after a call-out signal from
“B”, he and the K@ carried out an exchange operation at the
“CHARLI E’ dead drop site in the Eastern District of Virginia.

The package from*“B” to the K@ contained his eighteenth
di skette (“D-18"), on which “B” provided classified information
on a wide variety of topics, including: four Soviet nationals, a
K& officer, a Soviet illegal, and two K& defectors, who were
all serving as FBI-Cl A sources; conmunications intelligence
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operations; and the identification of a particular named NSA
enpl oyee and the sensitive office in which the enpl oyee worked.
The package al so contai ned a 120- page docunent whose title,
according to KGB records, was “Soviet Armed Forces and Strategic
Nucl ear Capabilities for the 1990s,” dated February 1990.

The package fromthe K@ contai ned $40, 000 cash and a KGB
di skette. The diskette di scussed comruni cations plans and asked
“B” to provide information on a wide variety of classified
technical, operational, and recruitnment matters. The KGB al so
asked “B’” what the Soviets could use of the certain highly
classified and sensitive programinformation he had previously
di scl osed.

115. On Monday, May 7, 1990, after a call-out signal from
“B”, he and the KGB carried out an exchange operation at the
“DORI'S" dead drop site in the Eastern District of Virginia.

The package from*“B” to the K@ contained his nineteenth
di skette (“D-19”) and approximately 232 pages of material,
i ncl udi ng anot her docunent on the tightly-conpartnented
classified programthat was the subject of the docunent “B’
passed to the K@ on August 7, 1989. “B’ also gave the KGB
perm ssion to use the certain highly classified and sensitive
program i nformati on he had previously discl osed.

“B’” al so advised that because of a pronotion he would be
traveling for one year, and he discussed conmuni cati ons plans and
a nmet hod of renew ng contact.
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The package fromthe K@ to “B’ contai ned $35, 000 cash and
KGB di skette. The diskette contai ned comruni cati ons pl ans, and
identified a new dead drop site, codenaned “FLO, |ocated under
footbridge in Lewnsville Park near the intersection of Warner
Avenue and Westbury Road in MlLean, Virginia, in the Eastern
District of Virginia, and a nearby signal site. The diskette
al so contained specific requests for information, including
operational |leads and nmaterials on recruitnments of Soviets. It
read, in part, as foll ows:

Dear Friend:

. We attach sone information requests which

we ask Your kind assistance for. W are very cautious

about using Your info and materials so that none of our

actions in no way causes [sic] no harmto Your

security. Wth this on our mnd we are asking that

sensitive materials and information (especially hot and

demandi ng sone actions) be acconpani ed by sone sort of

Your comments or sonme gui dance on how we may or may not

use it with regard to Your security.

We wi sh You good | uck and encl ose $35, 000.
Thank you.
Si ncerely,

Your friends.

116. On or about May 17, 1990, the KGB received a letter
and a diskette from*“B” at an accommodati on address in the
Eastern District of Virginia.

117. On Monday, May 21, 1990, the KGB | oaded the “ELLI S
dead drop site with a package containing two KG di skettes, and
mar ked a call-out signal for “B.” “B” picked up the K& s

package, but did not | eave one for the KGB
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The KGB di skettes contained a letter that discussed in
detail communications plans and recontact procedures. It read,
in part:

Dear Friend:

Congratul ati ons on Your pronotion. W wsh You all the
very best in Your life and career.

We appreciate Your synpathy for sonme difficulties our
peopl e face - Your friendship and understanding are
very inportant to us. O course You are right, no
systemis perfect and we do understand this.

Speaki ng about the systens. W don’t see any probl em
for the system of our future comunications in regard
to this new circunstances of Yours. Though we can’'t
but regret that our contacts may be not so regular as
before, |ike You said.

We believe our current commo plan - though neither
perfect - covers ruther [sic] flexibly Your needs: You
may have a contact wth us anytinme You want after
staying away as long as You have to. So, do Your new
j ob, make Your trips, take Your tine. The commo plan

we have will still be working. W' Ill keep covering the
active call out signal site no matter how long it’s
needed. And we’'ll be in a ready-to-go node to cone

over to the drop next in turn whenever You are ready:
that is when You are back hone and decide to

communi cate. All You'll have to do is to put Your cal
out signal, just as now. And You have two addresses to
use to recontact us only if the signal sites for sone
reason don’t work or can’'t be used. . . . But in any
case be sure: You may have a contact anytinme because
the active call out site is always covered according to
the schedule no matter how | ong you’ ve been away.

Thank You and good | uck.
Si ncerely,
Your friends.

The KGB particularly asked “B” to “give us sonme good |leads to

possi bl e recruitnents” anong “interesting people in the right
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pl aces.” The KGB al so asked for information about a Sovi et
Enbassy enpl oyee who “B” had previously identified as an FB
recruitnment-in-place, and who the KGB believed was about to
def ect.

118. On August 20, 1990, the KGB received from*“B” an
envel ope, containing his twentieth diskette (“D-20"), at an
accommodati on address in the Eastern District of Virginia. The
envel ope bore the return address “J. Baker, Box 1101, Al exandria
VA’. The diskette contained classified information about several
matters. “B” instructed the K@ to |load the “FLO dead drop site
on Septenber 3, 1990.

119. On Monday, Septenber 3, 1990, the KGB | oaded the “FLO
dead drop site with a package contai ni ng $40, 000 cash, and a KGB
di skette containing a letter which identified nore call-out
signal sites and contai ned nunerous specific requests for
classified information. The letter noted that some of the
materials “B’” had provided about “political issues of interest

were reported to the very top.” “B’ subsequently picked up
the K@ s package.

120. On Saturday, February 2, 1991, in response to an
energency call-out signal from*®“B’, the K& retrieved a package
from*“B” at the “CHARLIE’ dead drop site in the Eastern D strict
of Virginia. The package contained “B"’s twenty-first diskette
(“D-21"), which included a letter in which “B” acknow edged
recei pt of the $40,000, which he characterized as “too generous.”

58



He di sclosed to the K& that the FBI's chief of
counterintelligence in the New York Field Ofice had told him
that the FBI had recruited a specific nunber of sources at a
particul ar Sovi et establishnent. “B” also advised that he woul d
be ready for an operation on February 18, 1991.

I n exchange, the K@ |left a package for “B’” but he did not
pick it up and the KGB later retrieved it.

121. On Monday, February 18, 1991, the KGB | oaded the
“CHARLI E’ dead drop site with a package containing $10, 000 cash
and a KGB diskette. The diskette established two new dead drop
sites, one of which was codenaned “GRACE’ and | ocated under a
footbridge in Rock Creek Park in Washington, D.C. It also asked
“B” to provide specific classified technical and operational
information, and instructed that the next contact would be at the
“DORI'S” dead drop site.

122. On Monday, April 15, 1991, in response to a call-out
signal from“B’, he and the K& carried out an exchange operation
at the “DORI'S” dead drop site in the Eastern District of
Vi rginia.

The package from*“B’ to the KGB contained his twenty-second
di skette (“D-22") in which he confirned recei pt of cash. *“PB
al so provided classified FBI material about a specific
recruitment operation about which the K@ had previously asked.

The package fromthe K@GB to “B” contai ned $10,000 and a KGB
di skette which read, in part, as follows:
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Dear Friend:
Time is flying. As a poet said: “Wiat’'s our life,

If full of care

You have no tine

To stop and stare?”
You’ ve managed to sl ow down the speed of Your running
life to send us a nessage. And we appreciate it.
We hope You're O K and Your famly is fine too. W are
sure You' re doing great at Your job. As before, we'll
keep staying alert to respond to any call from You
whenever You need it.

We acknow edge receiving one disk through CHARLIE. One
di sk of nystery and intrigue. Thank you.

Not nuch a business letter this tinme. Just
formalities. We consider Site-9 cancelled. And we are
sure You renenber: our next contact is due at ELLIS.

Frankly, we are looking forward to JUNE. Every new
season brings new expectations.

Encl osed in our today’'s package please find $10, 000.
Thank You for Your friendship and hel p.

We attach sonme information requests. W hope You' Il be
able to assist us on them

Take care and good | uck.
Si ncerely,
Your friends.

The KGB asked “B” for information about several specific
classified matters, including United States Intelligence
Community plans to respond to donestic turnoil in the Sovi et
Uni on and new United States communications intelligence efforts.

123. On Monday, July 15, 1991, after a call-out signal from
“B”, he and the KGB carried out an exchange operation at the

“ELLI S" dead drop site in the Eastern District of Virginia.
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The package from*“B” to the K@ contained his twenty-third
di skette (“D-23") and approxi mately 284 pages of nmaterial. The
di skette read, in part: “l returned, grabbed the first thing I
could lay ny hands on” and “lI was in a hurry so that you would
not worry, because June has passed, they held ne there |onger.”
He al so noted that he had at |east five years until retirenent,
and remarked: “Maybe I will hang in there for that long.” “B’
al so reported on a particular FBI-CI A operation. The classified
docunents passed by “B’ included FBI docunents, human
intelligence plans, and docunents concerning nuclear and mssile
weapons proliferation.

The package fromthe K@GB to “B” contai ned $12, 000 cash and a
KGB di skette reading, in part, as follows:

Dear friend:

Acknow edgi ng the disk and materials . . . received

through “DORI'S” we al so acknowl edge agai n Your superb

sense of hunor and Your sharp-as-a-razor mnd. W

hi ghly appreci ate both.

Don't worry. We will not steam out incorrect

conclusions from Your materials. Actually, Your

information grately [sic] assisted us in seeing nore

clearly many issues and we are not ashamed to correct

our notions if we have sone. So, thank You for Your

help. But if sone of our requests seema bit strange

to You, please try to believe us there were sufficient

reasons to put them and that what we wanted was to sort

them out wth Your hel p.

In regard to our “nmenp” on Your security. Just one

nore remark. |f our natural wish to capitalize on Your

information confronts in any way Your security

interests we definitely cut down our thirst for profit
and choose Your security. The same goes with any other
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aspect of Your case. That’'s why we say Your security
goes first.

We are sure You renenber our next contact is due at
“FLO .

As al ways we attach sone information requests, which
are of current interest to us.

We thank You and wi sh You the very best.

Si ncerely,
Your friends.

Encl osed in the package please find $12, 000.

The KGB gave “B’ new conmuni cations plans, and nunerous specific
requests for classified technical, operational, and recruitnent
matters. The KGEB al so asked fol |l ow up questions about
information “B” had previously provided, and requested specific
United States Intelligence Community activity towards the Sovi et
Uni on.

124, On Monday, August 19, 1991, after a call-out signal
from*®“B’, he and the K@ carried out an exchange operation at the
“FLO dead drop site in the Eastern District of Virginia.

The package from*“B” to the K@ contained a recent FB
menor andum concer ni ng specific nmethods of surveillance of a
particul ar Soviet intelligence officer. 1t also contained “B"’s
twenty-fourth diskette (“D-24") on which he discussed
communi cations plans and provided i nformation about classified
techni cal and operational matters. On this diskette, he also

di scussed how t he Sovi et Union could benefit froma thorough
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study of the period of Chicago’'s history when the city was
governed by Mayor Richard J. Dal ey.

The package fromthe K& to “B” contai ned $20,000 cash and a
message wel com ng “B’ back and advising that the next exchange
woul d be at the “GRACE’ dead drop site.

125. On Monday, COctober 7, 1991, after a call-out signal
from*®“B’, he and the K@ carried out an exchange operation at the
“GRACE” dead drop site in the Eastern District of Virginia.

The package from*“B” to the K@ contained his twenty-fifth
di skette (“D-25") and a cl assified docunent entitled “The US
Doubl e- Agent Program Managenent Revi ew and Policy
Recomendati ons” dated Septenber 10, 1991. On the diskette, “B
provi ded i nformati on about various classified recruitnent
operations. “B” also identified by nane a particular “old
friend” whom he suggested the KGB try to recruit; he expl ai ned
that the man was a mlitary officer who had recently been told he
woul d not be pronoted.

The package fromthe K@GB to “B” contai ned $12, 000 cash and a
KGB di skette reading, in part, as follows:

Dear friend:

Thanks for the package of 02.13. [The] materials are

very prom sing, we intend to work on the scenario so

W sely suggested by You. And the magical history tour

to Chicago was nysteriously well tined. Have You ever

t hought of foretelling the things? After Your

retirement for instance in sone sort of Your own

“Cristall [sic] Ball and Intelligence Agency” (CBIA)?

There are always so nany people in this world eager to

get a glinpse of the future.
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But now back to where we belong. There have been many

i nportant devel opnents in our country lately. So many

that we’d like to reassure You once again. Like we

said: we’ve done all in order that none of those events

ever affects Your security and our ability to maintain

the operation with You. And of course there can be no

doubt of our commtnent to Your friendship and

cooperation which are too inportant to us to | oose

[ sic].

Pl ease note: our next contact is due at HELEN

Encl osed in the package please find $12,000 and

attached as always are sone information requests which

we’ d ask Your kind attention to.

Thank You and good | uck.

Si ncerely,

Your friends.

The KGB provi ded new conmuni cati ons plans and asked “B” for
specific information about a variety of classified technical,
operational, and analytical matters. The KGB al so asked for the
current 1991 issue of a particular docunent reporting on Sovi et
knowl edge of United States satellite reconnai ssance systens,
comenting that: “It’s fun to read about the life in the Universe
to understand better what’'s going on on our own planet.” Asking
about sone pages that appeared to be mssing from*“B’s July
package, the KGB noted: “Sonetines it happens, we understand.
Life is becomng too fast.”

126. On Decenber 12, 1991, the KGB received an envel ope
from*“B” at an acconmodati on address in Alexandria, Virginia, in
the Eastern District of Virginia. The envel ope, which was

addressed by hand, bore a handwitten return address of “J.
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Baker, Box 1101, Houston, TX' and was postmarked Washi ngton, D.C.
The envel ope contained a handwitten note reading: “— @ BOB on
6/ 22; T. DEVI CE APPROVED 6/16, COM NG SOON'. Using the
established “6" coefficient, the reference to “6/22" actually
refers to Decenber 16. The reference to “T. DEVICE' related to
information “B” had previously passed to the K@ regarding a
classified technical operation.

127. On Monday, Decenber 16, 1991, “B’ and the KGB carried
out an exchange operation at the “BOB’ dead drop site in the
Eastern District of Virginia.

The package from*“B” to the K@ contai ned several docunents,
i ncl udi ng:

(A) A DCl Counterintelligence Center research paper
entitled “The KGB' s First Chief Directorate: Structure,
Functions, and Methods,” dated Novenber 1990. The docunent
was classified SECRET with the caveats NOFORN NOCONTRACT
ORCON. It also bore the follow ng noti ces:

WARNI NG NOTI CE

Thi s docunent shoul d be dissenm nated only to

persons having both the requisite clearances

and a need to have access to its contents for

performance of their duties. No further distri-

bution or reproduction is authorized w thout

t he approval of the Associate Deputy Director

for Operations for Counterintelligence, ClA

and

Nat i onal Security Unaut hori zed Di scl osure
| nf ormati on Subject to Crimnal Sanctions
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(B) A current volunme of the DCl Congressional Budget
Justification that detailed the prograns and resource needs
of the FBI's Foreign Counterintelligence Program The
docunment was cl assified SECRET with the caveats NOFORN
NOCONTRACT ORCON, and the warning: “Unauthorized Disclosure
Subject to Crimnal Sanctions.”
The package from*“B” also contained his twenty-sixth diskette
(“D-26") in which he expressed enbarrassnent over the pages
m ssing fromhis earlier package, and advi sed that he had been
pronoted to a position of increased salary and authority that had
nmoved himtenporarily out of direct responsibility for Soviet
matters. He noted that a new m ssion for his new group had not
yet been defined, and he quoted a particular remark by General
Patt on about the Japanese. “B’ discussed comuni cations pl ans,
and provided information about various classified technical and
operational matters. He also proposed a new comruni cati ons
system in which he would set up an office at a location in town
not subject to electronic surveillance, where he and the KGB
could communicate directly using a conputer that woul d be
speci al | y-equi pped with certain advanced technol ogy.

The package fromthe K@GB to “B” contai ned $12, 000 cash and a
KGB di skette di scussing conmuni cati ons plans and asking for
specific information about various classified matters.

128. In one nessage to “B” the KG warned himto: *“Exam ne
fromthe point of security Your practice of copying materials.”
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129. On or before Cctober 6, 1999, “B” received the

followwng letter fromthe SVR
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Dear friend: wel cone!

It’s good to know you are here. Acknow edgi ng
your letter to V.K we express our sincere joy on the
occasion of resunption of contact with you. W firmy
guarantee you for a necessary financial help. Note,
pl ease, that since our |ast contact a sum set aside for
you has risen and presents now about 800. 000 doll ars.
This time you will find in a package 50.000 doll ars.
Now it is up to you to give a secure explanation of it.

As to communi cation plan, we may have need of sone
time to work out a secure and reliable one. This why
we suggest to carry on the 13th of Novenber at the sane
drop which you have proposed in your letter to V.K W
shall be ready to retrieve your package from DD since
20:00 to 21:00 hours on the 12th of Novenber after we
woul d read you [sic] signal (a vertical mark of white
adhesive tape of 6 - 8 cmlength) on the post closest
to Wlftrap Creek of the “Foxstone Park” sign. W
shall fill our package in and make up our signal (a
hori zontal mark of white adhesive tape).

After you will clear the drop don’t forget to
remove our tape that will nmean for us - exchange is
over.

W propose a new pl ace where you can put a signa
for us when in need of an urgent DD operation.
LOCATI ON: the cl osest to Withaven [sic] Parkway wooden
electricity utility pole at the south-west corner of T-
shaped intersection of Foxhall Road and Wit ehaven
Par kway (map of Washi ngton, DC, page 9, grid Bll). At
any working day put a white thunb tack (1 cmin
di aneter, colored sets are sold at CVS) into the
Northern side of the pole at the height of about 1.2
yards. The tack nust be seen froma car going down
Foxhall| Road. This will mean for us that we shall
retrieve your package fromthe DD Foxstone Park at the
evening of the nex [sic] week's Tuesday (when it’s
getting dark).

In case of a threatening situation of any kind put
a yellow tack at the sane place. This will nean that
we shall refrain fromany conmuni cation with you unti
further notice fromyour side (the white tack).

We al so propose for your consideration a new DD
site “Lewis”. DD LOCATION: wooden podiumin the
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anphi t heatre of Long-branch Nature Center (map of
N.Virginia, page 16, grid &8). The package shoul d be
put under the FAR-LEFT corner of the podium (when
facing the podium. Entter [sic] Longbranch Nature
Center at the sign fromCarlin Springs Road (near 6th
Road south) and after parking your car in the |ot
follow the sign “To Anphitheatre.” LOCATION OF THE DD
SIGNAL: a wooden electricity utility pole at the north-
west corner of the intersection of 3d Street and Carlin
Springs Road neaqr [sic] the Metrobus stop (the sane
map, grid F7). The signals are the sanme as in the
“Foxstone Park” DD. The white adhesive tape should be
pl aced on the NORTHERN side of the pole, so that it
could be noticed fro [sic] a car noving along Carlin
Springs Road in the southern direction from Route 50.

Pl ease, let us know during the Novenber operation
of your opinion on the proposed places (the new signal
and DD “Lew s”).

W are intending to pass you a permnent
communi cations plan using drops you know as well a new
portion of noney. For our part we are very interested
to get fromyou any information about possible actions
whi ch may threaten us.

Thank you. Good luck to you. Sincerely,

Your friends.
The initials “V.K.” are those of a known SVR Li ne KR seni or

of ficer in Washington, D.C

SVR,

130. On or before March 14, 2000, “B” wote a letter to the
reading, in part, as foll ows:

.| have conme about as close as | ever want to cone
to sacrificing nyself to help you, and I get silence.
| hate silence....

Concl usi on: One m ght propose that | ameither insanely
brave or quite insane. 1’°d answer neither. 1’'d say,
insanely loyal. Take your pick. There is insanity in
all the answers.

| have, however, cone as close to the edge as | can
w thout being truly insane. M security concerns have
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proven reality-based. 1’'d say, pin your hopes on
‘“insanely loyal’ and go for it. Only I can | ose.

| decided on this course when | was 14 years old. 1'd
read Philby’'s book. Now that is insane, eh! M only
hesitations were ny security concerns under

uncertainty. | hate uncertainty. So far | have judged
the edge correctly. Gve ne credit for that.

Set the signal at ny site any Tuesday evening. | wll
read your answer. Please, at |east say goodbye. It’'s
been a long tine ny dear friends, a |long and | onely
tinme.

Ranon Garci a

131. On or before June 8, 2000, “B’” wote a letter to the
SVR which read, in part, as foll ows:

Dear Friends:

Adm ni strative |ssues:

Encl osed, once again, is ny rudinentary cipher.

Qoviously it is weak in the manner | used it |ast —-

reusing key on multiple nessages, but | wanted to give

you a chance if you had |ost the algorythm/[sic].

Thank you for your note. It brought nme great joy to

see the signal at last. As you inplied and | have

said, we do need a better form of secure conmmunication

—- faster. In this vein, | propose (wthout being

attached to it) the foll ow ng:

One of the commercial products currently available is

the Palm VIl organizer. | have a PalmIll, which is
actually a fairly capable conputer. The VII version
conmes with wireless internet capability built in. It

can allow the rapid transm ssion of encrypted nessages,
which if used on an infrequent basis, could be quite
effective in preventing confusions if the existance
[sic] of the accounts could be appropriately hidden as
wel | as the existance [sic] of the devices thensel ves.
Such a device mght even serve for rapid transmttal of
substantial material in digital form Your FAPSI could
revi ew what woul d be needed, its advisability, etc.,
obviously — particularly safe rules of use. Wile
FAPSI may nove with the rapidity of the Chinese arny,
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they can be quite effective, in juggernaut fashion,
that is to say thorough.

New t opi cs:

If you are wise, you will reign [sic] in the GRU  They
are causing no end of grief. But for the |large nunber
of doubl e-agents they run, there would be al nost no
ability to cite activity warranting current foreign
counterintelligence outlays. O course the Gusev
affair didn’t help you any. |If I’'d had better

communi cations | could have prevented that. | was
aware of the fact that m crophones had been detected at
the State Departnent. (Such matters are why | need
rapid communi cations. It can save you much grief.)
Many such things are closely held, but that closeness
fails when the need for action conmes. Then the
conpartments grow of necessity. | had know edge weeks
before of the existence of devices, but not the country
placing them . . . | only found out the gruesone
details too late to warn you through avail abl e neans
including the colored stick-pin call. (Wich by the
way | doubted would work because of your om nous
silence.) Very frustrating. This is one reason | say
‘you waste nme’ in the note.

The U. S. can be errantly likened to a powerfully built
but retarded child, potentially dangerous, but young,
i mmature and easily mani pul ated. But don’'t be fool ed

by that appearance. It is also one which can turn
ingenius [sic] quickly, Iike an idiot savant, once
convinced of a goal. The [ ] Japanese (to quote

CGeneral Patten [sic] once again) learned this to their
di smay.

| will not be able to clear TOM on the first back-up
date so don’t be surprised if we default to that and
you find this then. Just place yours again the
foll ow ng week, sanme protocol

| greatly appreciate your highly professional inclusion
of old references to things known to you in nessages
resulting fromthe mail interaction to assure ne that

t he channel remains unpirated. This is not |ost on ne.

On Swi ss noney laudering [sic], you and | both know it
is possible but not sinple. And we do both know t hat
money is not really ‘put away for you’ except in sone
vague accounting sense. Never patronize at this |level.
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It offends nme, but then you are easily forgiven. But
perhaps | shouldn’'t tease you. It just gets ne in
troubl e.

t hank you agai n,

Ranon

132. On or before July 31, 2000, “B" received the follow ng
letter fromthe KGB/ SVR
Dear Ranon:

We are glad to use this possibility to thank You
for Your striving for going on contact with us.

We received Your nessage. The truth is that we
expended a |l ot of efforts to decipher it.

First of all we would |ike to enphasize that al
wel | known events wich [sic] had taken place in this
country and in our honel and had not affected our
resources and we reaffirmour strong intentions to
mai ntai n and ensure safely our |ong-term cooperation
w th You.

We perceive Your actions as a nanifestation of
Your confidence in our service and fromour part we
assure You that we shall take all necessary neasures to
ensure Your personal security as nuch as possi bl e.

Just because proceeding fromour golden rule - to
ensure Your personal security in the first place - we
have proposed to carry out our next exchange operation
at the place which had been used in |ast august [sic].
We did not Iike to give You any occasion to charge us
wi th an inadequate attention to problens of Your
security. W are happy that, according to the version
You have proposed in Your last letter, our suggestions
about DD, known as “Ellis”, coincided conpletely.
However a situation around our collegues [sic] at the
end of passed [sic] year nade us to refuse this
operation at set day.

1. W thank You for information, wnich [sic] is
of a great interest for us and highly evaluated in our
servi ce.
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We hope that during future exchanges we shall
receive Your materials, which wll deal with a [sic]
work of IC, the FBI and CIAin the first place, against
our representatives and officers. W do nean its
human, el ectronic and technical penetrations in our
residencies here and in other countries. W are very
interested in getting of the objective information on
the work of a special group which serches [sic] “nole”
in CTA and FBI. W need this information especially to
take necessary additional steps to ensure Your personal
security....

2. Before stating a conmmunication plan that we
propose for a next future, we would like to precise
[sic] a following problem Do You have any possibility
to nmeet our collegues [sic] or to undertake the
exchange ops in other countries? |If yes, what are
these countries? Until we receive Your answer at this
[ sic] questions and set up a new communi cation plan, we
propose to use for the exchange ops DD according to the
foll ow ng schedul e:

= DD “LEWS” on 27 of may 2001 (with a coefficient
it wll nmean on 21 of novenber 2000). W draw Your
attention on the fact that we used a fornmer coefficient
- 6 (sender adds, addressee subtracts). Atinme wll be
shown at real sense. We will be ready to w thdraw Your
package beginning by 8 PMon 27 may 2001 after we shall
read Your signal. After that we put DD our package for
You. Renove Your signal and place our signal by 9 PM
of the same day. After that You wll w thdraw our
package and renove our signal. That will nmean an
exchange operation is over. W shall check signal site
(i.e., its absence) the next day (28 of May) till 9 PM
If by this tinme a signal had not been renoved we shall
wi t hdraw our package and shall put it in for You
repeatedly dates wwth DD “ELLIS” — in each seven days
after 28 May till 19 of June 2001 (i.e., 13 of Decenber
2000) .

= W propose to carry out our next operation on 16
of october 2001 (i.e., 10 of April) at the DD “LI NDA”
in “Round Tree park” (if this place suits for Your
[sic] we would |ike to receive Your oppinion [sic]
about that during exchange in may). A tine of
operation from8 pmto 9 pm signals and schedul e of
alternate dates are the sanme. In the course of
exchange ops we shall pass to You descriptions of new
DD and SS that You can check them before. You wll
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find with this letter descriptions of two new DD
“LI NDA” and “TOM'. Hope to have Your opinion about
t hem

In case of break off in our contacts we propose to
use DD “ELLIS", that you indicated in your first
message. Your note about a second bridge across the
street fromthe ‘F sign, as back up, is approved. W
propose to use “ELLIS” once a year on 12 August (i.e.,
with coeff. it will be 18 February) at the sane tine as
it was in August 1999. On that day we can carry out a

full exchange operation — You w |l enload your package
and put a signal, we shall withdraw it, |oad our
package and put our signal. You will renobve our
package and put your signal. Alternate dates - in

seven days ‘til next nonth.

= As it appears fromyour nessage, you continue to
use post channel as a neans of communication with us.
You know very well our negative attitude toward this
met hod. However if you send by post a short note where
date (i.e., with coefficient), tinme and name of DD for
urgent exchange are nentioned, you could do it by using
address you had used in Septenber (i.e., with coeff.)
putting in a seal ed envel ope for V.K

In future it is inexpedient to use a V.K nane as
a sender. It will be better to choose any well known
name in this country as you did it before.

3. We shall continue work up [sic] new variants
of exchangi ng nessages including PC disks. O course
we shall submt themto your approval in advance. |If
you use a PC disk for next tinme, please give us key
nunbers and program you have used.

4. W would like to tell you that an
i nsignificant nunber of persons know about you, your
information and our rel ationship.

5. W assess as very risky to transfer noney in Zurich
because now it is inpossible to hide its origin..

133. On or before Novenber 17, 2000, “B” wote a letter to
the KGB/ SVR, reading, in part, as follows:

Dear Fri ends:
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Bear with ne. It was | who sent the nessage trying to
use TOMto comuni cate material to you. On reflection
| can understand why you did not respond. | see that |
failed to furnish you sufficient information for you to
recogni ze that the nessage you left for ne in ELLIS did
not go astray. You do this often (communi cate such
assurances through the nention of itens |ike the old
date offset we used), and believe ne, it is not |ost on
me as a sign of professionalism | say bear with nme on
this because you nust realize | do not have a staff

wi th whomto knock around all the potenti al
difficulties. (For me breaks in comunications are
nost difficult and stressful.) Recent changes in U S.

| aw now attach the death penalty to nmy help to you as
you know, so | do take sone risk. On the other hand,
know far better than nost what mnefields are laid and
the risks. Generally speaking you overestimte the
FBI's capacity to interdict you, but on the other hand,
cocksure officers, (those with real guts and not as
much know edge as they think) can, as we say, step in
an occasional cowpie. (Message to the translator: Cot
a good word for cowpie in Russian?? Cue, don't
blindly wal k behind cows.).

| have drawn together material for you now over a

| engthy period. It is sonewhat variable in inport.
Sonme were selected as being nerely instructive rather
than urgently inportant. | think such instructive
insights often can be quite as valuable or even nore
val uabl e | ong-term because they are w dely applicable
rather than narrow. Qhers are of definite val ue

i mredi atel y.

My position has been nost frustrating. | knew M.
Gusev was in emnent [sic] danger and had no effective
way of communicating in time. | knew m crophones of an

unknown origin were detected even earlier and had no
regul ar way of communicating even that. This needs to
be rectified if | amto be as effective as | can be.

No one answered ny signal at Foxhall. Perhaps you
occasionally give up on ne. @Gving up on ne is a
m stake. | have proven inveterately loyal and willing

to take grave risks which even could cause ny death
only remaining quiet in tines of extrene uncertainty.
So far nmy ship has successfully navigated the slings
and arrows of outrageous fortune.

| ask you to help nme survive.
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On neeting out of the country, it sinply is not
practical for nme. | nust answer too nmany questions
fromfamly, friends, and governnent plus it is a

cardi nal sign of a spy. You have nade it that way
because of your policy. Policies are constraints,
constraints breed patterns. Patterns are noticed.
Meeting in this country is not really that hard to
manage, but | amloath to do so not because it is risky
but because it involves revealing ny identity. That

i nsul ati on has been ny best protection agai nst betrayal
by soneone |ike ne working fromwhatever notivation, a
Bl och or a Philby. (Bloch was such a shnook. . . . |
al nost hated protecting him but then he was your
friend, and there was your illegal | wanted to protect.
| f our guy sent to Paris had balls or brains both would
have been dead neat. Fortunately for you he had
neither. He was your good |uck of the draw. He was

t he ki nd who progressed by al ways checking with those
above and tying themto his mstakes. The French said,
“Shoul d we take them down?” He went all wet. He'd
never nmade a deci sion before, why start then. It was
that close. H's kindred spirits pronoted him Things
are the sane the world over, eh?)

On funds transfers through Switzerland, | agree that
Switzerland itself has no real security, but insulated
by | aundering on both the in and out sides, mne
ultimately through say a corporation | control |oaning
nortgage noney to ne for which (re)paynents are

made. ... It certainly could be done. Cash is hard to
handl e here because little business is ever really done
in cash and repeated cash transactions into the banking
system are nore dangerous because of the difficulty in
explaining them That doesn’t mean it isn't wel cone
enough to |l et that problem devolve on ne. (W should
all have such problens, eh?) How do you propose | get
this noney put away for ne when |I retire? (Cone on; |
can joke with you about it. | know noney is not really
put into an account at MOST Bank, and that you are
speaking figuratively of an accounting notation at best
to be nade real at sone uncertain future. W do the
sane. Want ne to lecture in your 101 course in ny old
age? M college | evel Russian has sunk | ow through
inattention all these years; | would be a novelty
attraction, but | don’t think a practical one except in
extrems.)

76



So good luck. Wsh ne luck. OK, on all sites detailed

to date, but TOMs signal is unstable. See you in

“July’ as you say constant conditions.

yours truly,

Ranon

134. On the evening of Tuesday, Decenber 12, 2000, FB
surveil |l ance personnel observed HANSSEN driving four tines past
t he Foxstone Park sign on Creek Crossing Road in Vienna,

Virginia. As described above, the Foxstone Park sign is the
signal site associated with the “ELLIS” dead drop site, which was
used fromearly on in the K& s “B’ operation.

135. Also on the evening of Tuesday, Decenber 12, 2000, FB
surveill ance personnel observed HANSSEN wal king into a particul ar
store at a shopping center near Foxstone Park at the sane tine as
a knowmn SVR officer was in front of the store.

136. On Tuesday, Decenber 26, 2000, FBI surveill ance
personnel observed HANSSEN three tinmes at the Foxstone Park
signal site:

a) At approximately 5:42 pm HANSSEN st opped his
vehicle in front of the Foxstone Park sign for approximately
ten to fifteen seconds.

b) At approximately 8:53 pm HANSSEN parked his car on
a street off Creek Crossing Road and wal ked to the Foxstone
Park signal site. HANSSEN stopped in front of the Foxstone
Park sign, holding a lit flashlight, and swept the
flashlight beamin a vertical notion over sone wooden pyl ons
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| ocat ed near the sign, between the road and the sign. He

appeared to the FBI surveillance personnel to focus his

fl ashli ght beam on one of the pylons. He then turned and

wal ked away, shrugging his shoulders and raising his arnms in

a gesture of apparent disgust or exasperation. HANSSEN

returned to his vehicle, and drove away to a nearby Tower

Records store.

c) At approximately 9:32 pm HANSSEN drove back past

t he Foxstone Park signal site, stopped his vehicle in front

of it for approximately two to three seconds, and then drove

away .

137. During January 2001, FBI surveillance personnel
observed HANSSEN drive past the Foxstone Park signal site, and
either slowing or stopping at the site, on three occasions. At
approxi mately 8:18 pm on Tuesday, January 9, 2001, HANSSEN drove
past the Foxstone Park signal site, cane to a conplete stop in
front of it for approximately 10 seconds, then drove away.
Shortly before 6:00 pmon Tuesday, January 23, 2001, HANSSEN
drove past the Foxstone Park signal site, canme to a rolling stop
near it, and then drove away. After 5:00 pmon Friday, January
26, 2001, HANSSEN drove past the Foxstone Park signal site,
sl ow ng down near it.

138. On the evening of Mnday, February 5, 2001, FB

surveil |l ance personnel observed HANSSEN driving past the Foxstone
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Park signal site three tinmes between approximately 5:37 pm and
approximately 7:44 pm

139. On Monday, February 12, 2001, FBI surveill ance
personnel checking the “LEWS” dead drop site found a package
concealed at the site. FBI personnel renoved the package and
transported it to the FBI Laboratory, where it was opened, its
contents were exam ned and photocopied, and it was restored to an
apparently intact condition. The package was then replaced at
the dead drop site. The package contai ned $50,000 i n used $100
bills and a typed note reading: “Next 10/31/01 TOM alt. 20,27"
These were wrapped in white paper, which was taped, and which in
turn was wapped in a taped-up black plastic trash bag inside a
second bl ack plastic trash bag.

VI. FEACTS ESTABLI SHI NG THAT “B” 1S ROBERT PHI LI P HANSSEN

There is overwhel m ng evidence that “B” is ROBERT PHI LIP
HANSSEN

A.  FORENSI C EVI DENCE

140. Wen “B’ nade dead drops to the KG&G/ SVR, he would
pl ace the contents of the drop in a plastic garbage bag, which he
would wap with tape. The plastic bag would then be pl aced
i nside a second garbage bag. The FBI has conme into possession of
the inner plastic bag used by “B’” on one occasion to wap the
contents of a package to the KGB

141. An FBI fingerprint exam ner has conducted an
exam nation of the plastic bag and ascertained that it contains
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two | atent fingerprints of conparison value. The exam ner
determ ned that these two fingerprints are those of ROBERT PHI LI P
HANSSEN

B. MATERI AL OBTAI NED FROM HANSSEN S FBI OFFI CE AND VEH CLE

142. On February 5, 2001, pursuant to court authorization,
the FBI searched HANSSEN s current personal office within Room
9930 at FBI Headquarters. HANSSEN s briefcase, |located in the
of fice, contained (1) HANSSEN s current valid United States
tourist passport; (2) a personal address book; (3) several
per sonal checkbooks; (4) nultiple sets of financial statenents;
(5) one conputer floppy disk; (6) one 8MB Versa Card Flash Menory
Adapter, which is a nenory storage card for a conputer; (7) one
cell phone. These itens were photographed, duplicated, or
ot herwi se recorded, but not renoved or altered. Upon
exam nation, the FBI determ ned that the nenory storage card
cont ai ned several letters associated wth the “B” operation,
whi ch are further described el sewhere in this Affidavit. That
these letters were found in HANSSEN s possession is clear and
unequi vocal evidence that HANSSEN is “B’

143. On January 30, 2001, pursuant to court authorization,
the FBI searched HANSSEN s Ford Taurus autonobile, and found the
fol | ow ng:

(1) In the glove conpartnent were a roll of white Johnson &

Johnson nedi cal adhesive tape, and a box of Crayola colored

chal k contai ning 12 pieces of chal k.
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(2) In one of four cardboard boxes in the trunk were seven
classified docunents printed fromthe FBI's Automated Case
Support (ACS) system Several pertained to ongoing FB
foreign counterintelligence investigations and were

cl assified SECRET.

(3) In another cardboard box in the trunk were six green

fabric-covered United States governnent | edger notebooks,

containing classified information.

(4) Aso in the trunk were a roll of Superior Performance

Scotch clear mailing tape, and dark-col ored Hefty garbage

bags.

These itens were not renoved, although small sanples were taken,
and t hey were photographed.

144. On February 12, 2001, pursuant to court authorization,
the FBI again searched HANSSEN s Ford Taurus autompbile. 1In
addition to the itens described in part (1) of the foregoing
par agr aph, the gl ove conpartnent contained a small plastic box
cont ai ni ng t hunbt acks of various colors, including yellow and
white. It was further ascertained that at | east one of the
pi eces of chalk was pink. These itens were not renoved, although
smal | sanples were taken, and they were photographed. During
this search, HANSSEN s briefcase was observed in the vehicle, but
it was not renoved

C. RECORDI NG OF TELEPHONE CONVERSATI ON
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145. On August 18, 1986, KG O ficer Al eksander Fefel ov
spoke by tel ephone with “B”. A portion of that tel ephone call,
| asting approximately two m nutes, was recorded. Two FBI
anal ysts, who have worked closely and routinely with HANSSEN f or
at least five years, have listened to both the recording and an
FBI - enhanced version of the recording in which background noi se
has been m nimzed. They have both concl uded w thout reservation
that the voice of “B” is that of HANSSEN.

D. DEAD DROP SITES

146. There is a particularly clear correlation between
HANSSEN s personal residence in Northern Virginia and two dead
drop sites used frequently in the “B” operation.

147. 1n 1985, when “B” volunteered to the KGB, HANSSEN
lived on Whitecedar Court, in Vienna, Virginia. The first dead
drop site selected by “B” was Nottoway Park, which was | ess than
a five mnute wal k from Whitecedar Court. Between 1985 and 1989,
the Nottoway Park site was used for dead drops so frequently - 17
times - that it was designated by the K@ as the “PARK/ PRI ME”
dead drop site.

148. I n Novenber 1985, the \Witecedar Court house was sold
and HANSSEN noved to New York to undertake his new assignnent in
the New York Field Ofice. He returned to FBI Headquarters in
August 1987, and noved into a hone at 9414 Talisman Dri ve,

Vi enna, Virginia, which he had bought in July 1987.
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149. I n August 1989, the KGB designated drop site “ELLIS,”
| ocat ed near Foxstone Park in Vienna, Virginia. The frequent use
of this site -- at |east seven tines -- suggests that “B” |ived
very close to the site or passed it routinely. A further
indication of this is that “B” told the K& in Cctober 1989 that

the K@ could use the “ELLIS” site at any tine. In fact, the

“ELLIS" site is an approximately one-mle wal k from HANSSEN s
Tal i sman Drive residence.

E. PALMI1I

150. HANSSEN owns a Palml1l1l device which is a hand-held
personal digital assistant. The FBI has determ ned that
HANSSEN s Palm 111 contains a reference to “ELLIS" and the date
February 18, and the tinme 8:00. The term®“ELLIS" is the KGB/ SVR
codenane for the dead drop site located in the area of Foxstone
Park that was used seven tines by either “B", the K@/ SVR, or
bot h.

F. CORRELATI ON OF HANSSEN S WORK ASSI GNMENTS TO “B’’s
DI SCLOSURES TO THE KGB/ SVR

151. *“B"’s first letter to the K@ was postmarked in Prince
CGeorge’s County, Maryland, on Tuesday, COctober 1, 1985. Although
at that tinme HANSSEN had recently been re-assigned to New York
Cty, FBlI records show that on that particular day he was in
Washi ngton, D.C., on admnistrative matters. Prince Ceorge’s
County is located on the route between Washington, D.C., and New

York City.
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152. In May 1990, “B” told the K& that, due to a
pronotion, he would be traveling nore and his access to materials
would be limted. In May 1990, HANSSEN was reassigned fromthe
Soviet Analytical Unit in the Intelligence Division to the
| nspection Division at FBI Headquarters. An Inspection D vision
assignnent is a typical feature of an FBI supervisory agent’s
career path and requires frequent travel to FBlI field offices for
i nspections. Wile serving in this assignnent, HANSSEN travel ed
frequently from June 1990 through June 1991 to conduct
i nspections in various FBI offices.

153. On July 15, 1991, “B” indicated to the K@ that he had
“returned” froma trip. The KG responded on August 15, 1991
wi th a nmessage wel com ng hi mback and noting that “it’s great for
you to touch the green, green grass of home.” HANSSEN r et urned
on May 24, 1991 froma | engthy overseas inspection tour.

154. On Decenber 16, 1991, “B’ told the K& that he had “an
increase in salary and authority [which] noved himtenporarily

out of direct responsibility, but a new m ssion for ny new group

has not been fully defined” and that “I hope to adjust to that
As Ceneral Patton said . . . ‘let’s get this over with so
we can go kick the [ ] out of the | ] Japanese.” (He quoted

the sanme reference to Japanese in the letter he wote to the SVR
on or before June 8, 2000.) At that tinme, HANSSEN was preparing
to assune new duties as Chief of the new National Security Threat
List Unit at FBI Headquarters, where he focused the Unit’s
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counterintelligence efforts on econom c espionage. This new
assignnment resulted in an increase in salary (fromGS-14 to G5
15) and authority (Unit Chief). Several FBI enployees recal

t hat HANSSEN frequently quoted Ceneral Patton, and one enpl oyee
who wor ked cl osely with HANSSEN specifically renmenbers HANSSEN
once using the above-nentioned Patton quote in a discussion with
hi m

155. In February 1988, “B” told the K& that he could read
the Vi ktor Sheynov file because a special project relating to
Sheynov was about to begin. At that tinme, HANSSEN was revi ew ng
the Sheynov file in preparation for his participation in upcom ng
Intelligence Community debriefings of Sheynov.

156. Throughout the “B” operation, “B’ reported on
Sheynov’ s defection. HANSSEN took particular interest in the
Sheynov case and devel oped a personal friendship with Sheynov.
Recently, in fact, HANSSEN told FBlI co-workers that he was
considering an offer of lucrative enploynment by Sheynov after
retirement in April 2001.

157. On August 19, 1991, “B’ passed detailed information to
the KG on FBI coverage of a particular suspected Sovi et
intelligence officer. On July 1, 1991, HANSSEN returned to the
Intelligence Division at FBI Headquarters (after his tour of duty
on the Inspection Staff) and becane the Headquarters Supervisor
responsi ble for FBI coverage of this suspected Soviet
intelligence officer.
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158. In his assignnment to Cl-3A, the FBI’'s Sovi et
Anal ytical Unit, HANSSEN had access to an extrenely broad array
of highly classified material. The FBI has determ ned that
HANSSEN s access to classified material is consistent with “B"’s
di scl osure of classified material to the KGB/ SVR

159. During two extended periods when “B” was inactive,
from Novenber 1985 to June 1986, and August 1986 to August 1987,
HANSSEN was assigned to the FBI's Field Ofice in New York City.

160. In July 1991, “B’" told the KG that he had at | east
five nore years until retirenment. HANSSEN was eligible for

retirenent fromthe FBlI in 1996
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G HANSSEN S USE OF THE FBI AUTOVATED CASE SUPPORT SYSTEM

161. The Automated Case Support System (ACS) is the FBI's
col |l ected conputerized databases of investigative files and
indices. ACS cane online in Cctober 1995.

The main, and nost extensive ACS database, is the Electronic
Case File (ECF), which contains el ectronic comuni cati ons and
certain other docunments related to ongoing FBI investigations,
prograns, and issues, and the indices to those docunents. It is
the equivalent of a closed FBI intranet. ACS users can access
i ndividual files by making full-text search requests for
particul ar words or terns.

162. FBI personnel who are “approved users” of ACS,

i ncl udi ng HANSSEN, nust |l og on with a user identification nunber
and password unique to each user. Retrieval |ogs make it
possi ble to conduct audits of individuals’ use of ACS.

163. An audit of HANSSEN s use of ACS shows that he has
been a consistent user of ECF in particular, and that he
periodi cally conducted searches of the ECF database using a w de
variety of very specific search terns. Although sone of
HANSSEN s ACS use appears to have been related to his official
responsibilities, he made a substantial nunber of ACS searches
apparently directly related to his own espionage activities.
Through these searches, HANSSEN could retrieve certain FB
records that woul d indicate whet her HANSSEN or his KGB/ SVR
associates, or their activities or operational |ocations, were
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known to or suspected by
t o danger.

For exanpl e,
for the foll ow ng terns,
specified period of tine

July 25, 1997
March 30, 1998:

May 18, 1998:

July 6, 1998:

July 30, 1998:

Septenber 3, 1998:

Sept enber 21, 1998:

Cct ober 13, 1998:

Cct ober 27, 1998:

Decenmber 14, 1998:

April 7, 1999:

the FBI, and thus whet her

he was exposed

on the follow ng dates HANSSEN searched the ECF

[imting some of the searches to a

as i ndi cat ed:
HANSSEN
DEAD DROP AND KGB

DEAD DROP
DEAD DROP AND RUSSI A

DEAD DROP

DEAD DROP AND WASHI NGTON
FI SA AND CELL PHONE
HANSSEN

9414 TALI SVAN

DEAD

DEAD DROP

DEAD DROP AND WASHI NGTON
DOUBLE D

HANSSEN

ROBERT P. HANSSEN

ROBERT HANSSEN

ROBERT P HANSSEN
ROBERT P. HANSSEN

‘ DEAD DRCP

‘ DEAD DROP’ AND RUSSI A

DEAD DROP

DEAD DROP[ Dat es=08/ 01/ 1998-10/ 13/ 1998

‘ DEAD DROCP

‘ DEAD DROP* AND WASHI NGTON

‘ DEAD DROP* WASHI NGTON

DEAD DROP
DEAD DROP AND WASHI NGTON

DROP SI TE
DROP SI TE AND RUSSI A
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April 12,

August 11,

August 17,

August 30,

1999:

Sept enber 2,

1999:

19909:
19909:

1999:

Sept enber 28, 1999:

Cct ober 21,

Cct ober 26,

Cct ober 27,

November

Novemnber

31

15,

1999:
1999:

1999:
1999:

1999:

ROBERT HANSSEN
TALI SMAN

TALI SMAN DRI VE
VWH TE CEDAR

VWH TECEDAR COURT

CCTV AND VI RG NI A

CCTV AND VI RA NI Al Dat es=01/ 01/ 1999-
08/ 11/ 1999

FOXSTONE

DEAD DROP[ Dat es=01/01/1999-08/ 17/ 1999

DEAD DROP
DEAD DROP[ Dat es=07/01/1999- 08/ 30/ 1999

CCTVv

CCTV AND SVR

‘ DEAD DRCP* AND SVR
‘ DEAD DROP* SVR

DROP SI TE
DROP Sl TE[ Dat es=10/ 01/ 1999- 10/ 21/ 1999
TALI SMAN

DEAD DROP[ Dat es=10/01/1999-10/ 21/ 1999

VI ENNA AND VI RG NI'A
VI ENNA AND VI RG NI A AND FCl [ Dat es=
01/ 01/ 1999- 10/ 27/ 1999]

DEAD DROP[ Dat es- 1/ 09/ 1999- 1/ 28/ 1999

FOXSTONE
FOXSTONE AND VI ENNA
VI ENNA AND DROP
VI ENNA AND DRCOP AND FCl
[ Dat es=01/ 01/ 1999- 11/ 4/ 1999
VI ENNA AND DROP[ Dat es=01/ 06/ 1999-
03/ 11/ 1999]

DEAD DROP AND VI RG NI A
FOXSTONE
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January 13, 2000: DEAD DROP[ Dat es=01/01/2000- 01/ 13/ 2000
DEAD DROP[ Dat es=10/01/1999-12/ 31/ 1999

January 18, 2000: DROP SITE AND VI RG NI A
SVR AND DEAD DRCP NOT GRU

March 14, 2000: DEAD DROP AND SVR

March 31, 2000: DEAD DROP
DEAD DROP AND RUSSI A

May 22, 2000: TALI SMAN DRI VE

Sept enber 28, 2000: DEAD DROP AND WASHI NGTON

Cct ober 4, 2000: DROP Sl TE[ Dat es=08/ 01/ 2000- 10/ 04/ 2000
Novermber 13, 2000: DEAD DROP[ Dat es=10/01/2000- 11/ 13/ 2000

Decenber 21, 2000: DEAD DROP[ Dat es-10/01/2000-12/22/ 2000
ESPI ONAGE[ Dat es- 11/ 01/ 2000- 12/ 21/ 2000

January 3, 2001: ROBERT HANSSEN

January 16, 2001: DEAD DROP[ Dat es=12/01/2000- 01/ 15/ 2001
ESPI ONAGE[ Dat es=12/ 01/ 2000- 01/ 15/ 2001

January 19, 2001: DEAD DROP[ Dat es=12/ 01/ 2000- 01/ 18/ 2001

January 22, 2001: DEAD DROP[ Dat es=01/01/2000-01/ 12/ 2001
DEAD DROP[ Dat es=12/ 01/ 2000- 01/ 22/ 2001
DEADDROP[ Dat es=01/ 01/ 2000- 01/ 22/ 2001
FOXSTONE

H “B"’S “OLD FRI END’

164. In 1991, “B" proposed that the KG consider recruiting
a particular nanmed individual who he described as an “old
friend.” HANSSEN had been friends with this individual since

HANSSEN was a t eenager
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VII. LOCATI ON OF EVIDENCE, FRU TS, | NSTRUMENTALI TIES, AND
PROCEEDS

165. Based on ny training and experience, and that of other
FBI personnel with whom | have consulted, and on ny participation
in this investigation, | know that:

166. Persons who have engaged in espionage activities on
behal f of foreign intelligence services maintain records, notes,
bank records, financial statenents, cal endars, journals, naps,
instructions, classified docunents, and other papers or docunents
relating to the transmttal of national defense and cl assified
intelligence information to foreign governnents and intelligence
services. Such records, notes, bank records, financial
statenents, cal endars, journals, maps, instructions, classified
docunents, and ot her papers or docunents are naintained, albeit
often secreted, on their persons, in and around their residences,
at their places of enploynent, in honme and office conputers, in
their autonobiles, and in other renpote | ocations such as safe
deposit boxes and storage facilities.

167. Persons who have been engaged in espionage activities
on behalf of foreign intelligence services often utilize
espi onage paraphernalia, including devices designed to conceal
and transmt national defense and classified intelligence
i nformati on. These paraphernalia and devices include materials
used by espionage agents to communi cate between each ot her and

with a foreign government, to wit: coded pads, secret witing
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paper, chem cals used to devel op coded and secret nessages,

m crodots, and mcrofiche, together with instructions in the use
of these materials; electronic recording and transmttal

equi pnent; conputers and conputer disks; caneras and film books,
records, docunents, and papers. The information that is
frequently passed or recorded through such nethods often

i ncludes: (1) national defense and classified intelligence
information; (2) the identities of other foreign espionage agents
and intelligence officers; (3) financial transactions, including
paynments to foreign espionage agents and hi dden financi al
accounts; (4) records of previous illicit espionage transactions;
and (5) the source and disposition of national defense and
classified information.

168. Persons who have been engaged in espionage activities
on behalf of foreign intelligence services routinely conceal in
their residences |arge amounts of United States and foreign
currency, financial instrunents, precious netals and gens,
jewel ry, and other itens of val ue and/or proceeds of illegal
espi onage transactions. They al so conceal records relating to
hi dden foreign and donestic bank and financial records, including
accounts in fictitious nanes.

169. Persons who have been engaged in espionage activities
on behalf of foreign intelligence services often secrete national
defense and cl assified docunents and materials, as well as
cl andesti ne conmuni cati ons devices and instructions, contact
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i nstructions, codes, telephone nunbers, maps, photographs, other
papers and materials relating to communi cati ons procedures, and
proceeds and records of illegal espionage transactions, in secure
hi dden | ocations and conpartnments within their residences, places
of enploynment, safe deposit boxes, storage facilities, and/or
not or vehicl es, including hidden conmpartnents w thin notor
vehicles, for ready access and to conceal such itens from |l aw
enf orcenent authorities.

170. Persons who have been engaged in espionage activities
on behalf of foreign intelligence services are not unlike any
ot her person in our society in that they maintain docunents and
records, often doing so for long periods of tine regardl ess of
whet her their value to the person has di mnished. These persons
mai nt ai n docunents and records that will identify and corroborate
travel both in the United States and abroad made in connection
with foreign intelligence activity, including personal neets with
foreign intelligence officers. Such docunents and records
i ncl ude passports, visas, calendars, journals, date books,
t el ephone nunbers, credit cards, hotel receipts, airline records,
correspondence, carbon copies of noney orders and cashier’s
checks evidencing | arge cash expendi tures, and accounts and
records in fictitious nanes.

171. Persons who have been engaged in espionage activities
on behalf of foreign intelligence services often maintain
identity documents, including those utilizing fictitious
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identities, United States foreign currency, instructions, nmaps,
phot ographs, United States and foreign bank accounts’ access
nunbers and instructions, and other papers and materials relating
to enmergency contact procedures and escape pl ans.

172. The above-described results of recent court authorized
searches of HANSSEN s autonpbile and office denonstrate that
HANSSEN has retai ned evidence of his espionage activity, and that
such activity is ongoing.

173. Both the |ocation of the dead drop site “ELLIS", and
the location of the signal site associated with the “ELLIS” dead
drop site — the Foxstone Park sign in the southern part of
Foxstone Park — are wthin an approximtely one-mle driving and
wal ki ng di stance from HANSSEN s resi dence at 9414 Talisman Drive,
Vi enna, Virginia.

174. “B’ had substantial comunications with the K& about
usi ng sophi sticated conputer techniques for communi cations, and
he sent information to the K@ on encrypted conputer diskettes.
HANSSEN is known to be highly skilled in the use of conputers and
conputer programmng, and to maintain at |east one conputer with
its own server in his residence at 9414 Talisman Drive, Vienna,
Virginia. There is thus probable cause to believe that in
conti nui ng espionage activities HANSSEN i s using one or nore
conputers (in addition to his PalmIlll device) and rel ated di sks,
di skettes, and other equi pnment now | ocated in his residence at
9414 Talisman Drive, Vienna, Virginia.
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VIT1. SPEC AL NEEDS AND JUSTI FI CATI ON TO SEI ZE COVPUTERS AND
RELATED HARDWARE AND ELECTRONI C STORAGE DEVI CES FOUND
AT HANSSEN S RESI DENCE FOR COFF- SI TE EXAM NATI ON

175. As noted above, HANSSEN has a hi gh degree of conputer
technol ogy expertise. |In addition, there is probable cause to
believe that HANSSEN i s using conputers as an instrunentality of
hi s espionage activities. This is evidenced by the letters to
and fromthe KGB/ SVR found on the conputer nenory card in his
briefcase, and by the reference “ELLIS” on his PalmIll device,
as well as HANSSEN s extensive accessing of the FBI's ACS system
for information relevant to his espionage activities. HANSSEN
has at | east one conputer and a server in his residence at 9414
Talisman Drive, Vienna, Virginia, and a portable | aptop conputer.
Because of the likelihood that HANSSEN wi || have extraordinary
anmounts of information and files in his conmputers (including
| apt ops) and any conputer storage devices and that such
informati on may be encrypted, it will be neither practical nor
reasonable to require the searching agents to exam ne the
def endant’ s conputers onsite at his residence. G ven HANSSEN s
conput er expertise and concern about detection, there is
consi derabl e risk that HANSSEN has set up self-destruct prograns
for his conmputers that could erase vital evidence and files if
his systemor systens were exam ned by anyone ot her than experts.
Accordingly, the FBI intends to seize those conponents of
HANSSEN s conput er hardware and rel ated equi pnent as the FB
determ nes nust be seized in order to be exam ned in an
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appropriate |l ocation by Conputer Analysis Response Team ( CART)
personnel . Seizing and disabling the defendant’s conputer
hardware will al so hel p prevent HANSSEN or any co-conspirators
fromseeking to erase any data on HANSSEN s conputer system
(itncluding his server) fromany renote |ocation and through any
speci al destructive program

176. In addition, it is highly probable that HANSSEN has
access to and has used the conmputers (including |aptops) of
famly menbers residing in the sanme residence. Accordingly, he
may be using these conputers of famly nenbers to store or
transmt or conceal classified information or other evidence of
the espionage activity set forth in this affidavit. It wll
therefore be necessary to seize and exam ne the conputer hardware
and files within of famly nenbers. Such conputers and files
therein will be speedily returned to those famly nenbers if
exam nation discloses that they have in fact no evi dence or
docunents connected to the espionage activity described in this

Af fidavit.
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| X, REQUEST FOR AUTHORITY TO EXECUTE SEARCH WARRANTS DURI NG
NI GHTTI ME HOURS

Based on ny experience and the experience of other FB
Speci al Agents known to nme, | am aware that persons who have
commtted serious felonies, particularly those felonies with
aut hori zed puni shnments of death or incarceration for any term of
years or life, will often attenpt to destroy evidence, fruits,
and instrunentalities of their crines if alerted prematurely to
| aw enforcenent interest. | also know that foreign intelligence
services, including the SVR, are able to communi cate prearranged
“danger” signals to their agents to alert themto destroy
evidence, fruits and other instrunentalities of crime, as well as
to execute energency escape plans. | amalso aware that these
hostile foreign intelligence services, and in particular the SVR
actively seek to penetrate United States intelligence and | aw
enf orcenment agenci es by technical and human neans to | earn about
FBI counterintelligence activities. As a result, |aw enforcenent
interest could be detected at any tinme and it nay be necessary to
execute a search warrant during night tine hours to preserve
evidence, fruits and instrunentalities of espionage from
destruction.

In addition, it is noted that as a Special Agent of the
Federal Bureau of Investigation, HANSSEN is authorized to carry a
service weapon at all tinmes, and he is known to have additi onal

weapons in his residence, and may in his vehicles, that could
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pose an i nmedi ate danger and threat to any searching or arresting
agents unl ess seized and secured as qui ckly as possi bl e.

If the FBlI is unsuccessful in apprehendi ng HANSSEN
i mredi ately, he could return hone during evening hours to destroy
incrimnating evidence, obtain a weapon and other itens to assi st
his flight or evasion. 1In an undated letter to the K@ in
Novenber 1985, HANSSEN wote: “Eventually | would appreciate an
escape plan.” HANSSEN currently carries his valid touri st
passport in his briefcase. As noted above, the SVR has
instructed HANSSEN to use a yellow tack in case of a “threatening
situation”, which could trigger an SVR-assisted escape, and he
has recently possessed yellow tacks. It is highly likely that
HANSSEN woul d have such an escape plan in place by 2001, and that
authority to search at any tinme of the day or night would be
essential to foil any such escape plan, especially if HANSSEN
recei ved warning fromthe SVR

Finally, as noted above, much of the operational activity of
the “B” operation occurred at night. Recently, HANSSEN was
observed checki ng a known KGB/ SVR signal site on severa
ni ghtti me occasions in Decenber 2000 and January and February.
Accordingly, there is probable cause to believe that HANSSEN
woul d go to the signal site or related dead drop site (both
desi gnat ed under the code nane “ELLIS’) at any tinme, and
especially at night to avoid detection. Because an arrest of
HANSSEN coul d wel |l occur in the nighttine hours, and the searches
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shoul d be conducted i medi ately upon his arrest, authority is
requested to execute search warrants during nighttine hours.

X CONCLUSI ON AS TO PROBABLE CAUSE TO SEARCH

177. Based on the above facts and circunstances, | believe
there is probabl e cause that evidence, fruits, instrunentalities,
and proceeds of espionage activity by ROBERT PHI LI P HANSSEN, in
violation of Title 18, United States Code, Section 794(a)
(Transm tting National Defense Information) and Section 794(c)
(Conspiracy to Commt Espionage), are |located in:

1) The residence of ROBERT PHI LI P HANSSEN, such
prem ses known and described as a single famly
resi dence | ocated at:

9414 Talisman Drive
Vi enna, Virginia 22182

as nore fully described in Attachnment B, and which
is within the Eastern District of Virginia;

2) One silver 1997 Ford Taurus, bearing VIN
1FALP52WV&11742 and Virginia |license plate
nunber ZCWB538, which is anticipated to be within
the Eastern District of Virginia,;

3) One 1993 Vol kswagen van, bearing VIN
W2KC0706PHO80424 and Virginia license plate
nunber ZCWB537, which is anticipated to be within
the Eastern District of Virginia,;

4) One 1992 | suzu Trooper, bearing VIN
JACDHS58WIN7903937 and Virginia license plate
YRP3849, which is anticipated to be within the
Eastern District of Virginia;
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Xl.  WARRANTS REQUESTED

Based on all the foregoing, | respectfully request a warrant
for the arrest of ROBERT PHI LI P HANSSEN, and search warrants for
the | ocations described in the inmmediately foregoing Section of
this Affidavit.

X1, ATTESTATI ON

The above facts are true and correct to the best of ny

know edge and bel i ef.

Stefan A Pluta
Speci al Agent
Federal Bureau of Investigation

Sworn and Subscribed to before me
this day of February, 2001.

UNI TED STATES MAG STRATE JUDGE
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