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INTRODUCTION
[I]n the application of a constitution, . . . our contemplation can-

not be only of what has been but of what may be. . . .

... Ways may some day be developed by which the Gov-
ernment, without removing papers from secret drawers, can
reproduce them in court, and by which it will be enabled to ex-
pose to a jury the most intimate occurrences of the home. . ..
Can it be that the Constitution affords no protection against such
invasions of individual security?

Society has come a long way toward realizing the scenario Justice
Brandeis hypothesized in the dissenDimstead especially with regard
to computer-generated “papers.” As society moves into the cyberivorld,
the novel, distinctive characteristics of electronic information are gener-
ating a host of questions as to how traditional Fourth Amendment
jurisprudence is, and should be, transposed to this new environment.

The rise of the cyberworld has given us cybercrime, a new variety of
unlawful behavior in which computers are used in committing crimes.
Evidence-gathering by law enforcement officers investigating cyber-
crime cases can implicate any of several legal standards, including the
Fourth Amendment prohibition on unreasonable searches and séizures,

1. Olmstead v. United States, 277 U.S. 438, 473-74 (1928) (Brandeis, J., dissenting).

2. The “cyberworld” is the experience of cyberspace as a distinct reality, a virtual real-
ity. SeeMARGARET WERTHEIM, THE PEARLY GATES OF CYBERSPACE: A HISTORY OF SPACE
FroM DANTE TO THE INTERNET 223-252 (1999); John Sulé@yberspace as Psychological
Space at http://www.rider.edu/users/suler/psycyber/psychspace.html (last visited Feb. 11,
2002).

3. SeeSusan W. Brennels There Such a Thing as “Virtual Crime2 CaL. CriM. L.
REv. (2001) at http://www.boalt.or@ICLR/v4N4brenner.htm (last visited Mar. 16, 2002);
Marc D. GoodmanWhy the Police Don’t Care About Computer Crjmi® Harv. J. L. &
TeCH. 465 (1997).

4. U.S. Const. amend. IV (“The right of the people to be secure in their persons,
houses, papers and effects, against unreasonable searches and seizures, shall not be violated,

D).
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the Fifth Amendment privilege against self-incriminatiand statutory
guarantees such as those created by the Electronic Communications Pri-
vacy Act’ Statutory guarantees like the Electronic Communications
Privacy Act were deliberately crafted to deal with technological issues,
but constitutional guarantees evolved in a world in which technology
was essentially unknownit can, therefore, be difficult to translate con-
stitutional guarantees into a technical environment.

The Fourth Amendment is the most troubling provision because ap-
plying its guarantees to computer searches and seizures requires
extrapolating concepts that were devised to deal with the “real” physical
world to the cyberworld The Fourth Amendment guarantees citizens the
right to be free from “unreasonable searches and seiZubeSearch”
or a “seizure” is reasonable if it meets certain requirements. Officers
may conduct a search and/or seizure pursuant to a search warrant that is

5. U.S.Const. amend. V (“No person . . . shall be compelled in any criminal case to be
a witness against himself, . . ").

6. The Electronic Communications Privacy Act of 1986, 18 U.S.C. 8§ 1367, 2521,
2701-2709, 2711, 3117, 3121-3127 (1994).

7. When the Fourth and Fifth Amendments were adopted, ‘the form that evil had there-
tofore taken,” had been necessarily simple. Force and violence were then the only means
known to man by which a Government could directly effect self-incrimination. It could com-
pel the individual to testify—a compulsion effected, if need be, by torture. It could secure
possession of his papers and other articles incident to his private life—a seizure effected, if
need be, by breaking and entry. . . . But ‘time works changes, brings into existence new condi-
tions and purposes.’ Subtler and more far-reaching means of invading privacy have become
available to the Government. Discovery and invention have made it possible for the Govern-
ment, by means far more effective than stretching upon the rack, to obtain disclosure in court
of what is whispered in the closet. Olmstead v. United States, 277 U.S. 438, 473 (1928)
(Brandeis, J., dissenting).

8.

[T]he seizure of a computer raises many issues beyond those that might pertain to
mere writings.

For example, seizing a computer may intrude into the privacy interests of individu-
als other than the intended subjects due to e-mail transmissions to and from a
particular computer. Similarly, when a networked computer is subject to a search, it
may be possible to examine interactions with computers that are networked to the
one being searched. Moreover, the use of a computer to access the internet also
raises issues regarding a potential search of that computer, as the hard drive stores
information about the internet sites that have been visited by the user. Therefore, the
search of a computer could implicate the privacy concerns of many people who did
not use a specific computer physically, but in fact used such computer electroni-
cally. Furthermore, the seizure of a networked computer may disrupt all or part of a
network and interfere with many other users.

People v. Gall, 30 P.3d 145, 162—-63 (Colo. 2001) (Martinez, J., dissenting).
9. U.S. ©nst. amend. IV.
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based on probable cau$d@he warrant must be issued by a neutral and
detached Magistrate Judge and certain other requirem@his officers’
conduct will be “reasonable,” not in violation of the Fourth Amendment,
as long as they stay within the scope of that warrant, or, in other words,
as long as their actions are calculated to locate evidence for which the
warrant authorizes them to search and séikkere are also a number of
exceptions to the warrant requirement; if officers carry out a search
and/or seizure pursuant to one of these exceptions, their conduct will be
deemed to be reasonable even though they acted without a Walfrant.
officers carry out a search or seizure that is not authorized by a warrant
or by an exception to the warrant requirement, their conduct will be
deemed unreasonable, and in violation of the Fourth Amendment.

The parameters used to implement Fourth Amendment guarantees in
the context of real world searches and seizures are well-established. The
cyberworld lacks the real world’s unambiguous physical boundaries,
therefore it is often difficult to translate these guarantees into the context
of computer searches where simply determining when a “search” or
“seizure” occurs can be a complicated endeavor, as can differentiating a
“search” from a “seizure”?

The areas of Fourth Amendment difficulty are myriad and seem to
increase almost every day, so a comprehensive treatment of these issues
is outside the scope of this article. The goal of this article is to illustrate
the issues that arise in the context of computer search and seizures by
examining several areas in which the application of Fourth Amendment
concepts to computer searches and/or seizures can be problematic. In
order to illustrate this point, the article will build on a hypothetical. The
hypothetical situation assumes law enforcement officers have lawfully

10. See2 WAYNE R. LAFAVE, CRIMINAL PROCEDURE § 3.4(d) (2d ed. 1999%f. State v.
Staley, 548 S.E.2d 26 (Ga. App. 2001) (granting motion to suppress evidence because warrant
issued to search defendant's computer for evidence of child pornography was not based on
probable cause).

11. SeelaFave supranote 10, at § 3.4.

12. SeeU.S. v. Heldt, 668 F.2d 1239, 125660 (D.C. Cir. 1981); LaFawgranote 10,
at § 3.4(j).

13. LaFavesupranote 10, at 88 3.2, 3.3.

14. SeeU.S. v. Richards, 638 F.2d 765 (5th Cir. 1988g generallyaFave supranote
10, at § 3.4.

15. SeeMobpEL CobE OF CYBERCRIME INVESTIGATIVE PROCEDURE, art. | § 5(a)—(b)
(1998) at http://www.cybercrimes.net/MCCIP/artl.htm [hereinaftddCCIP”] (last visited
Feb. 11, 2002) (defining the terms search and seizure separately). The MCCIP is a model rule
governing what law enforcement officers can and cannot do when they are investigating cy-
bercrimes. The code addresses issues such as the constraints the Fourth Amendment places on
officers when they are searching and seizing computers, the legal rules that govern the use of
subpoenas to obtain evidence about someone’s Internet Service Provider accounts and gaining
access to encrypted files.
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obtained a warrant to search for and seize evidence concerning the
commission of one or more crimes. It will also be assumed that com-

puter technology played some role in the commission of these crimes, so
computer equipment and computer data are legitimate objects of the
search. This hypothetical is used to explore three issues, each of which
concerns the execution of a computer search and seizure warrant:

Under what circumstances is it reasonable to conduct a
search of computers and/or computer files off-site, as op-
posed to on-site?

What, if any, role should the plain view doctrine play in
computer searches and seizures?

Is copying data contained on a hard drive or in some other
electronic storage media search? A seizure?

17
I. A HYPOTHETICAL

Federal agents spent several years investigating the possible com-
mission of insurance fraud involving the submission of false and/or
inflated claims for reimbursement of medical expenses. The agents came
to believe that attorneys and employees working for the law firm of Doe
& Doe were centrally involved in the commission of the fraud, and con-
cluded that a search of the law firm’s files was needed for evidence of
that involvement.

To that end, agents obtained a warrant authorizing them to search the
office of Doe & Doe and to seize specified “computer hardware,
software, and peripherals” at that office. The warrant was based on
probable cause, was issued by a “neutral and detached” Magistrate
Judge, and in every other way satisfied the requirements of the Fourth
Amendment. In addition to authorizing the seizure of computer
hardware, software and peripherals, the warrant authorized the
investigators to search the seized computer system for data concerning
individuals who were targets of the investigation, medical appointment
logs, accounting records and other evidence itemized in a schedule

16. Storage and computer media denotes devices used to store computer data, which in-
clude floppy disks, hard disks, CD-ROM’s, DVD’s, ZIP drives, and magnetic t&mes.
Michael Chappell, Computer Forensics and Litigation Suppotiftp://www.sinch.com.au/
articles/2000/computer_forensics.htm (last visited Jan. 31, 2002).

17. Hypothetical is based on the facts found in two related caese€ommonwealth v.

Ellis, No. 97-192, 1999 WL 815818 (Mass. Super. Aug. 27, 1999) (ruling on a motion to sup-
press electronically stored evidence); Commonwealth v. Ellis, No. 97-192, 1999 WL 823741
(Mass. Super. Aug. 18, 1999) (ruling on a motion to suppress evidence).
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attached to the warrant application. The warrant required the agents
executing the search to make a back-up copy of the information
contained in the seized computer hardware, “as soon as reasonably
practicable.” The judge issuing the warrant ordered that the back-up be
sufficient to give Doe & Doe a copy of all the information stored on its
seized computer equipment. The warrant also ordered the investigators
to make a mirror imagdtof the computer system using the system’s own
peripherals. The mirror image was to capture all the data on the system
to the extent possible, including data purged or deleted from the system.
It was also to be used to identify all users who had access to particular
data on the system.

The agents charged with executing the warrant entered the Doe &
Doe office early one morning, and began by disabling the office’s net-
work server. They seized the server and related equipment. The agents
then went to each stand-alone computer with independent storage capac-
ity and ran a “key-word” search of its hard drive, using a program called
DiskSearch II? If the search produced any key-word “hits,” they seized
the computer. The agents ultimately seized twenty-two computers, all
but four of Doe & Doe’s computers. The agents executing the warrant
also seized thirteen computer back-up tapes and a printer. The printer
was seized to facilitate their off-site searching of the seized computers.

The agents moved the seized computers and computer equipment to
an off-site location, where the server and computer were reassembled.
Two back-up copies of the data contained on the system were not made
until four days after the initial search. One of these copies was then re-
turned to Doe & Doe. The search of the system was not completed for
almost two years.

I1. OFF-SITE VERSUS ON-SITE COMPUTER SEARCHES

Officers executing an authorized Fourth Amendment intrusion have
traditionally searched for and then seized evidence (if, indeed, any was

18. Mirror image backups (also referred to as bit stream backups) involve the backup of
all areas of a computer hard disk drive or another type of storage media, e.g., Zip disks, floppy
disks, Jazz disks, etc. Such mirror image backups exactly replicate all sectors on a given stor-
age device. Thus, all files and ambient data storage areas are copied. Such backups are
sometimes referred to as “evidence grade” backups and they differ substantially from standard
file backups and network server backups.

New Technologies, Inc.Mirror Image Backup—Definedat http://www.forensics-
intl.com/def2.html (last visited Nov. 9, 2001).

19. See New Technologies, Inc.DiskSearch 32 at http://www.forensics-intl.com/
dssuite.html (last visited Nov. 27, 2001) (providing the most current version of the software
used in the hypothetical).



BRENNERTYPEDOC 3/29/023:02 PM

2001-2002] Computer Searches and Seizures 45

to be found), rather than the reverse. Indeed, this essential, but generally
unarticulated, Fourth Amendment practice is implicitly recognized when
referring to search and seizure warrghts.

A. Off-Site Document Searches

Toward the end of the last century, the practicability of this assump-
tion came into question with regard to certain kinds of Fourth
Amendment intrusions. A doctrine was established under which the tra-
ditional sequence was reversed, evidence was seized and then searched.
This doctrine emerged in the context of “document” searches, cases in
which officers executed search warrants requiring them to search
through large volumes of paper records and seize specified docdments.
Instead of searching through the documents on-site and only seizing
those documents which fell within the scope of the warrant, officers be-
gan seizing all of the documents and removing them to an off-site
location where they searched the entire body of documents, seized those
that were within the scope of the warrant and then returned the Gthers.

Often, those whose documents were seized challenged the officers’
actions, claiming they were not “reasonable” under the Fourth
Amendment’ Since the officers acted pursuant to a lawfully-issued
warrant, the challengers did not claim that the officers’ conduct was
unreasonable from the outset; instead, they argued that the officers acted
unreasonably in the way they executed the wafte®pecifically, the
challengers alleged that it was not reasonable for the officers to seize a
large volume of documents and take them away for an off-site search.
They pointed out, among other things, that in doing so the officers
exceeded the scope of the warrant by seizing both relevant and irrelevant
documents, e.g., documents which fell within the scope of the search and

20. See, e.g.Wilson v. State, 752 A.2d 1250 (Md. Ct. Spec. App. 2000) (upholding the
seizing of defendant’s blood followed by a “search” of the blood).

21. SeeUnited States v. Wuagneux, 683 F.2d 1343, (11th Cir. 1982); United States v.
Beusch, 596 F.2d 871 (9th Cir. 1979).

22. SeeUnited States v. Hargus, 128 F.3d 1358, 1363-1364 (10th Cir. 1997) (holding of-
ficers did not “grossly exceed” a search warrant by removing two filing cabinets from
defendant’s residence because “on-site sorting would be impractical and un-duly time con-
suming.”); Wuagneux 683 F.2d at 1352-1353eusch 596 F.2d at 876-877See also
FEDERAL GUIDELINES FOR SEARCHING AND SEIZING CoMPUTERS § II(C) Step 3 at 47-48
(2001) available athttp://www.cybercrime.gov/searchmanual.pdf [hereinafierpELINES]

(last visited Mar. 16, 2002) (suggesting that when obtaining a warrant the party should alert
the court to the possibility of an off-site search).

23. SeeHargus 128 F.3d at 1363-136Wuagneux683 F.2d at 1352-135Bpusch596
F.2d at 876-877.

24. Seeid.
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seizure warrant and those that did fic@ourts consistently upheld this
practice as “reasonable” under the Fourth Amendment relying, in part,
on the premise that having officers search through the entire volume of
documents on site is more intrusive than having them do so off-site.
One factor often cited in upholding this practice is that clearly
incriminating documents are so often intermingled with other non
incriminating documents that it simply is not reasonable to require
officers to sort the documents on-site.

The application of the off-site document search doctrine is not lim-
ited to searches conducted on business property, it also applies to the
home. Several decisions apply the doctrine to searches conducted at a
person’s home, on the premise that it would be even more intrusive to
have officers conduct a lengthy sorting and searching process at a home
than at a business.

B. Off-Site Computer Searches

Warrants that require officers to search for and seize computer gen-
erated evidence can also create a large volume of evidence. The various
elements of which are often intermingled with each other. For example, a
keyword search may identify many files and file fragments which con-
tain the responsive phrase, but depending on the nature of the
investigation, not all of these will be relevant or discoverable. The same

25. See id
26.

The search here was limited to Santarelli’s upstairs bedroom and an adjoining hall-
way. . . . Given the fact that the search warrant entitled the agents to search for
documents, . . . it is clear that the agents were entitled to examine each document in
the bedroom or in the filing cabinet to determine whether it constituted evidence
they were entitled to seize under the warrant. . . . It follows that Santarelli would
have no cause to object if the agents had entered his home to examine the docu-
ments and remained there as long as the search required. The district court
estimated that a brief examination of each document would have taken several days.
Under these circumstances, we believe that the agents acted reasonably when they
removed the documents to another location for subsequent examination. Given that
the officers were entitled to examine the documents while they remained in the
home, we cannot see how Santarelli’s privacy interest was adversely affected by the
agents’ examination of the documents off the premises, so long as any items found
not to be relevant were promptly returned. . . . We find, therefore, that the search of
Santarelli’'s residence was reasonable.

United States v. Santarelli, 778 F.2d 609, 615-616 (11th Cir. 1985) (citations onSted);
Wuagneux 683 F.2d at 1352-13538eusch 596 F.2d at 876—877See alsOGUIDELINES
8 II(C) Step 3 at 47-48.

27. SeeUnited States v. Wapnick, No. CR-92-419, 1993 WL 86480 (E.D.N.Y. Mar. 16,
1993);Wuagneux683 F.2d at 135Fee als@uipeLINEs § 1I(C) Step 3 at 47-48.

28. Santarellj 778 F.2d at 615—-618Yapnick1993 WL 86480 at *6—7.
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search term may vyield results that identify text contained in relevant
documents and text in documents which are not relevant to the crime
under investigation or contain correspondence between the suspect and
their attorney. The search results may also include text that is found in
deleted files or e-mails. The terms of the search warrant will dictate
whether text located in deleted files can be used as evidence. It is there-
fore not surprising that officers began to deal with these computer
“document” in the same way they had become accustomed to dealing
with paper documents. The officers seize the containers in which the
computer records are stored and take the records Sffsitbe searched

and sorted’

1. Department of Justice Guidelines

In 1994, the Department of Justice issuedRéeral Guidelines for
Searching and Seizing Computdhereinafter Guidelines’], the pur-
pose of which was to try to “illustrate some of the ways in which
searching a computer is different from searching a desk, a file cabinet, or
an automobile® The authors of th&uidelinesexplained that they had
attempted to translate traditional search and seizure principles into the
context of computer searches, noting that they “often had to extrapolate

29. For the purposes of this article, “off-site” computer searches consist of the “removal
and transportation of electronic evidence to a location not on the premises and location where
the electronic evidence is found or in the location of the area to be searched described in the
warrant.” MCCIP art. VII § 4(f)(I)(A)(iii). An “on-site” search is a search conducted “on the
premises and location where the electronic evidence is found or in the location of the area to
be searched described in the warrant”; in an on-site search, the computers, files or related
equipment “may be relocated to a place other than its original location in those premises” for
the purpose of conducting the search. MCCIP art. VII 8 4(f)(1)(A)(ii). “Electronic evidence” is
“any computer hardware, computer software, computer generated or derived data, data storage
device, data storage media, or computer peripheral device.” MCCIP art. VII § 4(f)(1)(A)(i).

30.

Rather than attempting to “search” the computers at the scene, the officers merely
seized the computers and sought further search warrants to inspect their contents.
For various policy reasons, the removal of a sealed container . . . is not only author-
ized but preferred in limited circumstances, including where “the sorting out of the
described items from the intermingled undescribed items would take so long that it
is less intrusive merely to take that entire group of items to another location and do
the sorting there.”

People v. Gall, 30 P.3d 145, 154 (Colo. 20@BeUnited States v. Upham, 168 F.3d 532, 535
(1st Cir. 1999) (“The record shows that the mechanics of the search for images later per-
formed off site could not readily have been done on the spot.”); Commonwealth v. Ellis, No.
97-192, 1999 WL 815818 (Mass. Super. Aug. 27, 1999); United States v. Hunter, 13 F. Supp.
2d 574, 583-584 (D.Vt. 1998); United States v. Gurs, No. 93-30261, 1996 WL 200998, **3
(9th Cir. Apr. 25, 1996).

31. SeeFEDERAL GUIDELINES FOR SEARCHING AND SEIZING COMPUTERs 56 Crim. L.
Rep. (BNA) Introduction at 2025(1994).
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from existing law or policies to try to strike old balances in new aréas.”
As to their authoritativeness, tReefaceto theGuidelinesexplains that,
while theGuidelinesare drafted by an interagency working gréup:

[tiheseGuidelineshave not been officially adopted by any of the
agencies, and are intended only as assistance, not as authority.
They have no regulatory effect, and confer no right or remedy on
anyone. Moreover, the facts of any particular case may require
you to deviate from the methods we generally recommend, or
may even demand that you try a completely new apprdach.

This caveat notwithstanding, tliguidelinesbecame an influential,
often-cited source of information on how computer searches and seizures
should be conductéed.

Because of changes in technology, @@delineswere updated by
Supplements issued in 1997 and 1999 and a revision was issued early in
2001% The 2001 revision supersedes the 1@@ddelines as well as the
1997 and 1999 Supplements to the 1®4idelines” Like the 1994
Guidelines the 2001 revision is not represented as binding autfority.
But like the 1994Guidelines the 2001 revision will certainly influence
how computer searches and seizures are conducted. It is therefore neces-
sary, when examining any issue involving a search or seizure of

32. 1d.

33. Id., Preface at 2023 (participating agencies included “the Federal Bureau of
Investigation; the United States Secret Service; the Internal Revenue Service; the Drug
Enforcement Administration; the United States Customs Service; the Bureau of Alcohol,
Tobacco, and Firearms; the United States Air Force; the Department of Justice; and United
States Attorneys’ offices”).

34. 1d.

35. SeeAlex White & Scott Charneysearch and Seizure of Computers: Key Legal and
Practical Issuesat http://www.securitymanagement.com/library/000177.html (last visited
Feb. 16, 2002) (stating the 19@AnDELINES provided “a comprehensive treatment of the
major legal issues likely to be encountered in connection with searches involving computers,
and provides policy and practical guidance for Federal law enforcement officials who are
involved with such searches”).

36. SeeFEDERAL GUIDELINES FOR SEARCHING AND SEIZING COMPUTERS Preface at 1
(2001)available athttp://www.cybercrime.gov/searchmanual.pdf.

37. 1d.

38.

This manual is designed to combine an updated version of the Guidelines’ advice
on searching and seizing computers with guidance on the statutes that govern ob-
taining electronic evidence in cases involving computer networks and the Internet.
Of course, this manual is intended to offer assistance, not authority. Its analysis and
conclusions reflect current thinking on difficult areas of law, and do not represent
the official position of the Department of Justice or any other agency. It has no
regulatory effect, and confers no rights or remedies.
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computers executed by federal agents, to consider the extent to which the
positions articulated in théuidelines correctly extrapolate Fourth
Amendment principles of reasonableness into this context.

In terms of off-site computer searches, both versions oGtlide-
lines adopt the rationale used to justify off-site document searches. The
respectiveGuidelinesauthors identify as “document” and “computer
document” searches as analogous while specifying the factor unique to
computer searché5The sections below compare the treatment of off-
site computer searches received in the original 1994 version of the
Guidelineswith the treatment this issue receives in the2001 verEian.
discussion examines both versions of Gwedelinesfor two reasons: the
1994 Guidelinesinfluenced the case law that developed in this area from
1994 until 2000, and, as discussion below illustrates, serve as the foun-
dation of the revised 20@uidelines

2. 1994 Guidelines

The 1994 version of th&uidelinesstated that off-site computer
searches are justifiable when the following factors are considered:

(1) A large volume of evidence must be searched, either because
the warrant authorized the seizure of a voluminous amount
of documents or because the documents that fall within the
scope of the warrant are intermingled with an “enormous”
number of other documents.

(2) The warrant is executed in a home, rather than in a business.
(3) The evidence consists of intermingled files.

(4) It is necessary to conduct a controlled, off-site search to
avoid destroying data.

(5) Itis necessary to seize hardware and related documentation
to conduct an off-site search on seized evidénce.

The 1994Guidelinesacknowledged that factors (1), (2) and (3) sim-
ply apply the off-site document search doctrine to computer sedrches.
They also suggested that computer searches involve an additional

39. FEDERAL GUIDELINES FOR SEARCHING AND SEIZING CoMPUTERS 56 Crim. L. Rep.
(BNA) 8 IV(H) at 2038 (1994)FEDERAL GUIDELINES FOR SEARCHING AND SEIZING COM-
pUTERS § 1I(C) Step 3 at 49 (200&)ailable athttp://www.cybercrime.gov/searchmanual.pdf.

40. SeeFEDERAL GUIDELINES FOR SEARCHING AND SEIZING COMPUTERS 56 Crim. L.
Rep. (BNA) § IV(H) at 2038 (1994).

41. 1d. (“This [document search] rationale has been extended to computers.”).
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element which makes off-site searching even more necessary: the diffi-
culty of locating and identifying the evidence sought.

[T]he file-cabinet cases . .. implicitly rely on the premise that
“documents” are readily accessible and ascertainable items; that
any agent can find them and (unless the subject is quite
technical) can read, sort, and copy those covered by warrant. The
biggest problem in the paper cases is time, the days it takes to do
a painstaking job. But computer searches have added a
formidable new barrier, because searching and seizing are no
longer as simple as opening a file cabinet drawer. When agents
seize data from computer storage devices, they will need
technical skill just to get the file drawer open. While some
agents will be “computer literate,” only a few will be expert; and
none can be expert on every sort of system.

Continuing this theme, factors (4) and (5) are based on what the
1994 Guidelinescharacterized as unique concerns that can arise when
agents are searching for computer-generated evidence. Factor (4) is
based on two of these concerns: (a) the possibility that agents unfamiliar
with a system’s hardware and/or software will damage or destroy evi-
dence while attempting to recover it; and (b) the possibility that a
computer system may include a “booby-trap” which, when triggered by
an unwary agent, destroys the evidence it contafector (5) does not
itself justify a seizure of computer equipment. The factor is a supple-
mental rule that expands the scope of a seizure when agents have an
independent rationale for taking computer hardware to a laboratory for
analysis® Factor (5) is based on the premise that if agents are justified in
seizing part of a computer system, they should be allowed to seize all of
the hardware that makes up that system plus any related documentation;
otherwise, it may not be possible to reconstruct the system and operate it
at the laboratory.

3. 2001 Revised Guidelines

The 2001 revision of th&uidelinestakes a slightly different ap-
proach to off-site searches. It begins by pointing out that there are basic
four possible ways to execute computer searches:

Search the computer and print out a hard copy of particular files at
that time;

42. 1d. at § IV(H)(1)(d).
43. 1d. at § IV(H)(2)(a).
44. 1d. at § IV(H)(2)(b).
45, 1d.
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Search the computer and make an electronic copy of particular files
at that time;

Create a mirror-image electronic copy of the entire storage device
on-site, and then later recreate a working copy of the storage device off-
site for review; and

Seize the equipment, remove it from the premises, and review its
contents off-sité®

As to the third option, the 200G&uidelinesnote that making a mir-
ror-image copy of

an entire drive . . . is different from making an electronic copy of
individual files. When a computer file is saved to a storage disk,
it is saved in randomly scattered sectors on the disk rather than
in contiguous, consolidated blocks; when the file is retrieved, the
scattered pieces are reassembled from the disk in the computer’s
memory and presented as a single file. Imaging the disk copies
the entire disk exactly as it is, including all the scattered pieces
of various files. The image allows a computer technician to rec-
reate (or “mount”) the entire storage disk and have an exact copy
just like the original. In contrast, an electronic copy (also known
as a “logical file copy”) merely creates a copy of an individual
file by reassembling and then copying the scattered sectors of
data associated with the particular file.

Three of the possibilities outlined above involve on-site searches;
only the fourth requires that hardware and files be seized and taken off-
site to be searched. The 208tiidelinesexplain that while many factors
will determine which of these options is used for any particular search,
the “single most important consideration is the role of the computer
hardware in the offens& This consideration gives rise to the default
position set out in the 200G&uidelines namely, that if computer hard-
ware “is itself evidence, an instrumentality, contraband, or a fruit of
crime, agents will usually plan to seize the hardware and search its con-
tents off-site,” but if computer hardware “is merely a storage device for
evidence, agents generally will only seize the hardware if less disruptive
alternatives are not feasibl& According to theGuidelines this default
position arises from Rule 41 of the Federal Rules of Criminal Procedure,
which lets agents seize computer hardware when that hardwitgelfis

46. FEDERAL GUIDELINES FOR SEARCHING AND SEIZING CompUTERS § II(B)(1) at 31
(2001) (footnote omittedgvailable athttp://www.cybercrime.gov/searchmanual.pdf.

47.1d. atn. 5.

48. Id. at § 11(B)(1) at 31.

49. 1d.



BRENNERTYPEDOC 3/29/023:02 PM

52 Michigan Telecommunications and Technology Law Revieywol. 8:39

contraband, evidence, a fruit of crime or an instrumentality of a crime,
but not when it merelgontainsevidence of a crim&.

When hardware is contraband, evidence, an instrumentality or a fruit
of crime, agents should “obtain a warrant to seize the computer, seize the
hardware during the search, and then search through the defendant’s
computer for the contraband files back at the police station or computer
forensics laboratory” This approach is unlikely to pose any practical
problems when the object of a search is one or more personal computers,
but it can become problematic when the object “is not a stand-alone PC
but rather part of a complicated network, the collateral damage and prac-
tical headaches that would arise from seizing the entire network
generally counsels against a wholesale seizlile.these situations, the
agents will “take a more nuanced approach to obtain the evidence they
need.” Specifically, theGuidelines suggest agents confronting this
“situation call the Department of Justice’s Computer Crime and Intellec-
tual Property Section . .. or the Assistant U.S. Attorney designated as a
Computer-Telecommunications Coordinator (CTC) in their district for
more specific advice” on how to proceed.

When hardware merely stores evidence of a crime, its seizure is not
justified under Rule 41(By.The 2001Guidelinesconcede that in this
situation “Rule 41(b) authorizes agents to obtain a warrant to seize the
electronic evidence, but arguably does not authorize the agents to seize
the hardware that happens to contain that evidéh&aitther, Rule
41(b)asserts that “[t]his does not mean that the government cannot seize
the equipment: rather, it means that the government generally should
only seize the equipment if a less intrusive alternative that permits the

50. Id. Rule 41(b) states that a warrant can be issued to search for and seize any
“(1) property that constitutes evidence of the commission of a criminal offense; or
(2) contraband, the fruits of crime, or things otherwise criminally possessed; or (3) property
designed or intended for use or which is or has been used as the means of committing a
criminal offense.” Fed. R. Crim. P. 41(b).

51. GUIDELINES, § 1I(B)(1)(a) at 32.

52. Id.

53. Id. (“For example, if a system administrator of a computer network stores stolen pro-
prietary information somewhere in the network, the network becomes an instrumentality of
the system administrator’s crime. Technically, agents could obtain a warrant to seize the entire
network. However, carting off the entire network might cripple a functioning business and
disrupt the lives of hundreds of people, as well as subject the government to civil suits under
the Privacy Protection Act, 42 U.S.C. § 2000aa and the Electronic Communications Privacy
Act, 18 U.S.C. 8§ 2701-11.").

54. 1d.

55. See supraote 49.

56. GuiDELINES, 8 II(B)(1)(b) at 32. (citing U.S. v. Tamura, 694 F.2d 591, 595 (9th Cir.
1982)).
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effective recovery of the evidence is infeasible in the particular circum-
stances of the casg.”

The 2001Guidelinesexplain the circumstances under which a sei-
zure of computer hardware containing evidence is justified:

As a practical matter, circumstances will often require
investigators to seize equipment and search its contents off-site.
First, it may take days or weeks to find the specific information
described in the warrant because computer storage devices can
contain extraordinary amounts of information. Agents cannot
reasonably be expected to spend more than a few hours
searching for materials on-site, and in some circumstances (such
as executing a search at a suspect's home) even a few hours may
be unreasonable. Given that personal computers sold in the year
2000 usually can store the equivalent of ten million pages of
information and networks can store hundreds of times that (and
these capacities double nearly every year), it may be practically
impossible for agents to search quickly through a computer for
specific data, a particular file, or a broad set of files while on-
site. Even if the agents know specific information about the files
they seek, the data may be mislabeled, encrypted, stored in
hidden directories, or embedded in “slack space” that a simple
file listing will ignore. Recovering the evidence may require
painstaking analysis by an expert in the controlled environment
of a forensics laboratory.

Attempting to search files on-site may even risk damaging
the evidence itself in some cases. Agents executing a search may
learn on-site that the computer employs an uncommon operating
system that the on-site technical specialist does not fully under-
stand. Because an inartful attempt to conduct a search may
destroy evidence, the best strategy may be to remove the hard-
ware so that a government expert in that particular operating
system can examine the computer later. Off-site searches also
may be necessary if agents have reason to believe that the com-
puter has been “booby trapped” by a savvy criminal. Technically
adept users may know how to trip-wire their computers with
self-destruct programs that could erase vital evidence if the sys-
tem were examined by anyone other than an expert. For
example, a criminal could write a very short program that would
cause the computer to demand a password periodically, and if

57. 1d.
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the correct password is not entered within ten seconds, would
trigger the automatic destruction of the computer’s files. In these

cases, it is best to seize the equipment and permit an off-site ex-
pert to disarm the program before any search oéturs.

This explanation recycles all five factors the 194idelinescited
as justifying an off-site sear¢hThe 2001Guidelinesdo note that agents
searching for evidence “stored on the computer network of a functioning
business will, in most circumstances, want to make every effort to obtain
the information without seizing the business’ computers, if posshble”.
They point out that seizing files and hardware for an off-site search will
not be necessary if the agents can either make electronic copies of the
files targeted by their search warrant or “mirror a segment of the storage
drive based on knowledge that the information exists somewhere within
that segment of the drivé&’”

Like the 1994Guidelines the 2001Guidelinesencourage agents to
have the warrant authorize an off-site sedr¢he 2001Guidelinesalso
emphasize the importance of developing a search strategy before agents
ever apply for a warrant to search a computer or computer sstam.
Guidelinesalso provide sample language to be incorporated in an affida-
vit seeking authorization of an off-site sea¥cA.computer search and
seizure manual issued by the New Jersey Attorney General’s office takes
a slightly different approach:

First, the affidavit of probable cause should include specific facts
justifying the off-site search. These should include facts specific
to the computer or business to be searched and general facts re-
lated by an investigator trained in computer evidence recovery,

58. Id. at 32—-33.SeePeople v. Gall, 30 P.3d 145, 154 (Colo. 2001) (“In addition to the
problems of volume and commingling, the sorting of technological documents may require a
search to be performed at another location ‘because that action requires a degree of expertise
beyond that of the executing officers, . . .").

59. See supranote 39 and accompanying text.

60. GUIDELINES, § lI(B)(1)(b) at 33.

61. Id.

62. FEDERAL GUIDELINES FOR SEARCHING AND SEIZING COMPUTERS 56 Crim. L. Rep.

(BNA) § VI(B)(3) at 2049 (1994)GUIDELINES, § II(B) Step 3 at 47-48.

63. GUIDELINES, § II(A)(3) at 30.

64. Id., app. F at 106SeeUnited States v. Markey, 131 F. Supp.2d 316, 322 (D. Conn.
2001) (“Agent Nates’ affidavit described in detail the procedure that would be followed if an
on-site analysis of the data contained in the computer was not practical or feas@dellso
NEW JERSEY COMPUTER EVIDENCE SEARCH AND SEIZURE MANUAL, app. B, C (2000avail-
able at http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf (last visited Mar. 5, 2002). An
example of an application for a search warrant that requests authorization for an off-site search
is available athttp://cryptome.org/usa-v-rtf-swa.htm (last visited Mar. 3, 2002).
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regarding the necessity of examining data in a controlled lab.
The warrant should authorize seizure and off-site searching. . . .

Second, regardless of whether the warrant specifically permits
an off-site search, if evidence is seized for off-site searching, re-
ports must be written detailing the facts and circumstances that
necessitated the actién.

With regard to the justifications for off-site computer searches, there
is really no substantive difference between the X8Gulelinesand the
2001 Guidelines Most state and federal courts have upheld off-site
computer seizures and searches, citing the off-site document search
doctrine and the additional concerns articulated in the Department of
Justice’s 1994 Guidelines® The next section considers whether

65. NEw JERSEY COMPUTER EVIDENCE SEARCH AND SEIZURE MANUAL, I(A)(6) at 24
(2000) available at http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf (last visited Mar. 5,
2002). The New Jersey manual identifies the following as the factors that will determine
whether an off-site search, not authorized by a warrant, will be “reasonable”:

a. The practicalities of searching voluminous records on-site as opposed to
off-site;
b. The means and methods of executing the search by law enforcement—did

the searchers conduct a general search and simply take everything, or were
any efforts made to review material, such as non-computerized evidence,
and leave behind those materials which were clearly not within the scope
of the search warrant?

C. Whether the affidavit of probable cause offers any factual basis upon
which the judge could sanction the seizure and off-premises search?
d. Whether there is any evidence that the targets intentionally mislabeled

files, computer disks, etc., so law enforcement had to examine each one to
determine whether it was evidential?

e. Whether the targets used passwords, codes, etc., that prevented law en-
forcement from searching on-site?

f. The amount of time which would be required to conduct the search on-site;
and

g. The quantity of items seized and searched off-site that were returned to the

target/defendant and the time that elapsed between the seizure and the re-
turn of these items.

Id. at 24-25.

66. SeeUnited States v. Schandl, 947 F.2d 462, 465—-466 (11th Cir. 1998); United States
v. Gurs, No. 93-30261, 1996 WL 200998 (9th Cir. Apr. 25, 1996) (“[I]t was reasonable for the
executing officers to seize the hardware and search the hard drives in a secure location. The
only alternative would have been to secure the Gurs’s home and search the computers there.
This however, could have taken days, and would have unreasonably intrusive in its own
right.”) United States v. Hunter, 13 F.Supp. 2d 574, 583-84 (D. Vt. 19@®).alsdJnited
States v. Upham, 168 F.3d 532, 535-36 (1st Cir. 1999); Commonwealth v. Gousie, No.
BRCR2001-0115-1-6, 2001 WL 1153462 *8 (Mass. Super. Sept. 26, 2001); Commonwealth v.
Ellis, No. 97-192, 1999 WL 815818 (Mass. Super. Aug. 27, 1999); United States v. Stewart,
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these principles—as carried forward in the 2001 revision of the
Guidelines—ean justify off-site computer searches in any but the most
extraordinary circumstances.

C.When are Off-Site Computer Searches Reasonable?

An examination of the merits of the justifications that have been put
forth for off-site computer searches can be performed utilizing the hypo-
thetical. Since the rationale for off-site computer searches relies heavily
on the rationale for off-site document searches, the Doe & Doe hypo-
thetical will be analyzed from two different perspectives: (1) as an off-
site document search; and (2) as an off-site computer search.

D. Off-Site Document Search

Assume the Doe & Doe search was conducted some years earlier, at
a time when law offices did not use computers to generate and store
documents. Also assume that all other events occurred as set out in the
original hypothetical, e.g., that the agents obtained a warrant to search
the Doe & Doe law office, that they executed the warrant, and that they
seized approximately 200,000 documents—the equivalent of 2.7 million
pages of printed text or 8 gigabytes of storage space on a computer’s
hard drive—from the office. In addition to seizing these documents, the
agents also seized files, i.e., six file cabinets, complete with contents
plus ten boxes of files that were in the offices of lawyers and support
staff.

The law firm challenged the agents’ actions by filing a motion seek-
ing the return of their propertyThe law firm argued that the agents’
seizing of the documents was unreasonable and therefore violated the
Fourth Amendment for any or all of several reasons. The first reason was
that instead of searching for documents that fell within the scope of the
warrant and could therefore legitimately be seized, the agents seized es-
sentially all of the documents they found at the firm, intending to search
through them later at another location. Doe & Doe argued this was un-
reasonable because the agents took documents the warrant did not entitle
them to take; since the warrant did not justify seizing these unrelated
documents, their seizure clearly violated the Fourth Amendment. Doe &
Doe also argued that taking the documents away gave the agents more
time to review them, and that they could use this opportunity to exploit

No. Crim. A. 96-583, 1997 WL 189381 (E.D. Pa. Apr. 16, 1997); United States v. Sissler, No.
1:90-CR-12, 1991 WL 239000 *4 (W.D. Mich. Aug. 30, 19%iff,d, 966 F.2d 1455 (6th Cir.
1992).

67. SeeFEp. R. Crim. P. 41(e).
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the plain view doctrin&, reading irrelevant documents in an attempt to
find evidence concerning unlawful activities other than those which were
the focus of the warrafitin making this argument, Doe & Doe claimed

the agents were using the off-site search to go outside the scope of the
warrant and search for evidence of unrelated, as yet undiscovered crimi-
nal activity”’ Doe & Doe noted that such a search would be unreasonable
because it would not be authorized by the warrant nor by a valid excep-
tion to the warrant; that is, Doe & Doe argued that this would violate the
requirement that a warrant specify the items to be searched for and
seized because it gave the agents essentially unfettered discretion to re-
view the documents in an effort to identify evidence of crimes other than
those which gave rise to the search warfafinally, Doe & Doe argued

that the seizure was unnecessary because the agents could simply have
sorted through the law firm’s documemtssity, taking documents that

fell within the scope of the warrant and leaving those that did not.

In response, the government argued that it was reasonable for the
agents to seize all the documents and take them off-site where they were
reviewed and sorted into those that fell within the scope of the warrant.
Those documents that fell within the scope of the warrant were seized,
those that did not fall within the scope were returned to Doe & Doe.
Noting that it took the agents many days to sort and review the docu-
ments, the government claimed it would have been unreasonably
intrusive to have this process conducted at the law firm’s office. The
government argued that the presence and activities of the agents would
have disrupted all activity at the firm for a similar period of time, and that
it was, therefore, more reasonable to have them remove the documents

68. See infraPart IV.

69. In dealing with paper records, officers are allowed to conduct a fairly brief review of
a record in order to determine if it falls within the scope of the warrant, but this review must
cease as soon as it becomes clear that the document does not fall within the scope of the war-
rant. SeeUnited States v. Heldt, 668 F.2d 1238, 1267 (D.C. Cir. 1981); United States v. Ochs,
595 F.2d 1247, 1258 (2nd Cir. 1978ge alsd\ndresen v. Maryland, 427 U.S. 463, 482 n.11
(1976) (“[R]esponsible officials . .. must take care to assure that [document searches] are
conducted in a manner that minimizes unwarranted intrusions upon privacy.”).

70. Doe & Doe pointed out that by taking the documents off-site, the agents were able to
review them without any representative of Doe & Doe’s being present to ensure that the agents
did not exceed the scope of the warrant by thoroughly reviewing clearly irrelevant documents.

71. SeelLo-Ji Sales, Inc. v. New York, 442 U.S. 319, 325-26 (1979) (holding a search
violated the Fourth Amendment’s requirement that a warrant particularly describe the place to
be searched and the items to be seized because the warrant essentially gave the parties con-
ducting the search unlimited discretion to expand the